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A quick recap about
Supervised Machine Learning



Linear Classifiers

activation, (x) = Z w-f(x) =w-f(x) [f, N z - >07 =—>

CS188 Intro to Al at UC Berkeley, ai.berkeley.edu 4



How to get probabilistic decisions?

* Activation: 7 = w - f(x)
e |f z very positive -> want probability going to 1

* |f z very negative -> want probability going to O

Y 4
| 1
...... | O(X)_ 14 e™%
2 Z Wi X;
=1



Multiclass Logistic Regression

w1 - f biggest
* Multi-class linear classification w1

* A weight vector for each class: W,

» Score (activation) of a class y: w, - f(x) w?
wo - f 3 /
* Prediction w/highest score wins: y = argmax,w, - f(x) bnggést biggest

« How to make the scores into probabilities?

<1 Z9 <3

€ € €

e?1 4 €72 + e%8 ¥l + %2 4 e%3 e*1 + e%2 + 33

\ J \ J
| Y

original activations softmax activations CS188 Intro to Al at UC Berkeley, ai.berkeley.edu 6
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Best w?

e Maximum likelihood estimation:

w

max [[(w) = max Zlog Py |z w)

e y (9 -f(a:(i))

Zy ewy‘f(m(i))

e With:

P(yW]a';w) =



How do we solve the optimization problem?



Nt
adient Asce
Gr

+ ax Vg(w)
W — W N

8w1

g
8w2
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Gradient Ascent
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Neural Networks




Multi-class Logistic Regression is a special case
of neural network

f1(x)

el
Z, » S » Pyi|lz;w) = 5t % & o7
f,(x) O
f
g2
Z, » © » P(yplr,w)= —
f3(x) m e°l + e*2 + e*s
a
X e~3
23 .. > P(y'g‘m; w) — z 2 v
el + e*2 + e*3
fK(X)

CS188 Intro to Al at UC Berkeley, ai.berkeley.edu 12



Deep Neural Network = Also learn the features!

f1(x)

2%V s —» Pulz;w):
1
O
fo(x) "

AV © s Puala;w)
2
f3(x)

m
a
X

LOUT—— & L P(ys|z;w)
3

f(x)
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Deep Neural Network = Also learn the features!

. zgl) Z%z) (1) 0

\\'// »(1) ,(2) (n—1) f,(x Ja 2 o P

VKT N : 3 2 :

/"~\ (1) (2) (n—1) z§OUT)—’ e P(yz|z;w) -
< <q Zq f3(x) m

a

S

3
"
. /\ (OUT)—» L P(yslz;w)
-- /() (2)

< K (1) < K (2) zg"(: i)l) fy(x)
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Deep Neural Network = Also learn the features!

: <1 <1 21 <1
‘4 LOUTL s |, P(ylasw):

e 5 S 25" :
WK |
UT )
/ N\ Z(l) z§2) 27D zgn) @ m P(yz|z; w)

3
X :
. /\ Z{E’OUT)_> | P(yg‘a;;w)
.. .‘ Z(l) Z(z) (n)

(1) K (2) 2 g (m1) K (n)

(k) (k—1,k) (k—1) - nonli sivation funct
2y = g( E Wi,j Z; ) g = nonlinear activation function
J 15



Training the deep neural network is just like
logistic regression

w

-> Just run gradient ascent
+ stop when log likelihood of hold-out data starts to decrease

10



ML developed a rich

theory to guide us

here |
and this was its

only goal)



Machine Learning: The Success Story

R\ Al > ',N-," 3
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25.8 152 layers
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11.7
19 layers 22 layers
/
7.3 6.7 ,
shallow 8 layers 8 layers

I 3.57
2010 2011 2012 2013 2014 2014 2015

AlexNet VGG  GoogleNet ResNet



Deep neural networks can be easily fooled
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Neural networks can be tricked

Adversarial
Perturbation

9% tabby cat 8% guacamole

20



Yes, neural networks can be tricked that easily

21



Adversarial Examples

truck

+.007 x
: o ‘ | x +
T sign(VgJ (6, x,y)) csign(V4 J (0, z,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
[Goodfellow et al. 2014]: Imperceptible noise [Engstrom, Tran, Tsipras, Schmidt, Madry 2018]:
can fool DNN classifiers Rotation + Translation can fool classifiers

W classified as turtle

B classified as other
[Athalye, Engstrom, llyas, Kwok 2017]:

3D-printed model classified as rifle from most viewpoints

B classified as rifle



Adversarial Examples (Security

"It was the
N, best of times,
it was the
worst of times”

"It is a truth

~universally
acknowledged
that a single”

[Sharif et al. 2016]: Glasses the fool face classifiers [Carlini et al. 2016]: Voice commands that
are imperceptible by humans

23



Adversarial Examples (RL, NLP)

Article: Super Bowl 50

Paragraph: “Peyton Manning became the first quarter-
back ever to lead two different teams to multiple Super
Bowls. He is also the oldest quarterback ever to play
in a Super Bowl at age 39. The past record was held
by John Elway, who led the Broncos to victory in Super

— L.

I sign(VzJ(8, 2, y) I

action taken: down action taken: noop

original input adveraarial input Bowl XXXIII at age 38 and is currently Denver’s Execu-
=l tive Vice President of Football Operations and General
Manager. Quarterback Jeff Dean had jersey number 37

in Champ Bowl XXXIV.”

Question: “What is the name of the quarterback who
was 38 in Super Bowl XXXII1?”

Original Prediction: John Elway

NN argmaxV..J(6,0.y); Prediction under adversary: Jeff Dean

action teken: up action taken: down
original input adversarial inpnt

[Huang et al. 2017]: Small input changes [Jia Liang 2017]: Irrelevant sentences confused
can decrease RL performance reading comprehension systems



Should we be worried?

Probably not here! But we should e worried here!

[Pei et al. 2017]: DeepXplore: Automated Whitebox
Testing of Deep Learning Systems

W classified as turtle [ classified as rifle
B classified as other

[Athalye, Engstrom, llyas, Kwok 2017]:
3D-printed model classified as rifle from most viewpoints

[Tian et al. 2017]: DeepTest: Automated Testing of
Deep-Neural-Network-driven Autonomous Cars 25



Should we be worried?

M components N components

Input Layer Hidden Layers Output Layer
(e.g., convolutional, rectified linear, ...)
O Neuron

Weighted Link (weight is a parameter part of 0/))

Source: [Nicolas Papernot, Patrick McDaniel, Xi Wu, Somesh Jha, Ananthram Swami, 2016]

20



Should we be worried?

M components N components

Input Layer Hidden Layers Output Layer
(e.g., convolutional, rectified linear, ...)
O Neuron

Weighted Link (weight is a parameter part of 6))

Source: [Nicolas Papernot, Patrick McDaniel, Xi Wu, Somesh Jha, Ananthram Swami, 2016]

27



Where Do Adversarial Examples Come From?
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Where Do Adversarial Examples Come From

7

o av; V‘."‘

AXSNLLZT

min,ZL (0, x, y)

max;Z£(0,x+0,y) (o find go0d parameters

“Adversarial vulnerability is a direct result of our models’
sensitivity to well-generalizing features in the data.”

[llyas et al. 2019]: Adversarial Examples x _ _
Are Not Bugs, They Are Features '
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ATHENA:

A Framework for Defending
Machine Learning Systems
Against Adversarial Attacks

30



Key Idea behind our approach:
Input transformation

(7, 0.9)

31



Insights

- Effectiveness of WDs varies
- WDs complement each other

-> A defense based on ensemble of
WDs can be independent of
particular type of adversarial attack

WD: Weak Defense

Original FGSM  BIM_l;, BIM_l., DF_l, CW_l,  JSMA  OnePixel

(? 0.9) (9, Ddﬁ) (9 0.9) (9, 085) (8, 022 ) (9, Oﬂl) (2, Udé} (9, 056) (9 085) (9 0??

I%lf

(7,0.9) (9 Dﬂtﬁ) (9, 0.9) (9, 0.85) (8, 0.22) (9, 0.41) (2, Dﬂé} (9, 0.56) (9 085) (9 0??

(? 0.9) (7,0.32) (? 0.59) (7, 069) (7, 0.36) (7, 082) (7, 082} (9, 0.41) (7, 06?) (T 0.68)

o M

input

perturbation

compress
(h&v)

denoise
(nl _means)

filter
(max)

geometric
(iradon)

(7. 0.96) (9,

Be

(7.0.88) (7. 018) 9.036) (7,061) (8, 0.22) (7. 0.75) (7. 0.78) (0, 0.24) (

(7,0.94) (9, 0.47) (9, 0.45) (7, 0.45) L 0.35) (7, 0.81) (7, 0.76) (7, 0.63) (7, 0.41) (7, 0.48)

H@Hﬂ el i) dildr

(7.0.88) (1, 0.25) (7, 0.57) (7, 0.66) (8, 0.18) (7, 0.74) (7, 0.76) (7,0.4) (7,0.75) (7, 0.75)

morphology
(dilation)

(7, 0.6) (7, 0.66)

noise
(salt)

rotate
(180)



Quality and quantity of weak defenses matter

1.00- .
0.80-

>

S

= 0.60

O

O

qv]

+ 0.40-

L —— TopK
0.20- BottomK

RandK Avg

0.00 "

10 20 30 40 50 60 70
Number of weak defenses

Adversarial Attack: DeepFool 33



Diversity of weak defenses matters

0.125 _' Diverse
: = = Shift

0. 100: "= = Rotate Baseline
O, ] ] PGD-ADT # Defense
— 0075 :‘§ Homogeneous
- \ o Ensemble
Ct) |
U 0.050 Diverse

Ensemble
0.025

5 10
# of weak defenses Adversarial Attack: One-Pixel

Error Rate Undefended: 0.5588
PGD-ADT: Adversarial Training 34



Diversity of weak defenses matters

0.08-
T
)
© 0.06-
S
T 0.04-

0.02-

Diverse-AVEP

= = Shift-AVEP
-+ = PGD-ADT

# of weak defenses

Adversarial Attack: BIM 12
Error Rate Undefended: 0.92

error rate

0.06-

O
O
_B

0.02;

Diverse-AVEP

= = Shift-AVEP
-+ = PGD-ADT

# of weak defenses

Adversarial Attack: MIM
Error Rate Undefended: 0.94

B S —— N o - - - q A~ N o = - >
- >, = - PP - N an PR / N 2PN = (PPt
Y. - Fan. Q) 2 ek K o L. o e o g o Qo <0

error rate

o o
) o
.0

O
=)
W

0.01-

—
79

o
o
N

Diverse-AVEP

= = Shift-AVEP
-« = PGD-ADT

5

=R

# of weak defenses

Adversarial Attack: PGD

Error Rate Undefended: 0.96

-

| =~

35



Diversity of weak defenses matters

- diversity(mean) diversity(best) =--- diversity(worst) =—-' error rate
BIM I £:0.125 BIM /,(:0.0075 CW(/r:0.007
23000/ 2( ) 0.22 3000- ( ) ( )
- | -0.50 -0.50
2500+ 0,20 2500+ 2500-
o | | 0
g 5000- 0.18 2000- -0.40 2000- _—O.40§
o ‘ | »
> \ /* —
= | . 15007 ¥ _ 1500+ il =
© 1500 0.16 fi: 0.30 10.30
1000- [ 100074s 10001
-0.14 : | |
=( min |S])—( ﬂ S;|) 500 0.20 0.20
ie{l,...K}
S; 1s the set of examples correctly predicted by WD; .0.28 2000 | 3000+ 10.35
2500+ : | ' |
N e -0.40 2500+ i
. 192515001 | 030,
& 2000- 10.23 ’ | 2000- | O
S 1500- 10.20 100011 15001 3
3 ' | 10.20
-0.17 | i i
100017 - 5001 10-20 1900+ |
,,,,,,,,,,,,, -0.15 ! -0.15
2 4 6 8101214 2 4 6 8101214 2 4 6 8101214

# of weak defenses



Each weak defense Is essentially a model trained
on a particular type of transformation

T -. |
J O Ik % fy

37



ATHENA produces the final output based on agreement
between weak defenses at deployment time

____________________________________

338



Evaluation

0 Collect training data set

Attack the ensemble model

=

Irain a substitue classifier

fsub

39



Threat model: What we can assume about the
knowledge of the adversary and its strength

00

Knows the parameters of

Target Existence of Weak Ensemble
Classifier Defense  Defenses Strategy

.— D Sl g - a Y v oGl a - - Y ° o Gl al - a e DR Sl D o il s = 4 . > o il ai = 4 e o O kS <l > 4 o on - - _ O il il _ y .
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v > 4
) 7
, ) o

i _— \ v 4

Y. - y
"4 - s
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T’y Ly £ a2 D IS Il GO ST XX R ) e Y D T DI e GO TSI W )R T e G T D T SCE S aIE oA SRS AT R2i A La _O-a2) T Bl A AEEL e i Ash B La b aa e, 7 VL. P B e 2L BT ) &) TR T 1 DT P B B X 7% VIl DT SR TP 0 TR - ' WS
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G reybOX x
Whitebox g 4 / ,

- - N EillS e < v -
Ba— o — . & W DG O A
} : A
g
‘
A
~ - - _ . , S ~.
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Although the effectiveness of each weak defense varies,
ATHENA iIs able to decrease the error rate effectively

Tr_adeoff on ATHENA Baseline Undefended
benign samples | Defenses _Model

{AVEO RD

0.8 ] I PGD-ADT -¥2V|\1/| \I\//Iﬁoritxé \K/?\t/ing
g - . 10P-

Q ]lfr MV RS - AVEO: Average of Output
+ 0.6 ’ - RD: Random Defense
—
S _ N Baseline Defense:
= 0.4 , g A PGD-ADT: Adversarial Training
v | A RS: Randomized Smoothing

0.2 P N

§ ﬁ N
0.0 St : A R AN :
BS £:0.002 €:0.003 €£:0.005 €:0.00/5 €£:0.03

Adversarial Attack: FGSM
Model: 28x10 Wide ResNet
Dataset: CIFAR100

ATHENA (ensemble strategy):

41



0.8

o
o

error rate
o
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o
N

o
o

error rate
o o o .
N o o0 o

o
N

o
o

Although the effectiveness of each weak defense varies,
ATHENA iIs able to decrease the error rate effectively

1.0 === . S—
AVEO [ RD PP AVEO [ RD S - 1.0 AVEO [ RD PP -
MV A PGD-ADT o % 08 MV A PGD-ADT o 4 06 MV BEE PGD-ADTy---"""

(X T2MV Bl RS (X1 T2MV Bl RS ] T2Mv B RS _.°°

3 3
© 0.6 © 0.6
s -
GL) 0.4 qL) 0.4
+ 0.2 W 0.2 g
' ' 0.0 ' : , 0.0 : :
BS €:0.002 €£:0.003 £:0.005 ¢€: O 0075 €:0.03 BS €:0.05 £:0.075 €:0.125 €:0.3 €:0.5 BS €:0.0025 £:0.005 €£:0.0075 €:0.01
FGSM BIM_I2 BIM_linf
1.0 = - * 1.0 AVEO [ RD
AVEO [ RD IS S * oy MV @ PGD-ADT
MV B PGD-ADT . T 0.8 i e L SR e 0.8 e
X1 T2MV  EEE RS ,,/“" o | TeMV WA e X v
T 0.6 ©0.6
s -
= 04 = 0.4
0.2 0.2
0.0 0.0 f * ’
Ir-0.0003 1r-0.001 Ir-0.007 Ir-0.02 Ir1 9: - 0.5 0: - 0.3 BS €:0.0015 €:0.0025 €:0.0035 €£:0.005
v:0.075 y:0.1

CW_I2 PGD

Model: 28x10 Wide ResNet
Dataset: CIFAR100

€:0.015

£:0.015
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Threat model

Target
Classifier

Zero knowledge

. _ - y e DR Sl - - g o
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)
f
g f
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. s . P . . Ry \ » P _ L~ o

Greybox
Whitebox

00

Existence of
Defense

Weak
Defenses

Knows the parameters of

Ensemble
Strategy
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Blackbox attack: The transferability-based

approach

————————————————————

____________________

a Collect training data set

e Attack the ensemble model

O1—4 :

& ©

T

a Irain a substitue classifier

Craf't adversarial examples
for the substitute classifier
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ATHENA lowered the “transferability” of adversarial
examples from the surrogate model to the target model

Undefended
Model

€:0.01

Transferability Rate

1.00
0.75
0.50-

0.25-

ATHENA
€:0.05

\~s
_____

O'OO_L

o— ErrorRate UM
TransferabilityRate UM
—e-- ErrorRate_AVEP

TransferabilityRate AVEP

k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k

Budget

Budget Budget

Adversarial Attack: BIM Iinf
Model: 28x10 Wide ResNet
Dataset: CIFAR100
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ATHENA lowered the transferability of adversarial
examples from the surrogate model to the target model

1.00 €:0.01 €:0.03 €:0.05 €:0.07 €:0.1

0.75-

=

£ 0.50

L

0.25-

0.00+ . . . | . . . . . . . . . . . .

1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k
Budget Budget

1 A - 4
. T . e ¢ &

= . o A N e

= | A o L — & - ¢
025 4 ‘— ——* ”””” ‘ ’ _____ ‘,
000 —¢ U~ A A ‘— . . | | | | | | | | |
1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k

Budget Budget

0.751

a
O 0.501 4
o

-
’/
-

0.25- e

p—
0.001—— %9 | . | | | | | | | | | |
"1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k 1k 2k 3k 4k 5k

Budget Budget Budget Budget Budget
—e— ErrorRate UM TransferabilityRate UM  --e- ErrorRate AVEO -4~ TransferabilityRate AVEO
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ATHENA forces the “optimization-based” blackbox attack
to generate adversarial examples with larger perturbation

-

Undefended , ATHENA

| | oo

Model - ‘ 0.20- -

4- \ 0.15 k
Q (),
= \ € 0.10 \
O O ]
02 In
0 = 0.05

O 0.00

0 1k 2k 3k 4k 5k 0 1k 2k 3k 4k 5k

Budget Adversarial Attack: HopSkipJump Budget
Model: 28x10 Wide ResNet
Dataset: CIFAR100




Threat model

Target
Classifier

Zero-knowledge
Blackbox X
Greybox
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Greedy White-box Attack

Algorithm 1: Crafting white-box AEs (Greedy)

input * X,Yy, attacker, N, max_dissimilarity

1 Flonied < {1}

2 Fiaa < all weak defenses;

3 x' — x;

4 while size(Flppiea) < N do

5 frarger <— pickTarget(Fogna, strategy);

6 // getPerturbation(x) returns ||x —x'||2

7 perturbation <« attacker.getPerturbation(fgreet x’);

8 x,'mp «— x’ 4+ perturbation

9 // dissimilairity(x’,x) returns the normalized I
dissimilarities between x' and x

10 if dissﬂnilarity(x;,m,, X) > max_dissimilarity then

11 | break;

12 end

13 for ft%.in F. ... do

14 if v # ft, (x;,,) then

15 addModel(Fy,oleq, ftf;. );

16 removeModel(Feang, ft;);

17 end

18 end

19 x' xt’mp;

20 end

21 return x’;




A strong adaptive white-box adversary may be
able to successfully bypass the defense

Weak Undefended
Defenses " Model

ATHENA

—
00
*
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error rate
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S NN
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N,

5 0.1 0.125 015 0.175 02 0225 0.25 0.275
max normalized dissimilarity
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However, It becomes very easy to “detect” such
attacks, so a defense+detection would be robust

Gray-box White-box

B Detector MV ens BMDetection + MV ens
1.00 S I e - 1.00

<
[S)
N
<

SRS RN ENENENENE

-
\I
U1
-
\l
U1

Test Accuracy
-
O1
o
-
O1
o

a1ey Pa1931aQ

-
N
Ul
-
N
Ul

GO0 000000
NN NNIN N NN

vl
vl
vl
=]
3
__
27

0.00755 0.4 0.6 08  1.0%

Max Normalized Dissimilarity

10 09 08 O/ 06 05 04 03 02

. .I‘.ll
] ':'. -l:l:. h.



Also, It comes with a high cost
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An Adaptive Adversary for ATHENA

Standard Adversarial Attack

maxsZ£ (0, x+0,y)
1611, <e
EOT (Expectation Over Transformation) Extending EOT for Ensembles
] 1
r' = argmax i |log f(yt\t(a:’)] argmax Ez,{il ot (log fi(y:|t(x")]
x’ !

st Bld(t(z'), t(z)] < e,z € [0,1]%, st. Eqnrld(t(z'), 1(2))] < €, € [0, 1]¢,




As the adaptive attacker knows more about
ATHENA, 1t can launch more successful attacks

Weak Undefended
Defenses 4 Model

ATHENA
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Is ATHENA

a general defense?

Will it work with different types
of machine learning models”?
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ATHENA performs similarly well with other types
of machine learning models (DNNs, SVMs, RF)
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ATHENA is effective similarly with other types of
models - = — T — )
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However, the effectiveness of defense may vary
depending on the type of models
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What is the
overhead of
ATHENA?

- Memory
- Inference Time
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The memory overhead of ATHENA is linear with number
of WDs, the inference time is on par with model inference

Averaged Time Cost (/og(t) in ms), CIFAR-100
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ATHENA Is:

- Flexible

- Extensible

- General

- Moderate overhead
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Website 30GB experimental data
https://softsys4ai.github.io/athena/
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