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A Framework for Robust Control of Uncertainty in
Self-Adaptive Software Connectors

Pooyan Jamshidi
1 0a 0 NI «

Context and motivations . The desired behavior of a system in ubiquitous environ ments
considers not only its correct functionality, but also the satisfaction of its non -functional
properties, i.e., its quality of service. Given the heterogeneity and dynamism characterizing the
ubiquitous environments and the need for continuous satisf action of non-functional properties,
self-adaptive solutions appear to be an appropriate approach to achieve interoperability. In this
work, self-adaptation is adopted to enable software connectors toadapt the interaction protocols
run by the connected components to let them communicate in a timely manner and with the
required level of quality. However, this self -adaptation should be dependable, reliable and
resilient to be adopted in dynamic, unpredictable environments with different sources of
uncertainty. The majority of current approaches for the construction of self-adaptive software
ignore the uncertainty underlying non -functional requirement verification and adaptation
reasoning. Consequently, these approaches jeopardize system reliability and hinder the adoption
of self-adaptive software in areas where dependability is of utmost importance.

Objective . The main objective of this research is to properly handle the uncertainties in the non-
functional requirement verification and the adaptation reasoning part of the self-adaptive
feedback control loop of software connectors. This will enable a robust and runtime efficient
adaptation in software connectors and make them reliable for usage in uncertain environments.

Method . In the context of this thesis, a framework has been developed with the following
functionalities: 1) Robust control of uncertainty in runtime requirement verification. The main
activity in runtime verification is fine -tuning of the models that are adopted for runtime
reasoning. The proposed stochastic approach is able to update the unknown parameters of the
models at runtime even in the presence of incomplete and noisy observations. 2) Robust control
of uncertainty in adaptati on reasoning. A general methodology based on type-2 fuzzy logic has
been introduced for the control of adaptation decision -making that adjust s the configuration of
component connectors to the appropriate mode. The methodology enables a systematic
development of fuzzy logic controllers that can derive the right mode for connectors even in the
presence of measurement inaccuracy and adaptation policy conflicts.

Results. The proposed model evolution mechanism is empirically evaluated, showing a
significant precisionof parameter estimation with an acceptable overheadt runtime. In addition,
the fuzzy based controller, generated by the methodology, has been shown to berobustagainst
uncertainties in the input data, efficient in terms of runtime overheadven in large scaleknowledge
bases andstablein terms of control theory properties. We also demonstrate the applicability of
the developed framework in a realworld domain.
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Thesis statement. We enable reliable and dependable selfadaptations of component connectors
in unreliable environment s with imperfect monitoring facilities and conflicting user opinions
about adaptation policies by developing a framework which comprises: (a) mechanisms for
robust model evolution, (b) a method for adaptation reasoning, and (c) tool support that allows
an end-to-end application of the developed techniques in real -world domains .

Keywords : Uncertainty, SefAdaptive Software, Software Connector, Models at Runtime, Fuzzy Logic
System, Typ& Fuzzy Logic Control, Modbased Recagfiration.
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Belonging to the PhD dissertation

A Framework for Robust Control of Uncertainty in
Self-Adaptive Software Connectors

1.

Software connectors play an important role in increasing the interoperability of software.
Software connectors coordinating heterogeneous components support interoperability in
ubiquitous environments.

The desired behavior of a system in ubiquitous environments considers not only its
correct functionality, but also the satisfaction of non -functional properties, i.e., its quality
of service.

Given the heterogeneity and dynamism characterizing the ubiquitous environments and
the need for continuous satisfaction of non-functional properties, self-adaptive solutions
appear to be an appropriate approach to achieve interoperability.

Self-adaptive connectors adapt the interaction protocols run by connected components to
let them communicate timely and with the required level of quality.

However, such self-adaptation should be dependable, reliable and resilient to be adopted
in such a dynamic environments with different sources of uncertainty.

To achieve dependable selfadaptive software connectors, mechanisms to enable the s#-
adaptation for component connectors should be robust against different sources of
uncertainty.

For quantitative verifications of non -functional properties, it is required to consider
parametric analytical models that can be calibrated at runtime to accurately measure such
properties. However, the challenge is that how accurate and trustworthy model
calibration can perform given that the input measurement data typically are not complete
and contain noise (Chapter 4).

Having quantitatively verified non -functional properties and detected a violation, an
adaptation is required to change the interaction protocol to let the components
communicate with the desired level of quality. However, this adaptation should also be
reliable given the input information as w ell as the adaptation policies may contain
uncertainties (Chapter 5).

Assuming that dependable model calibration and adaptation reasoning is in place, their
integration in the MAPE -K self-adaptation loop to ensure the reliability of the self -
adaptation of component connectors in real-world unreliable environment needs to be
considered (Chapter 7).
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1.1. Chapter Overview

Recenty, software has become one of the key influential entities of modern society. Consequbkaetly,
expectatiors people place orsoftware systemsiave quickly changedeven more recently as software
systems have become essentiaf living With the rise of anew computing paradigm (such asrvice
oriented and cloud computingin which the main principle is to move towards independent management
of computing entitiesapplications use and integrate functionglitom third-party, potentially distributed
services,implemented in differenenvironmentsand running ordifferent platforms

Therefore, interoperability andlependability have becomefundamental requirements for building
software-intensive systemsThis raises questions of not only how weordinate different pieces of
softwareand how we can reason about the propertie$ the subsequent systems, but alsow we can
robustly adapt the coordination architecture at runtime due to the intridgiamicsand uncertainties of

the environment Therobust handling of uncertainty in setidaptive software connectoiis the topic of

this thesisThe term robustness here meafisKk S LIS NBAaiSyO0S 2F | aeaidsSyQa
perturbations or unusual conditions of uncertainiiore concretely, we aimtadeveloping mechanisms

for enabling areliable (i.e., dependabl¢ adaptation of the coordination architectureven if its
assumptionghat have been made at desigdiime are somewhat violated by thsituations at runtime. In

other words, we enableesiliert selfadaptive software connectors that perform well in uncertain
environments. Throughout this thesis, we may use the three key terms in the last two sentences (i.e.,
reliability, dependability and resiliency) interchangeably, but in the context ofteisis, we mean that

we intend to develop a safe and reliable satfaptation for software connectors in the presence of
uncertainty.

The rest of this chaptedescribes the motivations fahis workand provides an overview of the proposed
solution We first give a broad overview ahe research context including compondpased systems,
component connectors as well as satfaptive software(Section1.2) and motivatethe need fora
dependable seladdaptive software connectgiSectionl.3). We thenelaborate on the problem that this
work aims to address bgeliberaing the hypotheses and research questidins., theproblem spacén
Sectionl.4). Afterwards, the basielements of the proposed solution and specific contribution of this
thesis are discussed (i.e., thelution spacén Sectiornl.5). The details of the research methodology that
we have followed throughout this work are thengsented (Sectiod.6). The thesis of this dissertation
and research claims are then stated (Secfiof). A mapping of therelated publications to thendividual
chapters in thethesisis also provided (Sectioh.8). Finally, the structure of the remainder of this
R20dzYSyiGz SELXFAYAY3I S| OK OHslpteke@adXsactiaS t S yOS (2

1.2.Research Context

In this section, before examining the research motivations of this thesis, we first introduce the most
related aspects, which intersect to determine the scope of this research as illustrafgglinel. 1.
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Figurel.l. Scope of this thesis.

1.2.1. ComponentBased Systems

Software intensive systems that are built according to the compobased paradigm are called
componentbased software systems. A compondrased system is described ascamposition of
components that interact with each other to offer original functionalities resulting from the composition
of individual component functionalities. Composition of components not only defines the rules according
to which the individual compants can interact, but it also describes the interaction between the
composed components.

The traditionalkconceptof separation between computation and interacti@elernter & Carriero, 1992)

is now a necessity for modern largeale software intensive systems. The separati@iwben
computation and interaction becomes more prominent in the comporeaged paradigm, where
reusability, evolution, maintainability anteterogeneityare key principles. In order to realize this
separation, the notion of aonnectorhas been coined tact as an interaction media. Unfortunately, the
majority of programming languages for compondratsed systems do not provide any mechanism to
express the connectors explicitly. This forces the interaction logic to be programmed within components.
As a realt, the interaction logic becomes entirely hidden inside individual components. This limits the
usage of components to the very specific interaction protocol that it contains. Ultimately, this limits the
reusability and dynamic interchangeability of sadin® components.

In this thesis, we consider interaction between components as adiasts entity. Here, rather than
focusing on the selidaptation of componenbased systems, we focus on the saifaptation of
interaction protocols that describe how e¢hindividual components interact and evolve over time to
accommodate the changes in the surrounding environment. Interaction protocols are promoted forming
a special class of components, thecaledcomponent connectordn this thesis, we intend to bdilon
component connectors by promoting the notion of satfaptation and form a special class of component
connectors, which we cadklfadaptive component connectors

1.2.2. Component Connectors

Connectors patrticipate in the design of componbased systems bgefining the interaction protocols

for composing individual components. Connectors prescribe how the constituting components of a
system connect and interact with each other. As opposed to the components, which provide system
specific functionality, conraors have no responsibility for the computation carried out by the overall



system. This means that connectadefine interaction protocolsbetween components To form a
coherent system that realizes its requirements, connectors are responsible for thelicaton of
activities realized by components to ensure their correct interaction.

1.2.2.1. Atangible example of component connectors

In order to investigate the details of component connectors, we introduce this notion by a tangible
example. Let us use two indiwal and physical components, a camera and a-gisplay. We consider
these components as black boxes, with their internal behavior hidden, and they only expose an interface
for interaction purposes. The camera interface has a single output port to wthichies a captured data
stream. The display module also has an interface to the input data stream to be displayed. The objective
is to construct a simple componebtised system that enables the user to capture a scene and have the
photo of the scene shen on the display. Let us imagine a scenar@rethere is a mismatch between

the rate at which the photo on the display can be refreshed and the rate at which the camera writes the
stream to the output port. More specifically, the camera is able to cagtbe scenes successively one
after another at a higher rate than the display allows the photos to be updated on its screen. The situation
in this scenario means that we cannot simpbnnectthe output port of the camera with the input port

of the displg. What would happen when the user starts capturing the scene at a pace that exceeds the
rate at which the display can show the respective captured photo? The following potential scenarios can
be considered:

1. The photographer is forced to wait for when dtstput port is not busy to capture another photo.
This means that the output port of the camera is synchronized with the input port of the display.

2. The extra data stream is buffered and can be displayed in order as they have queued.

The photos that are cdpred are disregarded while the display is busy showing another photo.

4. The second and the third scenarios are combined by offering a limited buffer where a number of
photos can be buffered while the display is busy. Once the buffer is full, extra phaos ar
disregarded.

5.  The forth scenario is extended by estimating the rate of photo capturing and adapt the buffer by
the objective of scaling out the size of the buffer in order ndbseany photsand scaling in the
size of the buffer by releasing extra cesces.

w

Let us consider scenario 3 and ignore the extra data stream captured by camera when the display is busy
and not ready to show new photos. When someone follows this scenario to construct a composed system,
the result would be a system that allowsetiphotographer to capture photos and have the photo shown

in the display, but with the issue that if the user captures too quickly, he needs to capture repeatedly until
the photo is shown in the display. This example shows a common scenario faced by eoivpsed

system designers in which constructing a desirable system is not possible by only wiring theuipjoit

ports together. There is a need for a piece of software, usually cglleel code to coordinatethe
interaction of individual components.

Goordination languagegPapadopoulos & Arbab, 1998)e a class of modeling as well as programming
languages that offer a solin for the problem of specifying and managing the glue code. More
particularly, coordination languages offer mechanisms for composing and controlling systems made of
independent and possibly heterogeneous components. There are two classes of coordiaagjoages
(Papadopoulos & Arbab, 1998ndogenous and exogenous. In endogenous coordination languages, the
coordination can b realized by incorporating the interaction logic with computation. The compenent

4



based systems that use endogenous languages for coordination utilize the provided primitives for defining
the interaction inside the components. This intermixes the coordimatwith computation inside
components and leads to an implicit coordination logic. In contrast, exogenous coordination languages
enable the interactions outside the components as separate entities. This makes the role of coordination
explicit in componetibased systems and enhances the reusability of individual components.

In the example, we exemplified a connector to enable the interactions between the camera and the
display according to the exogenous class of coordination. In exogenous coordinatimectms are
separated from components and we can deal with them as a first class entity. The connector acts as a
mediator between the camera and the display to enforce the behavior of scenarios that we want for the
composed system. This solution retainsthpo the camera and the display independent, reusable, and
interchangeable for different contexts. If we need to enforce a new kind of scenario, we could still use the
same components, but design a different connector for realizing such behavior. Noteeitisr camera

nor display are aware of the presence of each other. However, the display here dictates the rate at which
the resulting composed system is able to display the photos.

1.2.2.2. Thelanguageaspect of component connectors

In this thesis, we explicitiwork with component connectors designed in the coordination model Reo
(Arbab, 2004) Component connectors built using Reo are composed out ofitirénchannels, with
specific behavior, that can be plugged together with the help of nodes. This resembles the arcs and nodes
of general graphs in graph theory. The channel based compositions control the dataflow between the
components they are coordinaiy by enforcing wellefined communication protocols among them. This
coordination behavior involves a number of different semantics such as (a)synchronous communication,
buffering, data manipulation, context dependent behavior and mobility. The Reo catiah language

is based on a formal foundation and promotes loose coupling, distribution, mobility, exogenous
coordination and dynamic reconfigurabilig&rbab, 2004)The formal basis of Reo guarantees verification

of quality of service properties and weléfined execution semantics for component compositions. There
are also some supporting tools associated wRbo for modelingcomponent conneddrs, simulating
connectorbehavior,providingformal operational semantic languages and facilities to desivalytical
models, whichwe employin this thesis

1.2.3. SeltAdaptive Software

Currently software facilitates many human activities in modern socieith Wis ubiquitous usage and
the expectations that users have, new directions and perspectives have recently been envisaged.

In traditional software development, one of the key concerns is a meticulous requirement analysis in order
to avoid costly changein later stages of the software development process. The situation in recent
software engineering processes is different. Software systems are constructed by composing
independently developed components that might be offered as third party servicesoypeght
configuration can be changed quickly thanks to the flexibility of infrastructure in the cloud. Because of the
pervasiveness of mobile devices, the use of software becomes ubiquitous and integrated with everyday
life in a continuous fashion.

Modernsoftwareintensive systems usually interact with an environment that is not under the control of
software itself. Because of the unpredictable occurrence of changes in the environment, a system may



not be able to meet the desired requirements. Consequenslyftware systems need to seltlapt
themselves to the occurrence of changes with limited or without any kind of human interventions.
Additionally, because software systems are continuously running in their desired environments, they
cannot be simply shufown in order to perform the required changes. Therefore, there is a need for a
special class of software systems that, while runnimgequired to recognize the occurrence of changes,
analyze the changes and reason about possible reactions to theselhraanaged manner. Systems that

fit into this class are callesklfadaptive system§SAS).

A number of relevant changes in the environment that affect software systems are:

1. Changes in the components of the systems that are not the core assets ofsteensiyself and
are managed by third parties. This set of components is composed in the system under specific
considerations and when they change, it causes unexpected behavior of the composed system.

2./ KFyaSa Ay (GKS dzal 3S LINByFUsérSof @sdnterisieSsoftvared 1 S Y Q &
systems may change their behavior over time by overloading the system at specific time points
and cause the system to response slowly.

3. Changes in the deployment infrastructure of the system. For example, the chamgesdarces
that are available for computational purposes may cause the system to violate certain quality of
service requirements.

There are also other sources of changes for softwatensive systems comprising the changes in system
requirements, which ray affect the software system. However, in this thesis, we assume the system
requirements are stable over time and we primarily focus on the changes ianttieonmentin which
software is embedded. The changes in the environment of software cause soméumational
requirements(NFR)such as performance or reliability to be violated. However, users of the systems
require a continuous satisfaction of the requirements despite the changes. Mostfumational
requirements correspond to quantitative properti€Marta Kwiatkowska, 2007A convenient adaptation

of software can be triggered whenever a quantitative property corresponding to a requirement is violated.

1.3. ResearclMotivation

In traditional software developmenthe development processes mostly concentrated on how to carefully
analyze the requirements in early phases and avoid costly changes in the latter phzwssdeoklopment
process(L Baresi, 2006)Therebre, in the research context, developing methods and techniques to
capture requirements and avoiding changes was one of the central themes for a long period of time, when
organizations were centralized and development environments and deployment infrasguwere

mostly stable.

However, interestinglyalmost none ofhese assumptions are stilalid (Luciano Baresi & Ghezzi, 2010; A
Filieri, Tamburrelli, & Ghezzi, 2013oftware developmenhas now becomelecentralized Software
applicationsare constructedby composing independerdomponentgpotentiallydevelopedand operated

by third parties The coordinatiodetweencomponentsandbinding to theirimplementations is delayed
until runtime. Infrastructure isoften provisionedn the cloud and may changglickly.Accessibilitglevices
are ubiquitous in everyday life, providiegntinuous interactiorwith billions of different usershrough
social networksCommunicatiometworks are pervasive and heavily shaodware execution.



Today softwaresystems must be designédr change(Luciano Baresi & Ghezzi, 2040y in the future
more software will be required to continuously adapt in response to unpredictable changes in its
environment anbjectives(Lemos, Giese, & Miiller, 2018) particular, sefadaptation is a kegolution

to deal withthe issuef modernsoftware developmentA Filieri et al., 2013)

1 Instabilityof requirements asa consegience of thevolatility of user needs

1 Uncertaintyin the environment in which software operates and in #hecuracyof desigrtime
parameters

9 Variabilityin the behavior ofhird party componentsinfrastructure andusers

Another major difference betweertraditional concerns irsoftwareengineeringand its currentprogress

is the role of nonfunctional requirements, such as performancenergy consumption and
reliability. Usersrequire the continuous assuranae service level agreementéSLAS) regardless of
uncertainties This requirement has necessitated an important technique typically used tadagitive
paradigm nowaday$Calinescu, Ghezzi, Kwiatkowska, & Mirandola, 20QRantifiablenon-functional
requirementsenable automated verificatiorof specific quantitativeproperties (Marta Kwiatkowska,
2007) In other words, the realization of this technique enables continuous verification of important
properties of softwardn order to trigger @ appropriateadaptationactionwhenever a requirement is
violated.

Selfadaptation is an appropriate approach to deal with the changing dynamics in the surrounding
environment of software systems. As in biological systéKitano, 2004)when facing external (or
internal) perturbations, a selidaptive software system modifies itself in response to changes in the
environment (or equirements). Even though selflaptive software is beneficial in many application
domains, it is not a widely adopted solutighemos et al., 2013}t is regarded as a neependable
solution, which is subject to uncertay (Lemos et al., 2013he research community has managed to
address the complexities in building satfaptive software system@.emos et al., 2013However, as
reported by other reseahers(Esfahani, Kouroshfar, &dlek, 2011; Esfahani & Malek, 2013; Lemos et
al., 2013) there is a serious lack of applicable techniques for handling uncertainty in the contextof self
adaptive software.

In the field of software engineering in general, the phenomena of uncertaingnisidered as a second
class citizerfDavid Garlan, 2010plthough it is conceable to decrease the degree of uncertainty, it is
not possible to fully eliminate the effect of uncertainty in both realrld physical systemg§]. M.
Aughenbaugh & Paredis, 2008hd softwareintensive systemgDavid Garlan, 2010)Selfadaptive
software is not an exception and uncertainty plays a major role in this @sfahani & Malek, 2013)
Uncertainty is present in every facet of adaptation, but to varying degrees. As representatives of
uncertanty sources, one can refer to the following items:

1. Uncertainty in monitored parameters of the systeBensorsemployed for monitoring the
environmentare not usually free of noise. As a result, the monitoring data are rarely a single crisp
value. Howeverthey mostly correspond to a distribution of values obtained over an observation
period.

2. Uncertainty in analytical models at runtimnalytical models for evaluating systdavel quality
attributes make simplifying assumptions, which obviousliroduces some uncertainty for
reasoning purposesrhis kinds of analytical models provide only acceptable estimates of the



system quality and since they model based on an underlying theory, they ignore unrelated
aspects of the system at a time.

3. Uncertainty in usepreferencesUser preferences for nefunctional requirements are imprecise
When users specify their preferences for formulating the utility functions measuring the overall
guality of the system, they make subjective decisions. This makes the analgsib ¢n them
error prone.

The uncertaintythat manifests itself in the aspects that we mentioned above poses critical risks to the
adaptive software Note thatwe only mentioned afew sources of uncertaintamong the several to
highlight the problem andnoctivate the research We have provided a more detailed discussion of the
sources of uncertaintin selfadaptive softwarén Chapter 3 (mainly motivated by the work of Esfahani
et al. (Esfahani & Malek, 20183)These sources of uncertainty fall into two diverse categories. The first
category is associated with the environment surrounding the softwaiee environment in which
software is embedded producedifferent noises, which is calleekternal uncertaintyEsfahani et al.,
2011) The impact of adaptation decisions (e.g. replacing a component or reconfiguring a connector) on
system quality properties (e.g. response time) cannot be mekprecisely at desigtime. As a result,

this produces a distinct source of uncertainty, which is categorizéttemal uncertainty Esfahani et al.,
2011) The focus of thithesisis to find a solution for addressing the challenges posed onbxtarnal
uncertainty.

Some uncertainty is because of tleek of knowledgavhile some other is because of thariationin
adaptation parameters. Therefore, techniques that are used to mitigate one type of uncertainty are
different from the other types. This distitien is related to the location of uncertainty, i.e., the user or
the system itsel{J. Aughenbaugh, 20Qd6h other words, variability is the uncertainty inherent in the
system under study, while the lack of knowledge is assatiaith uncertainty othe human being.

The software engineering research community has made progress towards addressing the complexities
involved in the construction of seffidaptive softwargLemos et al., 2013Howeverdespite the fact that
uncertainty is predominant in se#fdaptive software systems, as reported by a community wide roadmap
(Lemos et al.,, 2013nd reviews of uncertainty handling techniquéssfahani & Malek, 2013; A. J.
Ramirez, Jensen, & Cheng, 2Q1Bgre is still a lack of methods and techniques for handling uncertainty

in selfadaptive software. Thee seminal references imply that the issues related to uncertainties are
treated in an aehoc fashion. For exampl@sfahani & Mlek, 2013hypothesize that this might be related

to a lack of understanding and common knowledge about different sources of uncertainties-in self
adaptive software, due to the diverse characteristics of each source. In thadsaifive software
communty, only a handful of researchers have proposed to address uncertainty issues related to different
aspects of software. The main aspects that have been addressed so far are rela)eddquirements
specification(Luciano Baresi, Pasquale, & Spoletini, 2010; Whittle, Sawyer, Bencomo, Cheng, & Bruel,
2009) 2) internal quality objective$¢S. Cheng & Gam, 2007; Esfahani et al., 2011:lQYang et al., 2013)

3) external environmentgCalinescu & Kwiatkowska, 2009; Chan, 2008; Cooray, Malek, Roshandel, &
Kilgore, 2010; Epifani, Ghezzi, Mirandola, & Tamdli, 2009; Esfahani, Elkhodary, & Malek, 2013;
Gmach, Krompass, Scholz, Wimmer, & Kemper, 2008)

All of the mentioned sources of uncertainty challenge the confidence with which decisions are made
during the adaptation process. In this thesis, we idgntlifferent sources of uncertainty in the self
adaptive loop of component connectors and treat them explicitly in the loop in order to enhance the



dependability of seladaptive component connectors. Therefore, the key objective in this thesis is to
robustly handle uncertainty in the sedfdaptation of component connectors. Although we constrain the
scope of this project to component connectors, in general, the developed techniques can be applied for
seltadaptive software systems after some customizasion

1.4.Research Problem

Based on the identified research gap to handle uncertainty in theaskeptation process of component
connectors, in this section, we outline research challenges that we address in this thesis. The primary
objective of this thesis iotenable robust control of uncertainty in selflaptive component connectors

to increase the dependability in componebased software systemdhe main reason for choosing
software connectors in this thesis is their execreasing importance to intercomat heterogeneous
components in application domains like cloud, where interoperability with an acceptable performance is
essentialln this section, we outline the central hypothesis and research questions.

1.4.1. Central ipothesis

We outline the central hypothsis for thishesisas:

The application of parameter estimation for calibrating models for -fomational requirement
verification in the presence of imprecise monitoring data and fuzzy logic in adaptation reasmmitipe
integration of the two inthe selfadaptation processenable component connectors to become robust
against uncertainty in the surrounding environment.

We propose that in order to robustly control the uncertainty sources in theaskdptation process of
component connectors, we need employ appropriate analytical techniques from probability theory for
adaptation reasoning in the presence of imprecise (or noisy) monitoring data. By adaptation reasoning
here we mean decision making about the changes in the architecture at runtimehémalviously
requires adjusting some parameters in the model corresponding to the system architecture. Additionally,
we also propose to utilize proper fuzzy reasoning technique in order to plan adaptation in the presence
of uncertain measurements. An agals of the central hypothesis suggests that the research problem that
we aim to address in this thesis can be divided:

1 How to calibrate analytical models that we employ at runtime for adaptation reasoning of
component connectors in the presence of impetfebservations? (see RQ1)

1 How to plan the appropriate configuration for component connectors in the presence of
imprecise measurements and conflicting objectives? (see RQ2)

1.4.2. Research Questions

In this section, we outline the primary research questions thataim to address in this thesis. Each of
the research questions outlines a key challenge that we identified for this research and an individual
aspects of the proposed solution. We validate the proposed solution by evaluating the degree to which
each qustion has been addressed in the proposed solution (Chapter 7).



Research Question(RQ1) How can we estimate the parametest(i.e., calibrate) the analytical models
at runtime that we employ for nofiunctional requirement verification of component coeetors in the
presence of noisy monitoring data?

The primary objective of this research question is the development of an appropriate estimation
technique based on probability theory for robust model calibration at runtime. Note that the runtime data
that has been observed by monitoring facilities and probes contain dynamic noise. However, all existing
approaches for model calibration assume that the monitoring data is complete and noise free. As a result,
the verification of norfunctional requirements &sed on this assumption is error prone. This question
allows us to evaluate the proposed model calibration approach in handling dynamic noises in monitoring
data.

Research Question(RQ2) How can we reason about adaptation and derive appropriate corafigun
for component connectors at runtime in the presence of noisy measurements and imprecise objectives?

The primary objective of this research question is the development of an appropriate adaptation
reasoning technique based on fuzzy theory for rolgitrol of uncertainty in reasoning. Note that for

reasoning we need to feed measurement data such as workloagsmonse timefor reasoning. The

reasoning process for deriving an appropriate configuration that is optimal based on the current situation

of the connector and its surrounding environment is based on the preferences of stakeholders in terms
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conflicting with each other. This question allows us to evaluate the proposed adaptation reasoning to

derive appropriate configurations in the presence of imprecise and conflicting objectives.

ResearciQuestion IRQ3) How well can our approach for model calibration and adaptation reasoning in
the feedback control loop ensure the reliability of the ssdfaptation of component connectors areat
world unreliable environment?

The primary objective dahis research question is the integration of both robust model calibration and
robust adaptation reasoning in the selflaptation loop of component connectors. Even though we apply
model calibration that can handle noisy data, the analytical models themsere an abstraction of the
component connectors. These abstractions as mentionefEgfahani & Malek, 2013¥e a source of
uncertainty in sekladaptive software. This question allows us to evaluate the integration of model
calibration with adaptation reasoning to provide an eiodend mechanism for guaranteeing uncertainty
in the selfadaptation process of component connectors

1.5.Proposed Solution ar@ontributiors

Based on the identified research challenges, an overview of the proposed contribut@orirdgegration
of robust model calibration and robust adaptation reasoniggdllustrated inFigurel.2. In contrast to
limitations identified in earlier sections, the solution aimsctantrol uncertaintyin the selfadaptation
process of component connectot® enhancedependability of a componeriased system, which
consumes such connectors for inketion
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Figurel.2. An overview of selidaptive software connectors

In the context of this thesis, we deal with two types of uncertainty. We provide a solution for robust
handling of uncertainty for motoring and planning in the sedfdaptation loop. We utilize probability for
updating models that are being kept at runtime for analysis purposes. The techniques that we developed
for updating models have the capability to deal with incomplete and noisy. d&abbability theory is an
obvious choice for dealing with uncertainty, which are related to variability in data ralffaerlack of
knowledge. On the other hand, we adopt fuzzy logic for adaptation reasoning at runtime. The aim of
reasoning is to find th appropriate configuration to replace the existing configuration. Kimal of
uncertainty we deal with for reasoning is related to the users ofaddfptive software. Different users
often have different and even conflicting opinions about an adaptatimicy that needs to be taken when

the software meets a certain condition. This makes the adaptations based on user preferences uncertain
and error prone. The sort of uncertainty that we are dealing with here is not related to the variability in
the data,but the lack of knowledge. As a result, we chose fuzzy theory for adaptation reasoning.

In Summary, we address two types of uncertainty in this thesis:

1. Uncertainty due taneasurement inaccuraci¢see Chapter 4)
2. Uncertainty in theadaptationknowledge secification(see Chapter 5)

1.5.1. Solution Framework

The solution irFigurel.3 is an integration of two developed mechanisms. The first mechanism, which we
call RobustMC, enald¢he robust model calibration of component connectors. The second mechanism,
which we call RobusT2, enables robust adaptation reasoning. We intedratenechanisms in a
framework called®bustControl of Uncertainty in component connectgfRClJ as a coherent framework

that guarantees reliability in the sedidaptation loop. Note that the process of runtime obgation (i.e.,
monitoring) and execution of change plans (change effectuation) is out of the scope of this thesis. In order
to demonstrate the applicability of this approach in readrld domain, we had to implement those two
parts as well (see Chapter T)le use estimation techniques based on time series analysis for model
calibration at runtime (see Chapter 4). We also use runtime efficient verification techniques to verify the
non-functional requirements at runtime. When a violation is detected, we ugey reasoning for deriving

the appropriate configuration that satisfies the requirements (see Chapter 5).

11
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Figurel.3. Overview of our solution framework.

1.5.2. Research Contributions

In this thesis, we introduce the RCU frameworkEa@jurel.3) as the main contribution that enables:
1. Robust control of uncertaintyn runtime verification

The runtime verification task has been split into two dabks ¢ model calibration and
guantitative evaluation. The model calibration enables the update of models at runtime. The
proposed stochastic approach is able to update tmknown parameters of the models at
runtime even in the presence of incomplete and noisy observations. The proposed model
calibration technique has been implemented and empirically evaluated, showing a significant
precision of parameter estimation and easonable overhead at runtime. This contribution
will be the main subject of Chapter 4.

2. Robust control of uncertainty in adaptation reasoning

A general methodology based on fuzzy logic has been defined for the control of adaptation
decision that adjustthe configuration of component connectors to the appropriate operating
mode. The methodology enables a systematic development of fuzzy logic controllers that can
determine the right operating mode for connectors considering that different users with
potentially different and even conflicting opinions can specify the adaptation policies. The
fuzzy based controller, generated by the methodology, has been shown to be robust against
uncertainties in the input data and efficient in terms of runtime overheddyahg a reliable
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decisionmaking in the selddaptive component control. The control methodology and
experimental evaluations are presented in Chapter 5.

3. Reliable and dependable se#fdaptive component connector

The evaluation of the primary contributis ¢ i.e., robust model calibration and adaptation
reasoning,s performedby applying the solution to enable seiflaptation ofa realworld
connector. The approach has been shown to be effective as artoeadd solution for
controlling uncertainty in th feedback control loop of theelfadaptive connectors. This
evaluation is dealt with in Chapter 7.

Although in this thesis we claimed for three different contributions as listed above, we consider the
second contribution that is reported i@hapter 5asthe main and core contribution of this thesi&ming
uncertainty in the adaptation knowledge specificatisrthe novel contributiorthat has beerproposed

for the first time in this thesis

1.6. Research Methodology

While behavioral science is the appropriateethodology for studying phenomena that are related to
human aspects or requirements aspects of software systems, dssignce(Hevner, March, Park, &
Ram, 2004)s a methodology to study phenomena related to software through building and evaluating
artifacts. The synthetic nature of software engineering aligns with the subject of study of the design
science paradigm. Design science is essentiallct@mnebased problerssolving methodology that seeks

to create and evaluate artifacts intended to solve identified problems. It concentrates on the usefulness
or utility of a method or artifact in practice rather than on its truth, taking into accawat-world
constraintsand practicalconsiderations. Desigscience helps in managing the complicated issues linked
to the design of useful artifacts in domain areas in which existing theory or previous knowledge is often
not enough. It essentially addresses mnant unsolved problems in unique or innovative ways, or solved
problems in moe effective or efficient wayfHevner et al., 2004)

Since the objectives of this megrch are synthetic (i.eobust control of uncertainty in seddaptive
component connectofs we followeda research methodology consistent with the principles of design
scienceThe artifacthat is developed for this thesisda framework comprisingralytical techniques and
YSOKIFyAaYa F2NI O2yiNRftAy3d dzyOSNIIFAYy(iASa Ay 0O2YLR:
adaptatiort of component connectorsThe application domainaf the research artifacts (i.eanalytical
techniques and mechamss) arein the area ofevolving critical systems (e.g., safetytical, mission
critical, businesgritical, or securitycritical) The evaluation of the artifacts.€., framework and its
comprising analytical technigues and mechanisrage performedthrough controlled experiments
Controlled experiments are frequently used to evaluate and validate research artifact correctness and
how precisely the research goals are met through measuremesbme criteriaControlled eperiments
provide a better undeitsnding of the problem and feedback to improve threechanismsExperiments

also explain the contributions of the mechanism when compared to existing practices.

While design science provides general guidelines for conducting research, we performed ouchresea
according to the model ifDavison, Martinsons, & Kock, 200#yhich provides a rigorous stepise
processFigurel.4 provides an overview of the research activities performed for this thesis.
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The following activities has been followed in this research:

1.

Diagnosis In this step, we identified the research problem that needs to be addressed. The
general domai of our research is architectmeentric software evolution and more specifically
selfadaptive software. In order to identify the research gap in this domain, we performed a
systematic literature review reported i@damshidi, Ghafari, Ahmad, & Pahl, 20I®)is study
enabled us to identify the primary research challenge of this thesis, which is controlling the
uncertainty in the setadaptation process of componenbnnectors.

Planning In this step, we planned the actions need to be performed according to the research
gaps identified in the diagnosis step. A research proposal and a completion plan were prepared.
In the research proposal, we described, in detaig tieliverables and ultimate outcome of this
research as well as the methods needs to be adopted for evaluating the research outcomes.
Intervention In this step, we conducted the activities that were required to develop the solution

to solve the identifiedresearch problem. The framework that is developed as the primary
solution in this thesis concerns runtime model calibration as well as change planning in the self
adaptation loop. The first process includes updating analytical models based on runtime data
observation. The techniques that are developed in this process can handle precise model update
in the presence of uncertainty such as incomplete data or noisy data. The second process includes
planning the right configuration for the component connectasbd on environmental and
internal quality measurements. The techniques that are developed in this process can plan
appropriate configuration in the presence of noisy runtime measurements.

EvaluationIn this step, we evaluated our solution through conlied experiments on individual
techniques and mechanisms that we have developed in order to control uncertainty in self
adaptive component connectors.

Reflection Reflection consists of activities that involve illustration of the research impact to a
specfic research community. In the context of this research, the research outcomes were
communicated though publications and implementations of the techniques were made available
for replicating the results.

Legend: [ommmmmm—mm——mm——— g
— Me-tho:olo-gv-l : Fsttestear(;ht:roblsm :
| | H ate-of-the-ar

L__ step i Lo____rate-ol~ne-art _
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Figurel.4. Overviewof our research methodlogy.
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InTablel.1, we summarize the stegof our research methodology that we have followed throughout this
researchand their relevance tthe individualtheds chapter (represented ash®).

Tablel.1l. Summary of theesearch methodologsteps andheir relevance to théhesischapters

Thesis Chapters
Research Methodology Steps I 1T 15T Chal chal chs| che| Ch7] Chs
Diagnosig; Problem Identification K K K
Planningg Develop Research Plan K
Interventionc Execute Research Steps K K K
Evaluationc Conduct Research Evaluatio K K K
Reflectiong Research Impact K K

1.7.Thesis

This section fst describes the thesis that this work intends to support. This section also explains the
research claims of this thesis.

1.7.1. Thesis Statement

In this thesis, wenable reliable and dependable satfaptation of component connectors in unreliable
environmens with imperfect monitoring facilities by providing: (a) techniques for robust model
calibration, (b) a method for robust adaptation reasoning, and (c) tool support that allows ao-end
application of the developed techniques.

1.7.2. Research Claim

The thesisstatement explains a concise solution to the stated problem being addressed in this thesis.
However, it does not explicitly talk about specific claims or the criteria for evaluating the approach. In this
section, we consider three research claims andarphn appropriate evaluation method. A summary of
these items is shown ihablel.2.

Research claim Iruntime efficiency). The approach for model calibration and adaptation reasoning
imposes acceptable overheadand is runtime efficient, satisfying the timing restriction of the self
adaptation loop

The activities that need to bategrated in the setadaptation requires being time efficient. Therefore, as
part of ensuring the practicality of the approach, there is a need to evaluate the runtime complexity of
the approach.

Research claim &calability). The approach for model ldaration is practical in terms of runtime efficiency
with large models. In addition, the approach for adaptation reasoning is applicable evea liaithe
knowledge base

It is not sufficient for the approach to be time efficient for small models buteids to impose an
acceptable overhead to larggcale systems, which correspond to complex models. As a result, there is
required to ensure the scalability of the approach by scaling out models at runtime for model calibration
and fuzzy rule base for adatton reasoning.
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Research claim Jrobustnesy. The approaches for model calibration and adaptation reasoning are
resilient against dynamic uncertainty in their input

The approach needs to be resilient against different amplitude of noises, which besethe reality of
uncertain environments that component connectors are operating. It is required that different levels of
noise are injected to the input parameters of the approach and the robustness of the approach is
evaluated under dynamic uncertainty

Research claim fapplicability). The approach is applicable to rembrld component connectors

The approach presented in this thesis develops a set of techniques and methods to control the uncertainty
in seltadaptation of component connectors. Howeyet is not evident that these techniques and
methods are actually useful in real world settings. In order to evaluate the applicability of our approach
in areal world context, we conducted a case study.

Tablel.2. Research claims, evaluation method and relevant chapters.

Research Claim Evaluation Method Associated Chapter (s)
Runtime efficiency | Controlled experiment | Chapter 5, Chapter 7
Scalability Controlled experiment | Chapter 5, Chapter 7
Robust Controled experiment | Chapter 4, Chapter 5, Chapter |
Applicability Case study Chapter 7

1.8. List of Publications

The following publication has been produced during the course of the last three years as part of my PhD
research:

Refereed JournaPapers

[J1] P. Jamkidi, A. Ahmad, C. Pafilaming Knowledge Specification Uncertainty in-Se#ptive Software
Elsevier Journal of Systems and Softwafd4,Under Review

[J2] P. JamshidiA. Ahmad, C. Pal@joud Migration Research: A Systematic ReviE®E Transactie on Cloud
Computing, 2013, DO10.1109/TCC.2013.1(Data

[33] A. AhmadP. JamshidiC. PahlClassification and ComparisohArchitecture Evolution Reuse Knowledde
Systematic Reviewournal of Software: Evolution and Process, Wiley, 2014 1DQD02/smr.1643[Datd

[J4] A. AhmadP. JamshidiC. PahlA Pattern Language for the Evolution of Compossaged Software
Architectures Electronic Communications of the EASST, Special Issue on Patterns Promotion -patiekns
Prevention, 2014.

Refereed Conference Papers:

[C1] P. JamshidiC. PahiQrthogonal Variability Modeling to Support Me@loud Application Configuratipn
Seamless Adaptive Multioud Management of Servidesed ApplicationéSeaclouds ESOCC 2014.

[C2] P. Jamshidi A. Ahmad, C. Pallutonomic Resource Provisioning for ClBaded Softwarein 9th
International Symposium on Software Engineering for Adaptive andviaelaging Systems (SEAMS} axated
with ICSE'14, 2014.
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[C3] P. JamshidM. Ghafari, AAhmad, C. Pahi framework for classifying and comparing architectoeatric
software engineering researctin 17th EuropeanConference on Software Maintenance and Reengineering
(CSMR), 2013.

[C4]A. AhmadP. JamshidiC. Pahl, F. KhaligatEvol A Rattern Language for Evolution in Compon&ased
Software ArchitectureWorkshop on Patterns Promotion and ARttterns Prevention, CSMR, 2013.

[C5] P. JamshidiC. PahBusiness Process and Software Architecture Modelv@lation PatternsICSE 2012
Workshop on Modeling in Software Engineering (MiSE 2012).

[C8] A. AhmadP. Jamshidand C. PahPRatterndriven Reuse in Architectuoentric Evolution for Service
Software,7th International Conference on Software Paradigm Trends ICSOFT 2012, 2012.

[C7] A.Ahmad,P. JamshidiM. Arshad and C. Paraphbased Implicit Knowledge Discovery from Architecture
Change LogsSeventh Workshop on SHAring and Reusing architectural Knowled®¢ARK 2012 (at
WICSA/ECSA'2012), 2012.

[C8] M. GhafariP. JamshidiS. Shhbazi and H. Haghighin architectural approach to ensure globally consistent
dynamic reconfiguration of componehased systems15th International ACM SIGSOFT Symposium on
Componentd 8 SR {2FG g NB 9y3AAYSSNAY3IA 6/ .{9QHuAMHOZ . SNIAY2N
[C9] M. GhafariP. JamshidiS. Shahbazi, H. Haghigbéfe stopping of running compondrased distributed

systems: challenges and research galpgernational Conference on Adaptive and Reconfigurable Service
oriented and Componerbased Applications andrchitectures, Toulouse, France, June 2012.

[C10] A. AhmadP. Jamshidi C. PahiGraphbased Pattern Identification from Architecture Change Logs
LYGSNYlLGAZ2YyFE 22N]laK2L) 2y {@adSYk{2FdgFNBE ! NOKAGSOG dzNJ

Tablel.3. Amapping of therelatedpublications to thendividualthesis tapters.

Chapter | PrimaryPublication | Secondary Publication Outcome

Chapter 1| - C10,C7,C6,C3 Research Questions, Hypothes
Chapter 2 | - - Thesis Background

Chapter 3| C3, B - Research Positioning

Chapter 4| - C3 RobustMC (cfrigurel.3)
Chapter 5| J1, C2 - RobusT2 (cFigurel.3)

Chapter 6 | C8, C9 C5,C4,Cl14 Change Execution Mechanism
Chapter 7| C2, 1 N Research ValidatiofRCU)
Chapter 8| - - Conclusions and Outlook
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1.9. Thesis Outline

The strutural organization of the thesis iBustratedin Figurel.5. In the remainder of thisection, we
provide an overview of the contribution of each chapter that follows a summary obliectives and
outcome for each chapter psented inTablel.3.

Chapter 1: Introduction
\ 4

Chapter 2: Background

Chapter 3: State of the
Art

L 7

Chapter 4: RobustMC-
Model Calibration

v

Chapter S: RobusT2-

Background/Positioning

Adaptation Reasoning

\ 4

Chapter 6: Adaptation

Contribution

Execution

 /

Chapter 7: lmplementation*

and Evaluation

L 2

Chapter 8: Conclusions and
Outlook

e

Appendix 1: Survey
Template

Appendix

Figurel.5. Anoverview of thethesisorganization

Chapter 2oresents the research background and related definitions and concepts thadevbiroughout
this thesis.

We explainsome of the fundamental concepts that provide background details before the discussion of
thesiscontribution. Inthis chapter we focus on the rolef uncertainty in setfadaptive software, the role

of models at runtine in nonfunctional requirement verification and the central role of fuzzy logic systems
in adaptation reasoning

Chapter riticaly reviewsthe state-of-the-art of existing approaches for controlling uncertairity self
adaptive software systems
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Frst, anumber of comparison criteriaf related approaches is given. Them providea demarcation and
detailed description of each related researetork. Finally, a detailed comparison of the related work
according to the comparison criteria is discussed

Chapter 4proposes a method for model calibration in the presence of uncertainty.

In this chapter, we present the analytical models to model the component connector behavior. We also

propose mechanisms to calibrate the unknown parameters of the modelmtme. The key contribution

here is that the mechanisms are capable of carefully determining the parameters even in the presence of
uncertainty. The proposed method is comprehensively evaluated with thorough discussions of the results.
The results inhis chapter provides an answer for research quesR@i

Chapter 5describes in detailthe design, implementation and experimental validation of the adaptation
reasoning for component connectors.

In this chapter, we first review the statif-the-art of adaptation reasoning techniques and mechanisms.
We then proposehe RobusT2 framework to realize the adaptation reasoning using-2yfaezzy logic
system. After presenting the concept of uncertainty and tZpduzzy logic systems, this chapter
introduces in detail the interval type2 fuzzy logic systems considered in this research. This chapter
presents the application of typ2 fuzzy logic control developed in this research for adaptation reasoning.
The chapter explains by using numerical examples theystdrss of the developed framework. This
chapter also presents experimental evaluations of the framew®dhle results in this chapter provide an
answer to research questidRQ2

Chapter gpresents a mechanism to enact the transitions from the current columeonfiguration to the
target configuration.

Considering the heterogeneity of models and languages involved in software connectors, this chapter
introduces an approach to derive reconfiguration @arsing reasoning based on graph theory and
feature mockls. Wedescribe a mechanisiior transforming thesdeature models corresponding to the
connector modego an executableeconfigurationplan.

Chapter 7reportsan endto-end evaluation of individual research components and overall validatfion
the propcsed framework.

In this chapter, we show how the three key parts of the RCU framework are integrated to enable self
adaptation of component connectors through a readrld case studyTo conduct this research, we
followed the guidelines of the action resea methodology (Chapter 1) that provides a rigorous set of
steps focused on planning (Chap&rChapter 3) and conducting the research (ChagteChapter5,
Chapter6) along with the evaluations of the research res@hapter 7) Therefore, in this dpter, we

focus on arexperimental evaluation of thadaptation management of component connectargshe RCU
framework.In summary, we show the validity of the research claims that are discussed in Se€tn

The results in this chapter provide an answer to research queRi{@a

Chapter8 concludes our research contribution in the context of research gaps ideniifigdctionl.4.

In this chapter, w reviewthe contribuion once againWe also discuss limitation#reats to validity and
the potential for future research.
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Appendix Apresents the design dhe fuzzy logic system used in Chapger

The type2 fuzzy logic system usddr adaptation reasonings designed bysingexpertknowledge.A

survey based on a realorld connectorwas conducted among experts @oud computing.The survey
allows extracting expertise in the form of-THENrules. This appendix chapter mainly presents the
template thatwe adapted from(Solano Martinez, 2012nd extended taise in the survey.

1.10.  Chapter Summary

This chapterprovidesthe research motivation based on farief overview of existing researcénd its
limitations. Based on thilentified research challenges, wautlined the central hypothesis that allowed

us to identify the researcfjuestions. The role of individual research questions is vital in highlighting the
solution requirementsWe highlighted the adoptiorof a customized researcimethodology to plan,
conduct theresearch, evaluatéhe developed artifactaind reflect on the researcimplications We also
specified our research claims, which become the main criteria for evaluating the approach.

Finally, we provided an overviegf the organization of the thds. The chapter providesfaundation to
present the results of our literature review and to provide an overview of the propssduation. A
summary of the objectives and the outcome for the individual chapters inthiasis is presented in
Table1.3 that allows us discuss theesearch positioningcontributionsand evaluation in subsequent
chapters(cf. Figurel.5).
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2.1.Chapter Overview

{ SOSNIt NBaSINOK FASEtRAZ -URSLIYRAS AXYTR MNONBAY SFEAR
GCdzZ T e [ 2ZANY R aRSMMaRySy i [/ 2yy SEntieNdE dividednty mdngdzSy OS
researchcommunitieseachfocusing on special aspects of the respectigll. The selhdaptive software

community providesthe general theme underlying this thes#)dthe outcome of this thesisontributes

mainlyto this community¢ KS & Y2 RS &s alcldselyNdajed tecirfigée to realizelfadaptive

software, which was a main inspiration for thisesis.Fuzzy logiés afield of researchwhich ha been
investigatedtailored and adapted foadaptation reasoning in this thesiinally, component connectors

play a fundamental role in this thesis as the principal domain to which we apply our sdi@inework

in order to enable dependable salflaptive architectures.

This chapter serves to ease the understandifighe succeeding chapters by summarizing the most
important aspects of théour related researcHieldsto the topicthis thesis.Note tha readers can skip

this chapter as it is not a core contribution chapter and it consists mainly of fundamental definitions that
we borrowed from standard literature in order to back up the propositions of this thesis. In other words,
none of the definitiols that are given in this chapter are originated here and we only include them to
make this thesis a setontained manuscript. In core chapters (i.e., Chapter 4, Chapter 5, Chapter 6 and
Chapter 7), wherever necessary, we refer back to the definitiontsisrchapter.

In the following,Section2.2 discusseshe phenomena of uncertainty in sedfdaptive softwarefollowed

by an overview oimathematical techniques for controlling uncertainity Section2.2.3 Section2.3
introduces bacground on analytical models, which are adopiadhis thesidor adaptation reasoning
Section2.4 discusses background on fuzzy logic systems, upon which our adaptation planning is based.
Section2.5 discusses the basic definitions related to the scope of ttésis, whichis the notion of
component connectors and the adopted language for representing component connectors.

2.2.Uncertainty in SelAdaptive Software

In selfadaptive software, not allources of uncertainty have the same featufgsfahani & Malek, 201.3)
Approaches for modeling different uncertainties areyeissimilar to each othgfEsfahani et al., 2011;
Esfahani & Malek, 2013For example, uncertainty fopscifying objectives of seffdaptive software is

due to lack of knowledge and it is not possible to specify this with a probability distribution suitable for
specifying uncertainty due to variability.

2.2.1. Lack of knowledge vs. variability

A distinction that$ common in the literature is between aleatory uncertainty and epistemic uncertainty

(J. Aughenbaugh, 2008) ¢ KS F2 NXY SNJ dzy OSNI I AyGeé O2YSa FNRY (KS
refers to uncertainty rooted in a random prag® The later uncertainty arises from the Greek term
GSLIAAGSYSeE YSIYyAy3a (y26tSR3ISd £ SIG2NE dzy OSNI | Ay
phenomena and is commonly modeled using probability theory. In contrast, epistemic uncertainty is
instigated by a lack of knowledge about the observable phenomena. This distinction is because of the
location of uncertainty; in the state of the analyst, users, decision maker vs. state of the software system

under consideratiorfJ. Augenbaugh, 2006)
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The distinction between aleatory and epistemic uncertainty is not always @le&ughenbaugh, 2006)

For instance, one may argue that variability observed in the environmental dynamics of software systems

is die to the limitations of scientific models and, therefore, lack of knowledge. While these opinions are
d42YSK2g O2NNBOGzZ (GKSaS RAadGAYyOlA2ya RSLISYR 2y 2yS
view, a phenomenon might be uncertain due tokaxf knowledge, but it also might be uncertain due to

variability in a different point of view.

2.2.2. Reducibilitys.irreducibility

The uncertainty with respect to unknowable phenomena is often referred to as irreducible unce(thinty
Aughenbaugh, 2006Bimilarly, the uncertainty linked with knowable phenomena, which are currently
unknown, is referred to as reducible uncertairffly Aughenbaugh, 2006Jjhe distinction between these
types of uncertainty islao disputable. One of the main causes behind irreducibility of uncertainty is
related to the existing capability of science to mitigate the intractable complexity of phenomena. For
example, itis a fact that the physical world is alioear system. Howeer, since we do not know enough
non-linear mathematics, we model the system through linear mathematics and as a result, models
contains irreducible uncertainty.

2.2.3. Mathematical theories for representing and controlling uncertainty

This section provides an ewiew of twocommonlyapplicable approaches fdrandlinguncertainty in
software engineering in general agdlfadaptive software in particulaiAsit is discussed in the staief-
the-art (Esfahani & Malek, 2013gxistingwork has often relied on one of thesspproachedo either
model or reduce the effects of uncertainty

2.2.3.1.  Probabilitytheory

Probability theory(Bertsekas & Tsitsiklis, 2002Xhe most widely used approach for handling uncertainty

in the selfadaptive software domaifEsfahani & Malek, 2013probability was formerly connected to the
classical interpretation of the theory. This interpretation is because theomogcof a phenomenon is
equally possible. This classical interpretation of the theory produces inconsistencies when it is used
beyond games of chance. Because of this limitation, the frequentist interpretation was conceived. In this
interpretation, the prolability of an event is delineated as a limit of its relative frequency in large trials.

Bayesian theory(Hoff, 2009)is founded on the subjective explanation of the probability. In this
interpretation, the probability is defined as a manifestation of a rational belief of a human about uncertain
propositiors. This explanation generalizes the frequentist interpretation as it allows probability
assignment to a single observation regardless of whether or not it is part of a larger observation. This
interpretation is very useful in cases where there is not etodgta for frequentists. For instance, by
frequentist interpretation we are not be able to analyze a new unknown phenomenon for which enough
data is not available, while Bayesians can use subjective information based on related phenomena to
analyze the neyphenomenonBayesin approaches are a uréfi theory for both datarich and datgpoor
problems. Many modern machidearningmethods including those adopted within this thesse based

on Bayesian principles.
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2.2.3.2. Fuzzyheory

Fuzzy theoryZadeh, 1965% an extension of classical set theory. In classical set theory, either an element
of a set is a member of the set with membership value 1 or it is not a member of the set with membership
value 0. However, in fuzzy theoryireember can be in some degree a member of a set. To that end, the
membership value of an element with respect to a set is any value between zero and one. The higher a
membership degree is, the more likely that element belongs to that set. As a resultptimeldry of a

fuzzy set is not evidently defined, while the boundary of a classical set is defined with a crisp value.

Fuzzy theory is useful in domains where information is incomplete or imprecisedtance, fuzzy sets
have been used in linguisticsdeal withambiguity ofwords. As another exampldemperatures thatire
considered to be cold and warm mhbg diferent from person to person. In fact, some temperatucas
be considered both cold and warm to some extent. A program that triesterstard written text can
use the fuzified versions oftoldness and warmness deal with uncertainty regardingnderstanding of
the text.

While probability theory deals withuantifying the variability inlata,fuzzytheory focuses oguantifying

the ambiguityof data. Although, sometimes the twibeories can be used interchangeably, it has been
shown that the two theories ardifferent. In general,possibility theory is useful when there is little
information or imprecise dataHowever,when morepreciseinformation is available it is better to use
probability theory.

2.3. Analytical (Stochastic) Models at Runtime

Runtime modeling of a software system describes the behavior of software, comprising its interaction
with users and the environment (drigure2.1). There are some factors including the dependency of
software on physical resources, third party services, and variability of the usage profile that produce
uncertainty for the software. All of these changes are not under the confrifieosystem and may occur
unpredictably. For instance, the usage load of a clbased application may change suddenly during
special events like Christm@kamshidi, Ahmad, & Pahl, 2014)

Autonomic Manager

Base-Level Software

Users

Figure2.1. The role of models as the K in the MAPIBop in seladaptive software
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The key focus of this thesis is on Aamctional requirementgPohl, 2010)in particularperformanceand
reliability, that are considerably affected by environmental dymes. Theseequirementsare oftenhard

to predictat designtime because of their interdependence on environmental factors that are prone to
change at runtime Moreover,even if the predictions were initiallnade they are likely to changeat
runtime. Thesepredictions areoften based on humarxperience, historical data or the observation of
similar systemgA Filieri, Ghezzi, & Tamburrelli, 2012)en when sucldata is availabléo makedesign

time assumptimsaboutthe environment, sudderhanges in thenvironmentcannullify them.

In order to quantify norfunctional requirements, we need to deal with unavoidable uncertainty. By
abstracting the behavior of software (component connectors here in this thesisjinite and countable

set of states, we are able to formally analyze the properties in which we are interested to study finite
state stochastic processes. The reason behind this choice is quite natural. Firstly, since our focus-is on non
functional poperties of software systems, we specify systems via stochastic models, which support
guantitative probabilistic specifications that are particularly suitable to express reliability, performance,
and cost concerns. Secondly, reasoning is supported by nudeiking, which can be utilized to
automatically verify a system model against requirements expressed in a suitable logic notation.
Consecutively, this mayigger proper adaptation strategies tthangesystemconfigurationsand avoid
predicted requiremets violations. Conceptually, this framewagnisually called models at runtingBlair,
Bencomo, & France, 20Q9stablishesa feedback control loop betweeanalytical models here
stochastic mdels, and the running system. At runtime, the system feedata back toupdate the
analyticalmodel. Models arealive at runtime and they evolve sincéheir parameters areconstantly
updated by monitoring relevant aspects of the running softwavéhich recognize relevanthanges as

they occurat runtimeand modifythe models accordingl{Epifani et al., 2009)

Note that all definitionsgivenin this sectionare standard definitions iprobability theory, stochastic
model decking and quantitative verificatiahat we borrowed from standard literature.g.,(Calinescu
et al., 2012; M Kwiatkowska, Norman, & Parker, 2007; Marta Kwiatkowska, 2007; Pinsky & Karlin, 2010)

A stochastic proceg®insky & Karlin, 2010 a family of randonvariablesd that is intended to model
time dependent stochastically evolving dynamic sysesnch as software systenidote that each of the
random variables signéfs the state of the system at a time point More concretely, we describe a
stochastic procesas:

Definition 1. A stochastic procesis a mapping
oY mo Yy (2.1)

, wheremis a probability (sample) spacéjs a set of time points antvis the state space of th
stochastic proces&.
The quantitytd oh  isthe value of the stochastic process at tirhéor the outcomg N m) To simplify
the definition, the dependence ofbon] can be avoidedwe can write the process as 6 , which
representsthe state ofthe process at timeOne can consider discretame processes witloN =, or
continuoustime processes witldN . In this thesis, w consideboth discretetime andcontinuoustime
processes.

The temporal evolution of stochastic processes representindgtevaie system isndicated by its previous
history, desigrtime assumptionsand randomvariables capturing the uncertainty about users and
environment. Markov processese a special class of stochastic systems satisfying the Markov property
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Definition 2. A stochastic procesd 6 have aMarkov propertyif for eachd mand a subseb P "Y
~OO pNOHTT WBRHO © ~ OO pNOIWO ® (2.2)

Therefore, for a Markov process the only informataimout the past needed to predict the future is the
current state of the random variable. On the other hand, knowledge of the values of earlier states do not
change the transition probabilitNote~ @O p N 0L O » is onestep transition probabity.

Under the assumption ofdiscreteness finiteness and countabilijyof state space’y, the onestep
transition structure ofdcan be summarized through a square transition maitixvhose entryj ;, isthe
valuer @0 p I ®O6 i withi A ~°Y

A stochastic process satisfying the Markov propertyalded Markov procesgPinsky & Karlin, 2010A
Markov chainrefers to a sequence of randowariables ¢ 8 Fty ) generated by a Markov process.
Generally, the term Markov chain is used to convey a Markov process which has discrete (finite or
countable) state space. More specifically, the possible valuésfofm a countable state space of the
chain.There are many alternativéde Markov processes, suitable for representing several aspddtse
modeled software systems such as reliability, execution time, or energy consumgfioRilieri et al.,

2012) A Markov chin either can be defined for a discrete set of times or can take continuous
values @ 0 g 1. In the former case, the Markov chain is called Disefatee Markov Chain (DTMC)

and in the latter case, it is called Continuelime Markov Chain (CTMC).

2.3.1. DiscreteTime MarkovChains

DiscreteTime Markov Chains (DTM@)nsky & Karlin, 201@)ye widely adopted in software engineering
for reliability measurement and analygis. Cheung, Roshandel, Medvidovic, & Golubchik, 2008; Pham,
2006; Roshandel, Medvidovic, & Golubchik, 2007:L\WWang, Pan, & Chen, 200&ne common
characteristics of these approaches is thay are used for rability assessmentf systems composed

by cooperating part¢e.g. componenbased software, or servieariented architectures)at designtime
(Immonen & Niemela, 2007The most important aspect for adoptiBr MCdor reliability analysigsthat
GKS &eadis withiome tBl&rabld Approkimatioshould meethe Markov property.

Definition 3. ADiscreteTime Markov Chailis a stochastic process satisfying the Markov property \
“YP = and "Vis finite and countable. This structure is usually represented by Kripke notatic
"Yi R , where:
1 3isa finite set of states.
M i isthe initial state.
f 0dY YO mip is the probability of transitions between state8.@iCQH) | i M are
interchangeably used for representing the transitions.
1 0dY° ¢ is alabeling function that associates to each state the set of atomic propos
(i.e.,0 i ) that are true in that state.

An element of) such asj  signifies the probability that the next state of the process will bgiven that

the current state i$ . Note thatB 1 p, where ) is the next state distribution for a state.
Usuallyi i A Care the default atomic propositions of each state The probability of a path
originating fromi and ending ini in precisely 2 steps, i.e., having one intermediate step, is
B « f Z0 .This summation is thentry "@Qof matrix0 . Similarly, the probability of moving from

i toi inexactlyQsteps is the entry'@Qof matrix0 .
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Definition 4. An execution pathis a sequence of statés i H H M of a DTMC if for any pa
i A m & T “ "Qis used to represent th&h state in the path' . The probability of a finite patt

to be observed i6%° ~ i H ,andlwherg's p.

Definition 5. A statei istransientif;

38
Nr b (2.3)

It is recurrent if:
8
N M (2.4)

And it is absorbing ij;  p.

In other words, the number of transitions into stateis finite, while recurrent states will be visited
infinitely.

Definition 6. A DTMC model isell-formed if:
1 Every state thais recurrent is also absorbing
1 All states of the model are reachable from the starting state
1 There is a path to at least one absorbing state from every transient state

2.3.1.1. Model Specification with DTMCs

In this sectiona few pointsabout the modeling proesswith DTMCsre provided.

DTMCs have beesdoptedfor modelingdifferent phenomenag.g. chemical reactions, DNA sequences,
financial trading, demographic evolutiomyman behavior, or business procesgemsky & Karlin, 2010)
DTMCs can be perceived as stamsition systemswith annotated transitions through which non
functional aspects cabe specified. Statéransition systems are frequently used in practice by software
designers and can be used at different levels of abstraction to model software systems

Severabkoftwaremodelingstandardssuch as UMkLan be automaticallyranslated into DTMC models by
means of automated model transformations.g, (Gallotti & Ghezzi, 2008; Carlo Ghezzi & Sharifloo,
2011) Moreover, somentegrated design frameworks can automaticalgnsformtheir design models
into corresponding Markov chains in order to provide quadissessmente.g, (Becker, Koziolek, &
Reussner, 2007; Ciancone, Filieri, & Drago, 2011)

Because of its inherent characteristiDsfMCs have been widely usedattalyzesystemreliability (Pham,
2006) The common idea behirttle varioussoftware reliability analyisapproaches is that special states
representsoftwarefailure condition. The existence of a failure is thepresented by a transition toward
one ofthese statesin general, atatein a DTMGnodelrepresents an observabtmndition of the system
at runtime that is relevant from the modeling perspectia¢ a specifi@abstraction levelA Filieri et al.,
2012) In this thesiswe assumehat it is possibléo identify a portion ofthe execution of the systerthat
we can assoiated with onlyone state of the DTMC.
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In order to map the execution state of a software system into a DTMC model, there is no general guideline
and procedure. IfR. Chang, 1980x state of a DTMC model corresponds to a program module and state
transitions correspond to control flow between the modules(Uittlewood, 1975)the very same concept

with a differert name, i.e., program subnit, is used for reliability analysis of a software program. In
(Calinescu, Grunske, Kwiatkowska, Mirandola, & Tamburrelli, 2011; A Filieri et al, 22€a8) is referred

to as an external service invocatidWoreover, special states such as the initial state of DTMC models
represent the users and its outgoing transitions represent user profiles. Simila(, Filieri, Ghezzi,
Grassi, & Mirandola, 20104 state represents service execution, but also contain accumulated errors in
the data flow up to the point.

A common practice in thenentioned work is that they classify the states in a way that leads to at least
one absorbing state. As we mentioned earlier, when an absorbing state is reached, the model will stay
there forever. This characteristic makes absorbing states appropriatedonrrences of failure or
successful completion of softwart this thesisit is assumed that evergnalyticalmodel that we use
herehas at leasbne absorbing state demonstrating the termination of theftwareexecution.

One of the interesting featas of Markov models in general and DTMC models in particular is that their
transition matrices can handle the temporal changes of the model perf@Rigky & Karlin, 2010Y1odel

change in this type of analytical models is defined as variation in the values of the entbietndahis

thesis, we assume two types of entries exist in the transition matrix of a DTMC model. Some entries in the
transition matrix are assumed to be knowndasigntime and stable at runtime. An example is failure of

a particular hardware services.g. storage. Some other entries are assumed as either unknosasagn

time and/or subject to change at runtime. For instance, usage profiles of users may change due to
unexpected events. Note thaigstovering changes at runtime requires observatiorhefunning system
andsuitable learningechniques In this thesisthe latter entriesof ) are referred to aparametersof the

model, and a moddhat hasat leastone parameter iscalledparametric

2.3.1.2.  Markov assumption verification

According to the Markov property as statedDefinition 2, the next state to be exeted in a Markov
processs independent from the previousistoryanddependsonly on the current stateHowever, it not
always easy twerify the satisfaction by looking at the source code of a softwém€R. Cheungl980;
Ramamoorthy, 1966%everal experiments showed thitis assumption often holds atrchitectural level.

In the case thathe next action depends on previous history, there are stillne casesthat can be
approximated by a Markov proceskhe firstis the case where a limited number of previausves, let
say'Qof them, affect the next stepThis situation can be modeled byGih order Markovprocess, that is
one where the next action depends only on the previ@estions Nonetheless, a softwarsystems ngjht
expose an intrinsically neMarkov behavior(Gokhale, 2007)thus the Markov assumption must be
verified before proceding withthe analysigBillingsley, 1961; Pinsky & Karlin, 2010)

2.3.2. ContinuousTime MarkovChains

Despite the fact that each transition between states in a DTM@elcorresponds to a discrete timgtep
in aContinuous Time Markov Chai@TMG (Pinsky & Karlin, 2010)ransitions occur in real time-or
DTMCswe assume fixed set of atomic propositiorts 0
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Definition 7. A ContinuousTime Markov Chairis a stochastic process satisfying the Markov prop
with “YP s and"Vis finite and countable. This structure is usually represented by Kripke notatit
"Yi AYR , where:

3isa finite set of states.

i isthe initial state.

YLY "YO g isthe transition rate matrix.

0dYC ¢ is alabelingdnction that associates to each state a set of atomic propositions
(i.e.,0 i ) that are true in that state.

The matriXY assigns rates to each pair of stateai@TMC. A transition camly occur between states
andi if'Yi A 1tand, in this case, the probability of this transition being triggered wibtime-
units equalp Q h =z Typically, in a statg, there is more than one staiefor which'Y i Ni e
1. Thisis calledrace condition Thefirst transition to be triggered determines theext state of the CTMC.
The time spent in state, before any transitioroccurs, is exponentially distributed withe exit rate of
statei, i.e.,Oi , where:

= =4 - A

0i K Yin (2.5)

A statei is called absorbing ® i 11, i.e, if it has no outgoing transitiondNote thatthe actual
probabilityof each state abeing the next statgto which a transition from staté is madeisindependent
of the time at which this occurs. This iffided by thenotion ofanembedded DTMC

Definiton 8. The embedded DTMC of a CTMC "Yi AYR) is the DTMCQd&
i i |, where:
YiiegOi QQi n
0 e pQOI NOEQ i (2.6)
e 1 0 Qi Q

By considering the above definitiorhd behavior of the CTM€n be considereth analternativeway.
The modelwill remain in a staté for a delay, which is exponentialfijstributed with rateO i and then
make a transition. The probability that tHignsition is to state ais given by (e

Definition 9. The infinitesimal generator matrix fora CTM®  "Yi RAYR) is the matrixd0 Y "YO s
defined as: 5
Yin QiQ i

Yih a¢ ®i 0 Qi Q

CR
8

@.7)

Definition 10. An infinite path of a CTM® "Yi AYl) is a nomempty sequence"

i MH MH B where YiH m and 6N a . Similarly, a finite path is"

i MH MMBi M H , such thati is an absorbing state. As with DTMCsQis used to
represent the'@h state in the path‘ . “ 2 orepresentsd 'Qwhere’Qs the smallest index for whic

B o0 o

There aresometraditional propertiesregardingCTMQnodels transient behavior, which relates to the
state of the model at aertaininstant oftime; and steadystate behavior, which describes the statiethe
CTMCmodel in the long run. For a CTM@odel6  “Yi RYW) , the transientprobability* ; i is
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defined as the probabilitypf having the modestarted in state and being in statd aat time instanto.
Using the dénitions of the previous section:

“hi Ko “ND@EO i g0 ie (2.8)
On the other hand, the steaestate probability’ i is the probability of having the model started in
statei and being in statéain the long run:

“hi KIEd ~“ND@BQi g00 iee (2.9)
In this thesis, we only consider CTMC models that are homogeneousnaadfate, i.e., the limit in the
above ddinition alwaysexists

Uniformizationis a method to compute transient solutions of finite st&&MC by approximating the
process bypTMC.

For a CTMC modél "Yi AYW , L represents the matrix of all transient probabilities, i.e.,
Lt iH “Rd

Definition 11. Fora CTMC modél  "¥i RYR) with infinitesimal generatod , the uniformizedDTMC
isgivenby ¢ '@Q "Yi i , whered 'O OMandfy | A®i
The uniformization rater| is determined by the state with the shortest meaasidence time. All
exponential delays in the CTMGare normalized withespect tor). This means thaor each statéd with
Oi ), onetime periodin 6 ¢ "@"zorresponds to a exponentially distributed delay with rgtafter

whichone of its successor states is selecftlKwiatkowska et al., 2007)

2.3.3. Logics forequirementspecification oranalyticalmodels

Transientstate and steadtate analysis are two traditiohanethods for analyzing Markov models in
software engineeringMarta Kwiatkowska, Norman, & Parker, 20INese two classical methods enable
the investigation of the probability of the analytical model to be in a particular state at a certain time or
in a long run respectively. Although because of theirg time use in mathematics they are mature
enough these two types of analysis cannot exprdmhavioral properties, such as the probabildf
eventually reaching particularstate or never hitting an error before completion.

Probabilistic behavioral perties are appropriate formulations of software requirements, such as
invariance, precedence, response, or constrainednconstrained reachabilitfGrunske, 200&hat can
be interpreted on probabilistic models, likéarkov processedhey can bedopted, in generatp specify
constraints on the probabilitthat particular(un)desired behaviors may be obsenfedthe system:

 Cl Reliabilithpy Y a ¢ KS LINR O 6 A f Asiicéesstullnudt beyjredteftfad. 088 NI lj dzS & i
1 Q(Complexity WAt laast % of the requests must be processeithin 7 operationg

 C3(Cost Y « trdgé&Scodt f@rBnninga request must be le®0005R 2 f f | NA& €

 C4(Response timeY  85th geScentile ofesponse timamust be less than.02st

A suitable formal language must specify these imfak requirements (i.e., C1 to T order to apply
automatic verification techniques.For a more comprehensive examples of sughantitative
requirements, we refer tgAntonio Filieri, 2013)
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2.3.3.1. ProbabilisticomputationTreeLogic

ProbabilisticComputation Tree Log{®CTLJHansson & Jonsson, 199¢x temporallogic, based oil€TL
(Baier & Katoen, 20087 PCTL formula expresses conditions on a sfaasTMC and it is evaluated to
either true or false orthe model

The syntax of PCTL is defined by the following rules:

%od O1 @i % %, [

o (2.10)
[ d w(}@{)oY %o

, Where®represents an atomic proposition amph mip /A  h h h N sz H . The temporal
operators®andYare callediNexg and dUntilé, respectivelyNote that brmulaethat are based otthe
axiom%oare calledstate formulaeandthosethat areoriginated by are insteadcalledpath formulae

Here is some exampled state formulae:
i0o01 6@dod Y
i 00Qam i i
iU %QQAQ % (2.11)
i U%™ %0 Q4D % & QU %o
0y, T Q@ Urgn i an

A path” originating ini satisfies a path formula according to the followingules:

“U0%QAD U %o

“U%Y %08 Qo % It 0 Q@ QU% (212

As a shrt form foro i 8 ' we useoperatorhinstead, which meansventuallyh %o

PCTL caspecifya large number of propertiesn a Markov model For exampleit canspecifyconstraints
on the probability of reaching an absorbisigite demongrating afailure orsuccess, given the initislate.
This property is apecificexample of themore general clas®f reachability propertiesReachability
properties arespecifiedasy; h %o, whichshowsthat the probability of reaching a state whe %.is valid
meetsthe constrainta 1.

2.3.3.2.  Continuous Stochastic Logic (CSL)

ContinuousSochasticlogic (CSLJAziz, Sanwal, Singhal, & Brayton, 199&) temporal logic, where the
state formulae are interpreted over states of a CTMC and it is a natural extension of PCTL logic.

The syntax of CSL is defined bg thllowing rules:

%d O 1 @ %8 %&y %oVy T

. 2.13)
rd 0 %BooY %o

, where & represents an atomic proposition angly Tip AN  h h h v a z "Qi8'Q The
temporal operatorgbandYare callediNex€ and dUntilé, respectively.
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Here is some examples of state formulae:
0ol 6@dad Y
i 00Qam i i

[0 %Q0"Q %o

i

i

U %~ %o QDD %o d& QU %o (2.14)
Uy % QQAES ~“a0U0U% T | &an
Oy, 1 Q@ Urg n i an
A path“ originatingfrom i satisfies a path formula according to the followingules:
“UO%BADP U %
“U%Y % Q08 0Q 0“QU%” 'nt Q @ QU % (2.15)

2.3.4. Extending Markov models and requirement specification logics with rewards

In this section, we represent an extension for DTMCB thigé capability to specify rewards (or costs) and
extend the corresponding requirement specification PCTL with the capability to specify over reward
structure. Areward can beadopted for specifyingadditional information abouthe systemthat the
analytcal model describes, e.gnumberof messagesent or the number of lost requestsr even the

cost for consumptions of energy

Definition 12. For a DTMC mod& "Yi R , areward structure ” h—allows two types of
reward. A state reward functiohd YO a  assigns rewards to states of the model. A transition rew
function-Y “YO a  assigns rewards to transitions between states of the nio@ike state rewarc
" i is acquired per timestep, while a transition rewaredH is incurred each time a transitio
between the two state$Hi aeccurs.
ThePCTlogicis extendedyreward properties by means of thHellowing state formulea (M Kwiatkowska
et d., 2007)

Yy 0 sYa O sYy 0% (2.16)
,wherea h hh An~a RO s and%dis a state formula.
Intuitively, the interpretation of the extended structure is as folk

T Y, 6 istrueinstatd,if from the statei , the expectedewardcumulated afterQtime-steps
satifiesa i.

1 Yy, ‘O istrueinstatei, ifthe expected state rewarth the state enteredt time-step Qalong
the path orignating fromi meets the bound 1.

1 Yy "O%is truein statei, if the expected reward cumulated before a state satisfy#s
reached meets the bound i . In order to calculate the average cost of a run of the system, we
can use this construdty computing the expected cumulated cost until the execution reaches the
end state.

For amore detaileddescriptionof the rewardextension, we refer tgM Kwiatkowska et al., 2007)
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2.4.Type2 Fuzzy Logic

In this section, we only briefly introduce the notion of typéuzzy set and systems. In the corresponding
chapter (i.e., Chapter 5), the details of each key components of such systems are discussed.

2.4.1. Type2 fuzzy sets

The concept otype-2 (T2) fuzzy setéFS) was firstly introduced [adeh(Zadeh, 1975and further
elaborated by MendelJM Mendel & John, 2002; JM Mendel, 200#is type of FSs is an extension of the
ordinary ones (also known &gpe-1 (T1) FS). A2FSis characterizethy a membership functioMF, cf.
Figure2.2), whichassociates a RS each elements of theet, unlike alr'lset whereits MF associatea
crisp number inTip to each element of e set Such sets are useful in circumstanegsere it is
infeasibleto determine the exacMF. This additional dimension provides new degrees of freedainich

is usefuffor incorporatinguncertainty (Wu, 2012)

1 3 3 3 3

Y
0.9+ i
0.8 ‘_,Y(dj Uncertainty
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= , \ — .
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Figure2.2. An intervaltype-2 fuzzy sebasedpossibilitydistribution.

One may considefigure2.2 as the blurred version of the T1 MF by shifting the points on the trapezoid
either to left or to the right. Therefore, at a specific valusgthere is not a single valubutan interval of
values. These valuatn not necessarily havéne sameweight. This leads to the definition of a three
dimensional MF, a T2 MF, which charactesad?2 FS. Note all definitions in tbection as well as those
given in Chapter are standard definitions in fuzzy theory that we borrowed from standdedature
(e.g.,(JM Mendel & John, 2002; Jerry M. Mendel, John, & Liu, 20@nore specificall{JM Mendel,
Hagras, & John, 201)0)

Definition 13. AT2 FSdenoted byY, is characterized by a tyg2membership functioh it
Y ofo i ofo 'ov i ovOR o  p (2.17)

When these values have the same weight, it leadthéodefinition of a two dimensional MF, which at
specific pointggehasa range Tip . This type of FSs are caliaterval T2FS(IT2 FS)definition 14).

Definition 14. When all  af6  pin(2.17), then'Yis aninterval T2 FIT2 FS).
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Therefore, the MF of IT2 FS can be fully specified by the two T1 MBsf{oftion 16). The area beteen
the two MFs (the grey region FFigure2.2) characterizes the uncertainty.

Definition 15. The uncertainty in the membership function of an HR,Y, is calledfootprint of
uncatainty (FOU of, i.e.,

"o0 "W 0 A I OLIEA 1 BN (2.18)

Definition 16. Theypper membership foction (UMPB andlower membership functiolLMB ofY are
two TEMFs™ @M & respectively that bound the FOU.

| Definition 17. Anembedded fuzzy se¥ is a T1 FS that is located inside the FOU. of
InFigure2.2, LMF, UMF and are three embedded MFs.

2.4.2. Type2fuzzylogicsystems

The theory of IT2 FLS is give(UiM Mendel, 2000Here, we briefly summarize calculating the parameters
that we need for adaptation reasoning procebigure2.3 represents the architecture of an IT2 KNS
Karnik & Menel, 1999)with a rule base consisting ofrules:

Y JO® QI0OME QG Q QIORY00@QI0 (2.19)

, where'O "Q pF8 i) and"O are IT2 FS&Vhen a FLS receiveint & & fo , the inference
engine computes the firing degree by performing a meet operatidm Mendel, 2007)

» 8 @ (2.20)

Theoreml. In an IT2 FLS, tiieng interval of the mh rule is computed as:

0 00
QO @ asal W (2.21)
N T e agaT @

The proof is given idM Mendel, 2000)Afterwards, the type reducer transforms the fired IT2 FStoa T1
FS, which show#é possible disparity in the crisp output of the FLS. It establishes an interval around the
output in the same way that a confidence intenislestablishel for a point estimate. However, this
represents linguistic uncertainties.
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Figure2.3. The architecture of typ2 fuzzy logic systefadapted from(JM Mendel, 2000)

A general T2 FLS has a high computational compl@xitiKarnik & Mendel, 1999put the calculations
simplify dramatically wén we use IT2 FSs in the rules. Therefore, IT2dfe8etter suited forruntime
efficient computation in the adaptation reasoning in saffaptive software.

2.5.Reo Component Connectors

A component connector, in the context of this research, correspondscmoadination pattern(Arbab,

2004; N Oliveira & Barbosa, 2013; Nuno Oliveira & Barbosa, 20 3)chitectural elements (e.g.
components) that performs I/O opations through that connector. In other words, here, the term
connector is adopted to name entities that can regulate the interaction of (potentially) heterogeneous
components. Thus, connectors must deal with exogenous coordination, handling all thosesdbpelie
outside the scopes of individual componen(®runi, Melgratti, & Montanari, 2013)A coordination
pattern is formally given as a graph dfiannelswhose nodes represent the points for interactions
between channels. The edges of this graph are represented with channel types and channel identifiers.
To provide a concrete illustration of this approach, we utilize Reo coordination nfadehb, 2004)
Therefore, a channel is considered here as a Reo chéarieb, 2004)

In the Reo modelchannels are primitives out of which more complex and composite component
connectors are constructed. A connector channel is directional (except one channel type) with a unique
identifier and specific semantics (i.e. coordination protocol). A channelisnniodel accepts an 1/O
operation (data flow) on itsource endand dispenses it from itsink end Figure6.2 illustrate the basic
channel type in the Reo coordination model. Note that Reo supparpanended set of channe{érbab,

2004) each exibit a unique behavior with a precise and distinguishing semantic. However, for the
purpose of this research, we only consider the construction of component connectors based on the
primitive channels, represented Figure6.2.

Sync LossySync SyncDrain

OL—PO, , O-Wms0
A B A , B
FIFO Filter
Figure2.4. Primative connector channels.
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2.5.1. Stochastic Reo

Stochastic RegMoon, Arbab, & Silva, 201&xtendsReoin a way thatchannels are annotated with
stochastiovalues representing distributions of their relevant déditaw andrequestarrival at the clannel
ends.These distributionsare respectively referretb as processing delay ratasdrequestarrival rates.
Such stochastic values are npegativereal values and describe the probability of a certain value of a
discreterandom variable or similary intervals that represent continuous random variablEgyure2.5
shows some primitive channels of Stocha&ep that correspond to the primitives of ReoFigure6.2.

In this figure[ ¢neans the arrival rate at noddand similarly; ¢ eans channel delay between two
nodesand c We describe these concepts later in Chapter 6 in more detail.

yab yb yab Yb & yab vb Y@ vaF yFb YP

ya ya
O—0 OO0 O——=0

yal
Figure2.5. Primitive connector channels witochasticanotations.

Note that the annotatiors do not changethe semanticsof Reo conneors, thus, when the rates are
ignored,the semanticof Reoconnectorsandstochasticcounterpartsarethe same The labels annotating
Stochastic Reo channels candagegorizednto the followingtwo groups

Channel delaysA delay rate represents the dation that a channel takes to perfor@a certain activity

such astransferringa data itemfrom one end to the other endFor instance, & ¢ i i ® hatvad
associated variablés and; & for the stochastic delay rates of, respectivalyccessful datlow from
nodedto noded and losing the data item at nodewhena read request is absent at nodeIn a’0"0"00
channel,r & f@eans the delay for datow from its source nodevinto the bufer, and’ "Omeans the

delay for sending the datieom the bufer to the sinknode G Similarly; ®oa"Yo &ahd aYwe 0O ¢ Q¢
respectively)indicates thedelay for dataflow from its source nodédto its sink noded(and losingdata

at both ends, respectively).

Arrivals at nodesArrival rates describe the time between consecutive arrivals of requestsuate and
sink nodes of Reo channels. For insepcdandl dn Figure2.5 representthe associated arrival rates of
write/take requests at nodeéandd respectivelyNote thatat most one request can wait at a boundary
node for acceptance. That ig,a boundary nodés occupied by a pending request, then the node is
blocked andconsequently all further arrivals at that node are lost.

Stochastic Reo supports the same compositional framework of joins of connast®eqMoon, 2011)
The nodes in Stochastic Reo have cergaiality attributesassociated withhem. Therefore, joimignodes
must accommodateuality propertycomposition.A mixed node delivers data items instantaneously to
the source end(s) of its connectetiannel(s)Therefore,mixed nodes have no associated arrival rates.
However arrival rates on hodes model theirteraction with the environment.
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3.1.Chapter Overview

In this chapter, &rious approaches coverinmcertainty controin selfadaptive systemare investigated

This chapter summarizeglated approaches and parti@rly exposes howhe contribution of this thesis

for controlling the uncertainty for selidaptive component connectommakes advances ithe state of

the art. Note that this chapter only focuses on work that specifically proposes a framework for addressin
the issues that uncertainty introduces in satfaptive software. However, the related work considering
the individual contribution chapters (i.e., model adjustment techniques in Chapter 4; adaptation
reasoning approaches in Chapter 5; and change exatutiechanisms in Chapter 6) is covered in their
respective chapters.

Section3.2 providesa number of comparison criteriaf related approaches. TheBgction3.3 presentsa
demarcation and detailedescription of each related resear@ork. Finally, a systematic comparison of
the related work accorithg to the comparison criteria is given in Sectso#

3.2.Comparison Criteria

In this section, a set of comparison criteria for an objective comparison of related research is discussed.
Figure3.lillustrates an overview of a sedidaptive software system consistent with the FORMS reference
model (Danny Weyns, Malek, & Andersson, 201Based on this reference model, the smifaptive
system can be decoupled into two separate subsysteltsta-Leveland BaselLevel The basdevel
subsystem prodes the application behavior, while the metvel subsystem controls the bakwvel
subsystem by adapting its behavior. At the mbstael, we use the IBM reference model for autonomic
systems called MAPE(JO Kephart & Chess, 200Bhere are also two other entities igure3.1. Users

use the functionalities of the system and specify adaptation logic andetim@ronmentwithin which the
software system operates.

The different elements as depicted figure3.1 are loosely coupled. The metavel depends on models
of other elements to decide about the adaptation of the bdseel system. The loose coupling between
the metalevel and the other elements in seifiaptive software are either unavoidable (e.g., system and
environment) or essential to provide flexibility, relslity and managing the complexity of constructing
selfadaptive software systems. In fact, this loose coupling between the 4egtl and the other
elements (i.e. Environment, User, and Base level) is the origin of uncertainty-adaptfve softwareA
comprehensive number of sources of uncertainty is enumerated and discusg&dfahani & Malek,
2013) In this section, we @ll them and extend them in order to compare the related work and to
identify the research gap in the staté-the-art.
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Figure3.1. Sources of uncertainiy selfadaptive software.

As depicted irFigure3.1, uncertainty exists in every aspect of the sadfaptation procesgEsfahani &
Malek, 2013) (1) Stakeholders often haveonflicting preferencesver expressing adaptation policieg) (
Monitoring facilities receivaoisy datafrom sensors.3) Analytical modés makesimplificationdor quality
assessment4() Adaptation facilities may not execute changes correctlgnayenact the changes with a
latency. ) Users may not use the system as it is expegcf®) The environment is inherently dynamic and
unpredictable.

We now describehesesources of uncertaintyeferring to the numbers that have been used to annotate
different parts ofFigure3.1:

Uncertainty in the expression of adaptation poli¢emotation (1)]. This type of uncertainty is related to
0KS aCSSR t FigukeGE FhislumtditBimty eXisys because of the difficulties in expressing
requirements and preferences that need to be elicited from users. Users have multiple and sometimes
conflicting concerns. The elicitation of user concerns is a challg@geos et al., 2013'herefore, user
preferences in terms fomathematical functions are subjective and analysis based on them is prone to
uncertainty.

Uncertainty because of noisy dgennotation @)]. The data that feeds the metavel (see the left part

of Figure3.1) is not free of noise because of the errors in the employed sensors. As a result, the input data
is not a single value but a distribution of values obtained over time. Therefore, the analysis in the meta
level should explicitly consider this measussmh noise. Otherwise, the adaptation decision is prone to
uncertainty.

Uncertainty due to simplification of assumptiof@notation @)]. The analytical models, which are
employed for analytical activities (e.g., reasoning based on the impact of adaatiorthe system
quality attributes) at the metdevel, are mathematical models. These mathematical models can become
inaccurate because of the errors in estimation of some parameters in the model. Sometimes the
assumptions based on which the model is desdyare not upheld at runtime. These inaccuracies, which
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depend on the circumstances, make the analytical models an inaccurate representation of the real system
and as a result, the reasoning based on them becomes error prone.

Uncertainty because of chaagnactmenfannotation @)]. Some changes that are issued by the execution
module may not be enacted exactly as it is requested. Therefore, the models for reasoning in the meta
level become inconsistent representations of the real systems. This seksoning based on the
inconsistent models prone to uncertainty. In some execution environments, the change enactment is not
instant and contains a latency. This time latency may also change due to a number of reasons, leading to
a more intricate source of uectainty (Jamshidi et al., 2014)

Uncertainty because of humaim the control looannotation 6)]. Human behaviors are uncertgidavid
Garlan, 2010)However, modern software systems become ubiquitous and more dependent on user
behavior. This creates uncertainty in the software system they use.

Uncertainty in the environmenffannotation (6)]. Selfadaptive software systems are used in many
different environments. Environments themselves are inherently dynamic and unpredictable events may
happen.

Note that in addition to the abovenumerated sources of uncertainty, we also consider tdchniques
that existing works apply in the feedback control loop (i.e., throughout MARIEtivities) and their
evaluation approach (cTable3.1).

3.3. Existing Frameworks for Controlling Uncertainty

Thesoftware engineering resarch community has made progress towards addressing the complexities
involved in the construction of se#fdaptive software(lLemos et al., 2013However, as reported by a
communitywide roadmap(Lemos et al., 2013nd reviews of uncertainty handling techniqué&sfahani

& Malek, 2013; A. J. Ramirez et al., 201B&re is still a ldc of methods and techniques for handling
uncertainty in seladaptive software. In the selidaptive software community, a few researchers have
recently proposed to address uncertainty issues related to different aspects iadsifive software. In
geneml, we can categorize these proposals into the following categomeglirements specifications,
internal uncertainty, external uncertaintglesignatime uncertainty, and control theoryVe also structure

this section according to this classification.

3.3.1. Requrement specification uncertainty

RELAXWhittle et al., 2009)is a requirements specification language that incorporates uncertain
requirements in selhdaptive systems. RELAX allows designers to explicitly express environmental
uncertainty in requirements. More concretely, RELAX defines a number of operators thia¢ ecesed in
RSFTAYAY3I NBIdANBYSyGa yR YF{Ay3a GKSY aRAal o6f SR¢
environment. Additionally, the operators are able to capture the uncertainty factor that can initiate the
relaxation of requirements.

The REAX language is extended with goal modeling to specify the uncertainty in the objectigs in
Cheng, Sawyer, Bencomo, & Whittle, 200)e sources of uncertainty with the help of threat modeling

in goal models can be identified. More specifically, threat modeling helps to identify theoemental
elements which can endanger the satisfaction of goals. Once the uncertainty is identified, mitigation
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tactics are devised. The ultimate tactics for mitigating uncertainty are enabled by relaxing the goal that is
prone to uncertainty.

While REEAX is a specification language for identifying and assessing sofigesertainty, AUtoRELAX
(E. Fredericks, DeVries, & Cheng, 2034n approach that automatically generat&ELAXed goal
specificationsMore concretely AutoRELAX identifiegoals to RELAKrough specific operatorand by
determining the shape of themembership functionthat establishes the goal satisfaction criteria.
AutoRELAX generates solutions by making tradeoffs between minimizing the number of RElals<ed g
and maximizingfunctionality by reducing the number of adaptations triggered by environmental
conditions.

FLAGSLuciano Baresi et al., 2010¥es fuzzy theory to mitigate the environmental uncertainty by
enabling the specification of adaptive goals. FLAGS enables the definition of tactics that must be taken if
some goals are not satisfied. FLAGS alstsdeith the uncertainty in goals themselves. More specifically,
FLAGS relies on a fuzzy temporal language to specify imprecise goals that some temporary violations are
tolerated. It also allows for the specification of crisp goals through linear tempayial |

GoalDriven SelDptimization Chen et al.(Chen, Peng, Yu, & Zhao, 20pdpose to handle the
uncertainties in goal models comprising contribution, preference and effect uncertainty. Taking the
quality indicator as thefeedback and the estimated earned value as the global indicator of self
optimization, the proposed framework dynamically updates the quantitative contributions from
alternative functionalities to quality requirements, tunes the preferences of relevanialty
requirements, and determines a proper timing delay for the last adaptaditiion to take &ect. Then,

they apply these runtime measures to lintite negative &ect of the uncertainty in goal models.

REAssuR(Kristopher Welsh, Sawyer, & Bencomo, 20ldigbles the specificatioof the rationale for a
choice of alternative goabperationalization when there is uncertainty about the optimal chdige
attaching claims to the contribution links. In additiGtamirez et alA. Ramirez & Cheng, 2012egrated
REAssuRE with RELAX to introduigzzy logic layer upon the evaluation criteria of claim validity. When
a claim isviolated at runtime, its attached contribution link is updated and the goal model-s/eduated

to discovera better solution. Hence, these studies presented a qualitative way to hémelieontribution
uncertainty.

Bencomo and BelaggouiN Bencomo & Belaggoun, 20 @pposedto map goal models to dynamic
decision netwrks (DDNs), whereach contribution link corresponds to a conditional probabditygl each
corfiguration is associated with a preferen@es soon ashe validity ofa claim is changed, the relevant
conditional probabilities will beipdated at runtime and the DDN model will be revaluated tofind a
configuration withthe highest utility Note that experts give the conditional probabilities and preferences
and only some ofhe conditional probabilities will be updated.

In summary, this category of reseaiiciends to adopt the concept of partial satisfactiohrequirements

at designtime and to provide a resolution mechanism at runtime. This category of research, in general,
uses the notion of claims and their refinements as the marker for uncertainty sigagme and
uncertainty resolution at runtiméKristopher Welsh, Sawyer, & Bencomo, 2011tanonitors claims at
NHzy GAYS Ay 2NRSNJ G2 OSNATFEe UGKSANI Al 0GAaFFHOUA2Yy ®
to select an alternative goal realization. This allows for the dynamic adaptation of the system in the
presence of uncertainty.
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3.3.2. Internal uncertainty

Cheng and Garlgis. Cheng & Garlan, 20@fpposed higHevel uncertainty mitigation strategies for their
architecturebased seladaptation famework, which is calle@ainbow(D Garlan, Cheng, Huang, Schmerl,
& Steenkiste, 2004)The proposed mitigatiostrategies are about three specific sources of uncertainty in
the MAPEK control loop1)detecting when there is a violation in the systethdetermining the right
adaptation policy3) knowing whether a given adaptation achieved its intended effects. The first one is
related to Monitoring and Analysis activities of the MARBop, whereas the second and third ones are
respectively related to Planning and Execaotactivities. More specifically, they intend to mitigate the
uncertainty in the activities of the feedback control loop.

In order to mitigate the uncertainty in the first source, they employ probability theory to determine the
running average in monitorgnto stand against the variability in the environment. The data is then
compared with probabilistic information in the architectural description of the system. Once any problem
is detected, a mitigation strategy is then selected to resolvEhe Stitch hnguage helps to mitigate the
uncertainty in the strategy selection. Stitch allows explicit modeling of the uncertainty in strategies. As a
result, when the Rainbow framework decides a strategy, it can select it based on the expected value,
which is a repesentative of the underlying uncertainty. For the last source of uncertainty, they consider
how to deal with it by specifying how long the framework should monitor the implementation of the
strategy before committing the change to the running system.

POISE (Esfdani et al., 2011is a quantitativeapproachto handlingthe challenge posed by uncertainty

in makingadaptation decisions. POISEDopts fuzzy theory for assessinghe positive and negative
consequences of uncertaintfhey proposed a novel approackr finding an optimal solution that has

GKS o06Sad NIy3aS 2F LIaarofS o0SKIFE@PA2NAR gAGK NB3IIFNR
quality attributes of software systems through reconfiguration in order to achieve an optimal
configuration. Howesr, POISED redefines the traditional definition of optimal adaptation from point
estimations to the one that has the best range of behavior. In turn, the selected configuration has the
highest chance of satisfying the quality objectives, albeit due to mmicgy, properties cannot be
confirmed 100% accurately. POISED uses Possibilistic Linear Programming to make the tradeoff between
alternatives. The decisiamaking problemsbased on a coherent representations of uncertainties allows

the specification oimportant aspects of uncertainties in the eye of decision makers. For example, in one
scenario one might prefer to have a solution that guarantees certain limits in the \wasst scenario.
However, in other scenarios, omeay prefer a solution with a higer risk but potential higher quality.

ADC(Anticipatory Dynamic Configuratiof}y Poladian, Sousa, Garlan, & Shaw, 26@l)tates selecting
appropriate services to accomplish a task and allocate resources amongsirsees at runtime. This
work does not consider environmental uncertainty. In a subsequent \Wsake Poladian et al., 20Q7)
they extend the original work in ordéw incorporate anticipatory decisions and considered the inaccuracy
of future resource usage. They used the worfNarayanan & Satyanarayanan, 2088 utilized prdiling

data to find requirements regarding resousc®r different configurations. Byncorporating resource
availability prediction, the ADC framework chooses a configuration that optimizes the cumulative
expected value of utility over time. This sigrafitly reduces the number of changes and the disruptions
in the system. For the adaptations, the cost of configuration switching is also considered in the work. If
the cost is low, ADC selects a better configuration. On the other hand, if the cost ia higipptimum
configuration is selected.
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Camara et aliCamara, Moreno, & Garlan, 20lgpposeda formal analysis technique based on model
checking of stochastic multiplayer games that enabigmntification of the potential bendit of
considering adaptation tactic latency in adaptatimechanismsThey conclude thagxplicit involvement
of this source of uncertainty, i.e., adaptation latency, in adaptation reasampgoves the outcome of
adaptation.

In summary, tis category of research intends to mitigate the effectarérnal uncertainty whichis
rooted in the dificulty of determining the impacbf system changeon the quality properties e.g.,
determining the impact ofeplacing a component on the systemesponse time energyusage etc.

3.3.3. External uncertainty

FUSIONEIkhodary, Esfahani, & Malek, 2018es machine learning, Model Tree Learning (MTL), to self
adapt the behavior of the system to unanticipated changes. This approach allowgstieen to mitigate

the uncertainty associated with the change in the environment as it progressively learns the right
adaptation in new contexts. The output of learning consists of a number of relationships between the
adaptation actions and the qualitytabutes of the system. The quality attributes can be derived based
on measurements by instrumenting the software provided by the underlying runtime platform. The
adaptation actions are associated with variation points in the software that can be appliedtane.

FUSION has two cycles, a learning cycle and an adaptation cycle that complement each other. In the
learning cycle, the relationships between quality attributes of the system and the adaptation actions are
learned through measurements. In thigote, the errors in the learned relations are also detected. As soon

as the quality factors of the software decreases below a certain threshold, the adaptation cycle make an
informed adaptation based on the learned knowledge.

RESIS{Cooray et al., 201Gpcuses on the reliability of the system by monitoring internal and external
properties, changes in the structure as well as contextual piiggeto continuously refine reliability
measurements at runtime. The updated reliability measures are then used to decide about configuration
changing in order to improve its reliability. The target domain of RESIST is mobile, embedded and
pervasive softwee. These systems are highly dynamic and face unknown contexts and fluctuating
conditions. They are typically misstoritical systems and require high reliability. RESIST mitigates the
uncertainty through constant learning.

RESIST measures component llenadiability by learning the unknown parameters of Discrete Time
Markov Chains (DTMC). As soon as the reliability measure at the individual component level is measured,
a compositional model is adopted to determine the reliability index at the systenh. IB&SIST models

the uncertainty in the learning process by probability theory.

ADAM(Carlo Ghezzi, Pinto, Spoletini, & Tamburrelli, 28L@ports adaptation aimed atnitigating non
functional uncertainty ADAMrelies onMarkov Decision Processé8IDPs) to model alternative and
optional functionality implementationsn seltadaptive software According to the aggregated quality
metrics, ADAM caffind the execution pathwith the highestprobability to satisfy the no#functional
requirements and then enabladaptation by switching to alternative implementatioriBhey do not
consider the inaccuracy of the transition probabilitiesuth MDP models.

KAMI(A Filieri et al., 2012nablescontinuous vefication ofreliability and performance requirements of
seltadaptive systems by exploitiraalytical models such &iscreteTime Markov Chains (DTMCs) and
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ContinuousTime MarkovChains (CTMCs)spectively. KAMtan update the model parameters of DTMCs
and CTMCs through Bayesisstimation based on runtime observation§AMI employs model checking
in order to check the satisfaction of ndanctional requirements and triggers adaptations according|
Similarly, Sykes et a{Sykes et al., 2013)roposedto enable seHadaptive systems to cope with
incomplete and inaccuta knowledge by updating their behavior models. They use a probabiligéc
learning technique to not only update transition probabilitiésit alsodiscover new structures of the
model. These studies aim at updating tinedels used for the knowledge base of planning.

Veritas(E. M. Fredericks, DeVries, & Cheng, 2bk) (A. J. Ramirez, Jensen, Cheng, & Knoester, 2011)
usesutility functions to adapt test casess part of aruntime MAPET framework (E. M. Fredericks,
Ramirez, & Cheng, 2013}lore specifically Veritas adapts testases at runtime to ensure that the
adaptive software can run reliably in the presence of environmental uncertaifgyitas monitors an
adaptive system generates an appropriate test plawerify the test cases and adapts test cases as
necessaryVeritas adopts the Loki framewo(R. J. Rairez et al., 2011fo generat unique system and
environmentalcorfigurations

In summary, this category of research aims at mitigatingemal uncertainty that comesfrom the
environment or domain in which the software énbedded(Esfahani & Malek, 2013Jor example,
external uncertainty for a software system deployedaigleanerrobot may include the likelihood of
collidingwith certain objects Software seladaptation is one approach in dealing with thieets of
external uncertainty, e.g., indirty roomthe cleaner robothavigator component mape replaced with a
more conservative navigator to avoid a collisibherebre, appropriate techniques have been developing
to minimize the effects of such external uncertainty in the-sel@ptive community.

3.3.4. Desigrtime uncertainty

The issue of uncertainty control aesigntime in requirements engineering has be@noposed for
requirements elicitation, disambiguation and inconsistectyecls. MAVO (Famelis, Salay, & Chechik,
2012; Salay, Chechik, & Horkoff, 200i&¢spartial models to manage requirementsicertainty. Yang et
al.(H. Yang, De Roeck, Gervasi, Willis, & Nuseibeh, gidit)sed an approacto detect the uncertainty
in natural language requirements. Arora et ghrora, Sampath, & Ramesh, 201@rused on the
uncertainty arising from inconsistefgature interactions.

Letier and van Lamsweerdketier & van Lamsweerde, 200#pposed to specify partial degree$ goal
satisfaction and quantify the impact of alternative designs ondegree of goal satisfaction for guiding
requirements elaboration and desigiecision making. Thegptial degree of goal satisfaction is modeled
by anobjectivefunction on quality variables, and probabilistic models specify the objective function. This
study usea probabilistic technique to tackle gaadtisfaction uncertainty atesigrtime, while wefocus

on runtime handlingf contribution uncertainty, preference uncertainty antfext uncertainty.

GuideArch(Esfahani, Malek, & Razavi, 20t@)antitatively guids the explorationof the architectural
solution space, including ranking thmndidate architectures,finding the optimalarchitecture and
identifying the citical decisions, under the uncertaimpact of architectural alternatives on properties of
interest. The GuideArctiramework defines a utility score for each candidatrchitectureusing fuzzy
membership functionThis studyemploys fuzzjogicto represat and reason about uncertainty.
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EAGLEM Autili, Cortellessa, & Ruscio, 2012; Marco Autili et al., 2314 modebased framework that
embracethe incompleteness andhaccuracyof the models with respect to the system goalBAGLE
suppors the exploreintegratevalidateadaptation loopthat will be realized by exploiting moddtiven
techniquessuch asstatistical inference, machine learning techniques, connector syntesis(Inverardi,
Issarny, & Spalazzese, 20&0y goal verificationThis integrated framework will support the engineering
of software systems that arbuilt by integrating, under uncertaintyexistingcomponers and that are
dynamically evolving within a changiegvironment

Leitier et al.(Letier, Stefan, & Barr, 201g)yoposed an approach to apply mudibjective optimization
techniquesfor evaluating uncertainty and its impact aystem goaldefore making criticatiecisions.

They enable software architects to describe uncertainty about the impact of alternativestamgoals;

to calculatethe consequences of uncertainty; selectcandidate architectures; and to assess the value

of obtaining additional informatin before making a decisianTheir work is closely aligned to the
GuideArch frameworKEsfahani, Malek, et al., 20133lthough they differ in their decision analysis
techniques, these two approaches reached the same conclusion about the consequences of handling
dzy' O S NJi modefliigé uvicertainty andnathematically analyzingts consequences leads to better
decisionghan either hiding uncertainty behind pokfiased estimates(Letier et al., 2014)

In summary, these desigime approaches more or lessquire user involvemenimmaking them infeasible
to be applied in an unsupervised satlapation processThis category of research, although proposing a
mechanism for adaptation, does not concentrate on Monitoring or Execution part of NABEp.
However, the seladdaptive community can utilize the insights that have been produced by thegaat

of research to introduce novel approaches for controlling and minimizing the effects of uncertainty.

3.3.5. Control theory for handling uncertainty

Apart from the approaches listed above, there are other approathsgeting uncertaintyin order to
make degndable seHadaptive software by applying the principles ofitrol theory. The quantitative (or
measuremenddriven) adaptation has been studied for decades in control the@mtonio Filieri,
Hoffmann, & Maggio, 2014Dne major benefit of uisg control theory in this context is the guarantee of
control properties that can be proved mathematically. In this paradigm, adaptive software can be treated
as a controllable plant allowing control theory to be applied to enableaskiptation. Controtheory is
capturing increasing interest from the software and systems engineering comnitiatierstein, Diao,
Parekh, & Tilbury, 2004; Jamshidi et, &014; Zhu et al., 2009The application of control theory in
software engineering, however, is still a very preliminary stagéPatikirikorala, Colman, Han, & Wang,
2012)and is limited to the design of comliers focused on particular aubc solutions that address a
specific computing problem. Filieri et &\ntonio Filieri et al., 2014)eveloped a generahethodology,
which reduces the need for strong mathematical background to devidwadontrol solutions.

The main difference between the existing control theory approaches and our appio#cdt the fuzzy

logic controller we employed can handle expknowledge and numerical data in a unified framework,
and thefuzzybasedapproach, in generahasless computational complexity. The other benefit of our
approach is that the fuzzy logic controller does not require the mathematical model of the pldnt tha
controls. In this work, deriving an accurate mathematical model of the underlying software is a very
difficult task duethe non-linear dynamics of real syster(iSsfahani, Elkhodgret al., 2013; Hellerstein et

al., 2004; Lemos et al., 2013; Zhu et al., 2009)
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3.4.Discussions and Conclusions

Uncertainty is a critical challenge in the construction of-adHptive software and it needs to be taken
into account specifically when the depdability of the system is important. This hinders the widespread
adoption of seHadaptive software in practicédowever, aseported by others(Esfahani & Malek, 2013;
Lemos et al., 2013; RPexrPalacin & Mirandola, 2014}here is a shortage of applicable techniques for
controlling the effects ofincertainty in this settingAs also discussed {Esfahani & Malek, 2013here

is a need for development of appropriate mechanisms for mitigating the uncertainty underlying self
adaptation ofsoftware thatisprone to uncertainty. Only a few researchers have recently bégaddress
uncertainty (Esfahani & Malek, 2013Jable3.1 summarizes their work wlit regard to the sources of
uncertainty theyare dealing with.

According to the approaches positionedTliable3.1, three areas specifically lack mature mechanisms for
controlling the effects of uncertainty: noisy data,ll. change enactment, andl. user involvement.
However, the areas related foadaptation policy specification arld dynamic environments are quite
mature with several numbers of mechanisms for controlling the effects of uncertainty.

In the key chapters of this thesis that the core contribution of our work is described (i.e., Chapter
model calibratim, Chapter 5on adaptation reasoningnd Chaptes6 and 7 on adaptation execution and
realworld applicability), we properly positioned our approach. In those particular chapters, we
mentioned some of the concerns that distinguishes our work from exisippgoaches. Howeveitt is
useful to summarize thenain characteristics that make this thesss novelresearchconsidering the
frameworks that we summarized ifable 3.1. In general terms, the mostrucial differences that
distinguish our approach from other approaches that happeared in the literature are:

1. Our approach considers the incomplete and noisy monitoring measuremalest@ry uncertainty,
cf. Section2.2.1). Our approach is concerned with calibrating analytical models at runtime in the
presence of uncertainty in the input data. This distinguishes it from approaches (cf. seventh column
of Table3.1) that consider only complete data or approaches that consider Hoésedata.

2. Our approachcaptures the uncertainties associatedith dza SNEQ Ay O2YLJX SGS (1y26f
system adaptations policies using fuzzy |dgfistemicuncertainty, cf. Sectio.2.1). Our approach
enhances seladaptive software with adaptation reasoning that can robustly control the
environmental noises. This distinguishes it from approadleéssecond column ofable3.1) that
assume the problemfaconflicting subjective measures from a group of experts is solved elsewhere.
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Table3.1. Literature comparison addressing source of uncertainty and the activities they cover in the feedback control loop.

Source of Uncertainty FeedbaclControl Loop(MAPEK)
Adapt . Simpli | Change | Users | Dynamic Evaluatio
Framework ation y;’tlzy ficati enactm | inthe | environ M A P E K n
policy on ent loop ment
Case
c
% RELAX Fuzzy goal model study
2 | AUtoRELAX Fuzzy goal model Experime
g ntal study
& | FLAGS Fuzzy goal model | Example
S Goe_llD_nve_n Seif Proh Proh Proh goal_ goal model Experime
£ | Optimization reasoning ntal study
3]
S | REAssuRE Fuzzy goal' goal model | Exampé
= reasoning
| (N Bencomo & Prob goal Decision Experime
Belaggoun, 2013] reasoning model ntal study
Rainbow Proh Proh K constra_lnt K Architectur | Experime
evaluation e model ntal study
_ L Architectur | Experime
E POISED Fuzzy | Fuzzy | Fuzzy optimization e model ntal study
& | (cCamaraetl., . Architectur | Experime
S Proh ame analysis p
— | 2014) 9 Y e model ntal study
ADC Proh utity Utility Case
reasoning study
FUSION Proh Proh K K Feature | Experime
(learning) model ntal study
RESIST Proh | Proh Proh K K Markov | Experime
(learning) models ntal study
S | ADAM Proh K_ K Markov Experime
5 (learning) models ntal study
S - -
d | kaMI Proh K‘ constra_mt Markov Experime
(learning) | evaluation models ntal study
test case test plan Experime
Veritas/Loki Proh Y verification; Test cases p
verification S ntal study
optimization
5 (Antonio Filieri et Control controller Regression| Experime
= al., 2014) synthesis models ntal gudy
5 ~ - -
S | (zhu et al., 2009) Control integral Regression| Experime
controller models ntal study
Fuzzy Optimization
GuideArch (utilit - (arch. - Case
; study
y) selection)
EAGLE Proh - .G.oal. Synthesis - Example
verification
Partial Case
MAVO - model -
° . study
g reasoning
E, (H. Yang et al., _ Machine Rule _ Experime
2 2012) learning reasoning ntal study
O | (Aroraetal., B Feature B Case
2012) interaction study
(Letier& van .
Lamsweerde, Prob. - 5;:;:2;%8?' -
2004)
(Letier et al., _ MCO:rtli- Paretobased _ Experime
2014) . - optimization ntal study
simulation
o K constraint Fuzz izl N Experime
W | RCU (This Work)| Fuzzy | Prob. Control | (Bayesian . Y chang | models + P
[3) . evaluation reasoning ntal study
learning) e Fuzzy rule
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4.1. Introduction

Component connectors are increasingly adopted as a paradigm for building composite connectors
facilitating coordination and interaction between functional components of software sys{éwizab,

2004) These composite structures are built by composing and integrating individual coordination
channels known as primitive connectors. Consequently, tbeaanels can be executed and managed by
third-party providers. The providers can offer channels with different quality of se{@o8), therefore

the capabilities and quality of coordination among components will depenith@muality of thirdparty
channels. In other words, component connectors should become robust and resilient against the failure
of third-party channels. However, the environment surrounding the connectors, comprising functional
components and the amountf@eequests from them, also affect the quality of coordination.

In order to cope with managing the interaction in highly dynamic and unpredictable environments, fraught
with uncertainty, the coordination infrastructure needs to exploit adaptive capalslitiée consider self
adaptive capabilities as a necessary runtime obligation to ensure robustness and resiliencethgdinst
party channels failure and environmental fluctuations. In order to enableaddptive connectors, the
feedback control loop, knen as MAPK loop (cfFigure4.l), needs to be realized. One of the tasks
involved in the MAPK loop that needs to be realized to accommodate the Analysis activity of this loop
is continual verification of the nefunctional poperties (NFPgCalinescu et al., 2018j such connectors.
Since the approach of this thesis for satfaptation iswhite-box, i.e.,usingruntime models to enable
such adaptation, the challenge of continual verification of NFPs boils tiotine estimation of unknown
parameters of the analytical models and then formal evaluation of the propefiids.choice is motivated

by the fact thatthe current formalisns that areused to specify the underlying behavior of component
connectors e.g., constraint automata,are inherently statebased and there are available tools to
transform such formalism to the Markovian models, i.e., CTMC, that we use in this(tflesis, 2011)

In this thesis, we call the former activity model calibration. The main outcome of this chapter is a model
calibration method that is abust against uncertainties regarding input data, comprising noise and
incomplete observations. Note that for the ndanctional requirement verification, we adopt the runtime
efficient approach that is proposed {Antonio Filieri, 2013)

Autonomic Manager %
Knowledge @

N /

Base-Level Software

Users

Figure4.1. Scope of Chapter 4.
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Online model calibration in different settings, comprising (1) full observation, (Il) partial observations and
(1) partial observation with measurement noise, are employed to tune the model at runtime as depicted
in Figured.2. The updated model is then used to detect the violation of requirements. The detection of a

violation may then trigger an adaptation, which should be Planned and Executed to adapt the running

connector.

(4) Planning

A change plan is
derived to adapt the
configuration of
connector

(4) Adaptation

The running connector
is safely

reconfigured

(3) Reasoning
The requirements are quantitatively
verified against the tuned model

Adapta_tlon - Verification
Planning
Sl
1-y X
1-X
SE
Reconfiguration s, ¥ Runtime
Execution Observations

Model@Run-Time

l Is Monitored '

Running Connector - Monitoring Facilities

Interacts tls Monitored

Middleware Platform + Components (Environment)

Figure4.2. Overview of the seteconfigurable component connector.

4.1.1. Problem statement andontributions

(2) Calibration

The parameters of the
model is estimated based
on the run-time data

(1) Monitoring

The running connector
and/or the environment

is monitored

Let us consider a situation where the behavior of component connectors is specified by a mathematical
model (cf. the modeat the heart ofFigure4.2). This mathematical model, which corresponds to a
connector, contains some parameters. Now, we can consider some scenarios regarding the parameters.
Parameters can be constant over time and known, leadingtiitm&invariant model without uncertainty

Let us also imagine a situation where the parameters are constant over time, but only known as a rough
estimations, providing éime-invariant model with uncertain parameter valuéa&e can also consider a
situation, where parameters can change over timesulting in aime-varying modelin this research, we
consider the last two scenarios. More specifically, in the case of uncertain and varying parameters, we

develop mechanisms to estimate their current valwes the flyx

ol aSR

2y

G KSAVIEDE AT |

measurements. The latter part of the last sentence is critical because this is where our contribution lies.
Unlike the existing approaches for parameter estimation, we do not assume that available measurements
are perfect. We rather assume that they ynlae incomplete or noisy. While there are different sources of
uncertainty in seHadaptive software(Esfahani & Malek, 2013}he incomplete and noisy runtime
measurements are the sources that we consider to tackle in this chapter. It is important to understand
that the incarnation of uncertainty is different from adaptation reasoning which we address in Chapter 5.
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The objective bmodel calibration is to estimate the unknown parameters of the model based on runtime
observations as depicted Figure4.3. This estimation of parameters should be accomplished accurately
and at the right time. Informally, iheans that the estimation should detect as many violations as possible
as soon as the actual value of a parameter enters a violation zone. Accurate estimations are important to
avoid the execution of unnecessary adaptations. In addition, estimation aighetime is important in

order not to miss adaptation opportunities resulting from lagging behind the actual value.

Estimated
Parameters

Estimation

Run-Time
Observations

Model Calibration

Design-Time . s s@ s API
Estimations > — b )
Architecture [ > o2k Lo i ok C —y wobi
Models - w;»l .
Requirement [ ™ -
R —: :
Analytical Modeling Deployed Component Connectors

Figure4.3. Overview of Model Calibration.

As a key contribution of this work, this chapter focuses on the following three impastamarios, which
concerns robust model calibrations for reconfigurable component connectors:

1. Model calibration with full observations In this case, the unknown parameters of the model at
runtime are estimated based on a full observation of the runtime connector. It means that for the
discretetime models it is assumed that the full discrete time senié data is available, and for
the continuoustime models, it is assumed that continuous observations are available.

2. Model calibration with partial observationsin this case, incomplete runtime data is monitored
and collected for parameter estimation.itfformally means that some components of the model
are unobserved and we have only partial observations.

3. Model calibration with incomplete and noisy observationdn this case, not only a partial
observation is available, but also the data is assumed tpdsturbed by noise and measured with
some controlled errors in order to have a more realistic scenario for robust calibration.

Having considered the above realistic cases of data collection and by ensuring the accuracy of model
calibration, the key objeéc A @S 2 T (i KA & roliugt Nddel daBbraiiogto b® gdbpdetl i6 thedself
adaptive loop of component connectors.
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4.1.2. Chapter structure

The outcome of this chapter is a number of parameter estimation technidbhas resultin accurate
parameter estinationsgiven that the runtime measurements contain uncertairitythis chapterwe aim
to addressRQ1(cf. Chapter 1)which highlights the needs for amodel calibrationthat supportsnon-
functional requirement verification at runtimeNonfunctional requiement verification triggers the
adaptation reasoningWe discusthe adaptation reasoningn Chaptels andthe requirement verification
in Chapter 7 of tisthesis.

The rest of this chapter is structured as follows. Sedti@discusses the concept of models at runtime,
the type of analytical models that can be adopted as well as the robustness of model calibration.
Sectiord.3formally defines the analytical models adopted in this thesis. Sedtig as the main section,
introduces the proposed method for model calibration in the presence of uncertainty and
comprehensively evaluates the adopted techniques with thorough discussions on the results. &é&ction
reviews the most related work in the literature. Sectid6 discusses the limitations and future
dimensions of this work.

4.2. A Robust Model Calibration

Fundamentally, robustness is the basic organizatipniaciple of dynamic evolving systems. It is attained
by someprinciples, whictare observed by wellesigned systems. Kitar{&itano, 2004 Hisasses four
mechanisms that he believes ensure the robustness of biological systems:

System control
Alternative mechanisms
Modularity

Decoupling

= =4 =4 =4

A highlevel architectural viewpoint of our model calibration approachFigure4.4 shows that our
approach also inherits these underlying principles of a robust mechanism. Runtime data are collected,
unknown parameters of the analytical models representing the connector are updated, adaptation
reasoning based on the adjusted modslperformed and the appropriate mode of the connector is
derived and enacted on the running system. Each of these modules, though interconnected, are
decoupled and perform their own functions. There are also alternative mechanisms to handle input data
considering the uncertainty inherent in the observations.
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Figured.4. Architectural framework of robust model calibration.

4.2.1. Models at runtime: an enabler for selflaptive behavior and assurance tasks

One ofthe key usages of models at runtime is to exploit the causal connection betweandkel and its
system under investigation at runtime, segure4.5. The usage of this connection has two different sides
(Eder et al., 20130n the one hand, models and system ardédacriptive causal connectiby which the
changes in the system are reflected to the models. This enables analyisisques to verify highevel
models instead of the complex implementation of the application to collect needed information for
verification. On the other hand, they aa¢soin prescriptive causal connectiofhismeans the models can

be changed to oginate (or trigger) an adaptation of the application.

Model@Run-Time Software
s prescriptive causal connection [ir (ondition){

1 . doAction1();
----------- Prlelslclr:I??lflolrlllllll> doAct|on2();

descriptive causal connection|}else {
S 4 doAction3();
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Database PC
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Figure4.5. Interactions between model at runtime software and its runtime environment.

In the context of assurance of requirements for software systems, models at runtime casiffdagnt
rolesfor assuring both functional andon-functional requirements of a system. For instance, they may
represent requirements to be ensured, the current system state, adaptations that need to be enforced or
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context that the software uses. They also sesegeralacilitiesin this context. Forxeample, they may be
utilized as information sources for monitoring purposes, or change the system via model manipulations,
or modetbased analyses such as verification and simulations.

The role of models at runtime specifically as an enabler foragklpive behavior of software systems is
represented inFigure4.6. It uses an equivalent description of the architecture of the software system
(which here corresponds to the connector mode) that is developed at dé¢isign This moel continues

to exist after development time and therefore can be calibrated to monitor the interaction between the
software and its runtime environment. On the other hand, the requirements of the system will be verified
continuously against the calibratadodel. When a violation of a requirement is detected, the software
system can be adapted accordingly. The key enabler for thiadefftive behavior is located at the heart

of Figure4.6, which should be kept alive at runtime to support the tuning of the model. This extension of
the lifetime of models in this paradigm enables the autonomic adjustment of the system implementation
to tolerate new and possibly unpredictable situatighsiciano Baresi & Ghezzi, 2010)

Verifier
Implementation
Model Analysis if (condition){
doAction1();
doAction2(); ‘
Yelse {
Model@Run-Time doAction3();
¥
S .
Transformatign ! Model Calibrate
a % Com H @ H 1-Y X 4
v
Architectural Model Se API
S Y
2
Violation
Run-Time Environment
Online Adaptation

Manager Run-Time Adaptation

Figured.6. The role of models at runtime in satfaptation loop.

4.2.2. The choice o&nalytical models

A wealth of models has been proposed over tia'emodels at runtim¢Ardagna, Ghezzi, & Mirandola,
2008) They differ in the level of formality and precision, the aspects they are intended to describe, and
the types of reasoning they suppaidamshidi et al., 2013)

The type of the models that are employed as models at runtime differs from the more conventional
models used by software architts to express their design choi¢dsdagna et al., 2008; Blair et al., 2009)
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The former type, known amalytical modelsare mostly used for analysis of rtamctional requirements
such as reliability or performand€ortellessa, Marco, & Inverardi, 2003 list of potential models at
runtime is summarized ifiable4.1. For a detailed discussion about such analytical models, we refer to
(Ardagna et al., 2008)

Table4.1. Potential models at runtime and their supports for fionctional requirementgadapted from(Ardagna et al., 2008)

Systgm Model Characteristic
Quality
3
Model Family Model Name e |
L > =
s 2 23 |3 |z
5 S5 § |Y |8 |8
5 3 S |8 |§E | %
o 04 < &) O )
Bound analysis X -- H H H H
Queuing Models Product form X - M H H M/H
Non-product form X - H H M L
Layered queuing networks X - H H H M
DiscreteTime Markov Chains X X H H L L
Markov Models ContinuousTime Markov Chains X X H H L L
Markov Decision Processes X X H H L L
Stochastic Model Checking X X H H L L
Simulation Simulation Models X X H M M/H L/M
ControlOriented | Linear Time Invariant X -- M/L L L H
Models Linear Parameter Varyin X -- M/L L L H

A set of characteristics that can help architects to choose an appropriate mod@rdiagna et al., 2008;
Blair et al., 2009; Metzger, Sammodi, & Pohl, 20li&ed in Table4.1. A qualitative discrete scale is
adopted as High (H), Medium (M) and Low (L) to compare the models. The characteristics are as follows:

9 Adaptability Estimation techniques should support efficient estimations under software
architecture changes.

9 CosteffectivenessThe approach should require less effort than measurement at the system level.

1 Composability Estimation techniques should be able to estimate the system level parameters
based on primitive level values.

9 Scalability Estimation techniques shild be able to estimate the parameters even in large and
complex models.

Regardingadaptability, the goalis the capability to revise the model and obtain new estimates, always
remainingin the same model familyMarkovian models provide a high degreeadaptability. In this type

of model, a system change can result in a change in a parameter of the model or a different probability
distribution of the state space. ConsideriogsteffectivenessMarkovian models are very cesffective
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since modeling reques a small effort comparing to prototyping. With respectaomposability the
models, which are structured hierarchically, can be composed more easily. Therefore, Markovian models
have a low degree of composability. Finally, considersnglability Markovian models require
considerable computation time to be analyzed and therefore, have a low level of scalability.

4.2.3. Robustness in model calibration

Robustness is defined as the ability of a system to resist perturbations without adapting its initial key
functions (Kitano, 2004) More specifically, in computing, robustness is the ability of an algorithm to
continue to operate reliably despitabnomities in input, which is the characteristic of unreliable
environments with unreliable components. It is considered the fundamental feature of dynamic adaptive
systemgKitano, 2004)

Robustness is often misinterpreted to mean remaining unchanged irrespective of environmental noises,
so that thearchitectureof the system, and therefore the mode of operation, is unchangeéthno, 2004)

In fact, it often requires the system to change its mode of operation in a smoothed way. In other words,
robustness allows changes in the structure and congms of the system due to perturbations, but
specific functions are preserved.

Model calibration consists of appropriate estimation mechanisms interacting with models at runtime in a
loop as depicted ifrigured.7. The loop is started with an analytical model, whose structure is determined
by the architecture of the software system, and it is specified by initial estimates that are available at
designtime. This analytical model with its initial estimates aheé parametric values determines the
initial model at runtime. These parameters determine the parts of the system that need to be adjusted at
runtime. The observed runtime data is collected and then forms a time series, which is passed to the
estimation mehanism. The appropriate mechanism is chosen based on the characteristics of the data.
The output of the estimation is the refined estimate, which substitutes the previous values in the model
at runtime.
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In the next section, we review the adopted analytical models in this thesis. The models will be delineated
formally to provide an appropriate foundation for later runtimealyses.

Note most concepts defined and useih this chapter are standardconceptsin probability theory,
stochastic model checking and quantitative verificatibat we borrowed from standard literature.g.,
(Calinescu et al., 2012; M Kwiatkowska et al., 2007; Marta Kwiatkowska, 2007; Pinsky & Karlin, 2010)

4.3. The Model Framework

Let us now conciseiptroduce theanalyticalmodels weutilize in this thesisand the automati@analyses

we perform on them at run time. Since our focus is mon-functional propertiesof component
connectors we specify connectors via Markov models, which support quantita® probabilistic
specifications that are particularly usefuldefinite reliabilityandperformanceproperties(Ardagna et al.,

2008; Glinz, 2005Markov models have been adopted quite a lot in software engine¢Andagna éeal.,
2008)and there are tools availabi@oon, 2011)or deriving such models from the architectural design

of Reo connectors as this is the principal language for designing and implementing connectors in this work.
For a more detailed justification of this choice, refer to the comparison and discuss@ctior4.2.2
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In statistics, aMarkov processs a stochastic process satisfying a certain property, called the Markov
property. A stochastic process satisfies the Markov property if the transition probabilities between
different states (i.,ed0 @)AY GKS adlr dS aLl O0S RSLISYyR 2yteée 2y GKS

~ D ® L ok o o o~ d ® LD o (4.1)

Therefoe, for a Markov process the only information about the past needed to predict the future is the
current state of the random variable. On the other hand, knowledge of the values of earlier states does
not change the transition probability.

A Markov chainrefers to a sequence of random variables [ [t ) generated by a Markov process.
Generally, the term Markov chain is used to convey a Markov process which has discrete (finite or
countable) state space. More specifically, the possible valués fofm a countable state space of the
chain. A Markov chain either can be defined for a discrete set of times or can take continuous
values ® 0 g0 1. In the former case, the Markov chain is called Disefatee Markov Chai(DTMC)

and in the lattercase, it is called Continuod$me Markov Chai(CTMC).

In the Markov chains (DTMCs and CTMCs), states are directly visible, but in a special class of Markovian
models, the states are not directly observed, hutoisyversion of them can be measured. These models

are known as Hidden Markov Mod€lsMM) or StateSpace ModeléSSM) in general. This class of models

is especially useful when we have inggete and noisy observations of the system and we need to
estimate the parameters of runtime models to enable reliable andime adaptations.

4.3.1. DTMC models

The differencebetweenDTMC and CTMC is thrather than transitioning to a new (possibly the sgme
state at eachiime step the system willnsteadremain in the current state foexponentially distributed
random time and therchange its stat¢o a different state.

DTMC is characterized Imansition probabilitiesr)  which are the probabilities that a process at state
spacew moves to statew in a single step,

NE "0 OW 4.2
If the state space is finite, theansition probability distribution can be represented by a transition matrix

0 with the elements ;. Each row ob adds to one and all elements are norgative. Thereford) is a
proper stochastic matrix.

The following DTMC model Figure4.8 represents a statdased system (here, a connector channel)
S2yaradiy3 2F n atGlisaod { NBLNBaASyda (GKS af{al NI
GKS a[2aid¢ adlraS FyR 5 Aa tematartadhe btartStRe ah@moveKoShed 5 St A
temporary state, then the message either will be delivered to the target or will be lost by their
corresponding probabilities.
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Figured.9. Matrix representation of the DTMC example

4.3.2. CTMC models

CTMC is characterized Inansition ratesr) ; which measure how quicklyanstions @ to w happen.
Precisely, after a small amount of tin¥e, the probability of the state is now

A0 YO wdo o [pYo & VoRm o 4.3)

The tansition rates) ; form the transition rate matriX). As the transition rates matrix contains rates,
the off-diagonal cells indicating the rate of departing from one state to arriving at another should be
positive and the diagonal cells indicatitite rate at which the system remains in a state should be
negative. The rates for a given state should add to zero, resulting in the diagonal element being:

N N (4.4)
By congleringfl ~ @0 ® , the evolution of CTMC is given by the following equation
T =

; (br] no 4.5
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The probability that no transition happens in some tifgs:
AN oHin o Qo w Qn (4.6)

That means the probability distribution of the waiting time until the first move is an exponential
distribution with parameten .

Ao

Figue 4.10. A CTMC example

HEEME
S -10 0 10 0

Figured.11. Matrix representation of the CTMC example

4.3.3. HMM mode$

In HVMM, there are basically three involved stochastic process: a hidden @€ mipf8 and an
observed one®sQ pltfB . In this model, it is assumed that the hidden processQ tipH8 is a
Markov chain. Here we assume that the Markov ohaia continuousime Markov chain® 0  TT.

@ is governed byd 0 and it has a direct influence db. @ is a noisy version @d. In other words, we
model runtime data as being noisy observations of some unobserved stacpastiess as it is shown in
Figure4.12. The model consists of:

T ~ & :Initial distribution
T ~ &z [Q pkfB: Transitions
T ~ O RQ pheh8: Likelihood
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Figure4.12. Hidden Markov model with hidden CTMC model as runtime model.

4.4. Model Parameter Estimation

The model calibration as depictedRigured.13 consists of two main tasks) data colletion (or runtime
observations)?2) parameter estimation (or model fitting, model calibration, model adjustment, model
update). The observed runtime data is collected and is then processed by the estimation mechanisms.
The runtime observations, in general, can be seen as samples of appropriate stochastic processes. The
outputs of the estimation methods are the refined estimates, which substitute the initial values in the
models at runtime.In this section, we first motivate theeed for accurate parameter estimations
considering the uncertainties in the runtime observations. We then describe the proposed methods for
the estimation of the unknown parameters of the analytical models (i.e., DTMC and CTMC) that we
consider in this thsis as the runtime models for connector satfaptation. As a result of this selection,

the problem of parameter estimation of the runtime models, therefore, reduce to the estimation of
transition probabilities for DTMC models and transition rates for Ciiddzls.
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Figure4.13. Overview of parameter estimation using mathematical model

4.4.1. The reed for an accurate parameter estimation

In order to perform adaptive changes to running component connectors espeiiail seHmanaged

manner to respond to the requirement violations, the connectors need to be enhanced with an estimation
capability to detect the violations as soon as possible. A key objective of such approaches is to estimate

the parameters of the anglical model at runtime (here, DTMC and CTMC models) accurately. By accurate

we mean most of the violations of ndanctional requirements should be detected, while generating as

FSs FlLtasS aySSR F2NJ FRILIIGAZ2YyE MEOAGENETE I AR LR &S
violations that can be detected by an estimation approach, the more accurate it would be. In this section,

we elaborate on the relevance of accurate estimation for -adHptive componenrtonnectors.

Figure4.14 illustrates different situations, which may occur when performing parameter estimation of

the runtime models and their correlation to accurate saifaptations.
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Figured.14. Different scenarios parameter estimatiorfadapted from(Metzger et al., 2013)

We assume here that the monitoring mechanisms are in place and once the running connector changes
its state to a different state according to its analytical model, its runtime data includingtéties change

is observed. These observations provide the main input for the estimation of the parameters of the
runtime models. The diagraaboveillustrates this by sketching a CTMC model corresponding to a running
connector.The changes in the connector in terms of its runtime state represent the points in time when
monitoring is assumed to be performed and thus the stetb@nges in the model can be observed.

According tdrigure4.14, two importantcases may occur during estimation:

Unnecessary adaptationsFalse positive estimations may trigger the salptation of the
component connector although the connector would have in fact worked as expected. Such
unnecessaryMetzger et al., 2013)r unrequired (Amin, Colman, & Grunske, 20#)aptations

can have the following consequencdsrstly, the adaptation execution takes time and would
leave less time to address the actual violations. Secondly, the replaced connector mode might be
unreliable (e.g., if the new channels have bugs) leading to an ultimate failure of the connector.
Missed adaptations False negative estimations will not trigger a -selaptation, although the
connector will actually violate some requirements and this violation could have been
compensated. In this case, where an adaptation opportunity is missed due ipaaourate
parameter estimation of the runtime models, or the need for adaptation is detected very late, it
can lead to costly repair strategies or the restart of the connector. This implies that inaccurate
estimations would reduce the overall efficienafythe selfadaptation mechanism.
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4.4.2. Estimation of transition matrix of a DTMC

Estimating a transition probability matrix of a DTMC with discrete observation data for each énodel
WD pMBAYis simple. Let us assume that each model hasates and we have a time serieséof
observations of the model.

4.4.2.1. Parameter estimation with complete data

Let us assume that we want to estimate a tatep transition matrix and the da is from a collection that
was followed for four steps with two twetep observation intervals. In this case, the observed-$tap
intervals coincide with the desired twstep transition matrix. Because the DTMC models are
homogeneous, the observed traiions between the first two steps can be summed up with the transition
between the second two steps to form an observed tstep transition count matrix as follows.

€ E €
0 e E @& 4.7)
3 E ¢

Given the observed count matrix, the maximum likelihood estimate of the transition matrix is the row
proportions of0 ,

0 nNHRMIiMY &7 &5 (4.8)

Unfortunately, assuming complete runtime data is far from reality. Usually, we can only obtain noisy
measurement of a small fraction of the runenstatus of connectors, captured at discrete time points.

4.4.2.2. Parameter estimation with incomplete data

In this section, we develop a relationship between the observed GaifisizeQ the DTMC modeb of

sizev and model parameterd. The objective irestimation (learning) of model parameters (transition
probabilities) is to compute the posterior probability densityd SOR . This is the probability of the
model parameters, treated as a random variable, given the monitored (observed) data and tiet mo
structure. In order to find the posterior distribution, a common approach in statistic is to consider the
joint distribution~ DROZD given a certain model structure. This joint distribution can be computed in

two ways:» 0Oy~ 00 or~ OV~ 0P ¢ KA A NBadzZ Ga Ay GKS .l1&saqQ
v 0 OB~ O
~ § O ~ 4.9)
~ O

It consists of three components. The prior probabiit0 b indicates our assumptiong designtime
regarding the model parameters. These assumptions regarding diisigrestimations are based on for
example previous experience of the designer or empirical data about the connector collected in previous
runs. The likelihood 'Oy spedfies the probability of the observations given the model and its
parameters. Finally, the evidence or marginal likelihoo®3 is the probability of the observation given

the model.
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For computing the likelihood, we make a simplifying assumption tmaffitst observation is given. Then
the probability of observations is the probability of the second data given the first, times the probability
of the third given the second and so on:

~ 0 hd N & Np R (4.10)

The prior~ 0% is utilized to specify assumptions about the model. We emgjugate distributiosin
order to make posterior tractableith respect to the prior. It means that the pesior distribution has
the same functional form as the prior. We model each row wfith a Dirichlet distribution. This choice
is justified in(Diaconis Ylvisaker, 1979)

NEMaMB Mg x0Q nh "zMHh n; (4.11)

Generally, a Dirichlet distributio® "Qé hd B8 hd  with postive parameters is a joint distribution for a
vector® p ® E & withdensity evaluatedidd B ®

3
B 3w
4.12
@ W
With the following properties:
~ W
Ow -
W
o (4.13)
v ww w
W ww -
W w p
Given the likelihood and prior, the evidengeOgd isasimple/ 2 NY I £t AT FGA2y Ay .l &S8S&aqQ
~ O ~ 0D~ 0L QO (4.14)
b2¢s o0& dzaAy3d .l &8SaQ GKS2NBY:Z GKS SadAYldAazy 2F LI
o §OR 3® U o .
B 3® 0y
(4.15)

66



Since the Dirichlet distribution is a conjugate distribution, the posterior efttansition matrix) is a
product of independent Drichlets with the following properties:

@ 05
w U

This is the posterior mean estimate (PME) of the model patam

I

&) 0
P 0@ 20 4.17)

w 0 &) 0

Therefore, the PME is a weighted sum of prior expectation and maximum likelihood estimate (MLE). As a
result, we sumrarize the estimation as a more intuitive and computationally appealing form as follows:

o ” B l’j .

Ne e Ap e i (4.18)
W 0 W 0 0

Note that the full details of the mathematical reasoning above is givéatielioff, Crutchfield, & Hubler,

2007) Formula4.18) is the Bayes rule, which yields the new estimates based on the weighted sum of two

terms. The former term is associated with destgne estimates) ; and represents a priori knowledge

about the transition probabilities in the DTMC maode€he latter term is related to runtime data, which
has been observed from a running system. More specifically, it provides monitoring data about the
occurrence of transitions among states of system. The variahie smoothing parameter, which
qguantifiesour belief in apriori knowledge. A high value of the smoothing parameter means that we are
confident with our estimate at desigiime and the runtime data produces a smaller contribution in
changing the parameter. The low value of the smoothing parantagglights the runtime data and as a
result, the probability of ever changing the parameters will increase. In cage af, the estimator
reduce to the MLE estimator. Note that the smoothing parameters need to be treated differently for
highly dynamic environments than for fairly stable environments and we can estimate the model
parameters with high confidence at desiime. Therefore, in the case of the latter situation, it is better

to set a higher number for.

It is important to mention thatthe Bayes rule, i.e., Formuld.18), has beenpreviouslyapplied for
estimating unknown parametsrof Markovian models ifCalinescu, Johnson, & Rafiq, 2011; Epifani et al.,
2009)and we do not claim this as a contribution of this thesis. A minor contribution that we madesin thi
regard is the comprehensive experimentghalitative and quantitativeobservations of applying this
estimation technique tathe parameter estimation of component connectors in different settings as
reportedrespectivelyin Sectiord.4.2.6and Sectiort.4.2.7

4.4.2.3. Failure detection using the Bayes estimator

In the context of the analysis in the MARHoop, a failure isletectedif the system experiences a
nonconformity to the expected behavior describbg a requirement. For instance, consider the system
described by the DTMC modelkigure4.8 and a requirement as follows:

"Yp: The probabilityd p that messages are successfully delivered is greater -

0.89. (419

67



A failure of Yp may be detected by considering the number of successful message deliveries over time.
For instance, let us consider a runtime data of length 40 each representing the final state of the message
delivery/lost. Suppose that the following tradi® HQ /8 Q) Orepresents runtime data with eac
showing a message delivery/lost. We assume that among these 40 observations, 5 of
them QHQOHQ FQ AQ represent messagessdt. It means that the system that corresponds to the
DTMC irFigure4.8, in these moments moves from stat#&o 0 and in the other moments goes frofiY

to ‘0. By assuming ¢ Tafter observing the runtime trace and by usingyrRula (4.18), we have the
following parameter update.

¢ ou
CTMTT CTMTT

n f T Y (4.20)

Having calculated the updated parameters associated with transitimm state Yto ‘O, we can deduce

that based on the observed data, the probability associated with the successful delivery of messages was
overestimated at desigtime. By using the new calibrated value 0.88 instead of 0.9, the probability of the
path from state™Yto "Yto Owould bed  pz @ ¢ 1@ Ywhich is lower tham@ ¢thus violatingYp. In

this case, the violation 6¥p, which is interpreted as failure of the system, is detected. After detecting the
violation, the exception associated to theolated requirement will be fired. This will trigger the
adaptation reasoning module, which decides the appropriate mode for the connector. As a result, the
current architectural configuration of the connector would be changed and new configuration will be
enacted. The details of the adaptation reasoning are given in Chapter 5.

4.4.2.4. Bayes estimator with exponential smoothing

Exponential smoothing is a mathematical technique that can be applied to time series data to produce
smoothed dataKalekar, 2004)Time serieslata are a sequence of observations. For instance, here we
can see the runtime data as a time series of random noisy data collected based on monitoring the
observed system. In Formuld.18), the past observations are weighted equally, while exponential
smoothing assigns smoothed exponentially decreasing weights over time. More specifically and in a
simple way, we want to assign rather different weights to the older observations aydondifferentiate
between them by putting more importance on recent observations. This is a logical extension, because as
each observation after a while becomes less important compared with more recent runtime data.

In general, the data sequence igpresented by @ and the smoothed data is written a&) which is
regarded as an estimate of what the next valuewfould bew* @

4.4.2.4.1. The simple moving average

A simple way to smooth a set of sequential observations is to ignore the old onesasider the latest
"Qobservations.

@ ® ——Hh0 p (4.21)

uo“l i)
(@)

, whereQis an arbitrary integer higher than one. A small valu&afads tomore sudden changes because
of recent changes in the data. On the other hand, a lai@eill result in a greater smoothing effect. This
method cannot be used until the fir&observations have been produced.
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4.4.2.4.2. The weighted moving average

A more sophistiated method for smoothing the timseries data is to calculate a moving average by
choosing a set of weighted factors.

Ve MM Qv p (4.22)

'no'll he)

In general, the weights are often chosen in a way to give more weight to the more recent observations
and less weight to the older ones.

4.4.2.4.3. Singleexponentiasmoothing

Both the exponential smoothing techniques weight the history of the workload data byies seir
exponentially decreasing factors. An exponential factor close to one gives a large weight to the first
samples and rapidly makes old samples negligibtponential smoothing is commonly applied in finance,
however, it can be applied to any discrstt of sequential observations. Let the sequence of observations
begin at timed T, the simplest form of exponential smoothing is:

W W
®w o p | 0 B | p (423)
The choice of is quite important. If it is too close to 1, it has less of a smoothing effect and gives a higher
weight to recent changes in the observations and as a result the estimate may fluctuate dramatically.
While values of closer to zero have bhetter smoothing effect and as a result, the estimate is less
responsive to very recent changes.

44244, Double exponential smoothing

Double exponential smoothing is an extension of the simple version. The output of estimation"® now
an estimate of tle value ofwat timeo & .

RN

W | p | W ) (4.24)
O ®w o p 1 o

O i 4o

4.4.25. Anextendd DTMC estimation algorithm

The Bayegule as derived in(4.18), as we will show in the experimental evaluations, and is also
demonstrated in(Epifani et al., 20095 effective inscenarios whes the runtime estimater) ; differs

from the designtime estimater) » , but is not changing rapidly after the first estimations and tends to be

constant at runtime However, irreal scenariosnvolvingcomponent connectors) » is likely to chang

dynamically. For suchircumstancesEquation(4.18) is not be able todetect requirementviolations
quickly. This is logical because even the oldest observation is as important as the most recent one. In some
situations, this lBcome even more problematic. It canndétect violations at allspecificallywhen the
violation periodis quite short We demonstrate some of these scenarios in Secfign2.6.3 In order to
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avoid such situations and providebetter estimation mechanisrme can use the idea behind exponential
smoothing(see Sectiort.4.2.9 asfirst has been proposed ifCalinescu, Johnson, et al., 201 the
extended Bayes approach, appropriate glgs are assigned to the observations. In order to derive an
updated equation for the extended Bayes rule, we first defimgghtsfor eachobservationas:

p

- (4.25)
W

, Wwhere® p, 0 is the time thatéth observation is made andl is the time of the observation that
requires to be weighted according to its distanoehe latest observations.

Now we can obtainie extended updating rule by multiplyirgchobservations) . by its associated
weightas defined in Equatiof®.25):

Ny = , (4.26)

Note that if we setd p, then the Equatior(4.26) is then turned back to its original Bzs/rule as in
Equation(4.18).

4.4.2.6. Experimental evaluation

In order to evaluate the appropriateness of the proposed parameter estimator as a calibration method
for DTMC models in the context of reconfigurable component connectorsdeoided to perform
controlled experimentgPfleeger, 1995)The central factor was the good level of control that we have
over the variables, which we describe in Secdof.2.6.2 In addition, we need to change the values of
controlled variables easily. The other key factor was the high degree to which we needed to replicate the
situations we want to investigat&.able4.2 summarizes the keyonicerns we consider in choosing the
right approach for evaluation.

Table4.2. Factors related to the choice of evaluation approach.

Empirical concerns | Controlled experiment | Case study

Level of control High Low
Difficulty of control | Low High
Level of replication | High Low
Generalization Statistical Analytic
Place to conduct In the lab In context

This section discusses some experimental results and their evaluations through a number of controlled
experimens. To be more specific, we simulate the runtime data by using statistical distribution and we
apply our estimation algorithm to estimate the parameters of the runtime models.

4.4.2.6.1. Experimental conception

This section contains a subset of the scenarios thabluev estimating the probability of successful
message delivery in a number of component connectors based on initial desigrestimates and on
runtime data obtained through monitoring the connectors. Message delivery was selected because it is a
critical semantic in each channel of connectors and influences the performance and reliability of each
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connector. For instance, in the task queue connectoFigure4.15, the DTMC model ifrigure4.8
represents the semantics of the channel between nodlés & .

The objectives of the controlled experiment are:

1 0Op: To show that the Bayesian estimator is an appropriate estimator for incalédration of
DTMC models as runtime models for enabling-addptive component connectors.

1 0c¢: To show that the extended version of Bayes estimator based on exponential smoothing is a
superior estimator in terms of identifying the violation of recgrirents.

Then the objectives are translated into the following hypotheses:

9 Null hypothesi"O): There is no difference in parameter estimation between the estimation
derived from the base Bayesian estimator and an extended version.

1 Alternative hypotheis(O : The estimates of the DTMC parameters of the component connectors
based on extended version of Bayes estimator is more accurate in terms of detecting the
violations and with less errors in terms of point estimations than the base version of it.

The experimentadlesign is a complete plan for applyitifferent experimentakconditions to experimental
subjects so thabne can determine how the conditions affect the result. In particuthg experiment
design is tglanhow the application of theseonditions will help tdaest hypothegs and answer objective
guestiors.

sied Task_Queue

= Writer =] Reader
= requests=1 = 3.—:—).—:'—)0 = requests=1
yi B [ b
out in

Figure4.15. Task queue connector.

4.4.2.6.2. Experimental setup

In empirical software engineering, the key discriminator between experiments and case studies is the
degree of control over the experimental variablgleeger, 1995)The difference between these two
types of evaluation approaches can be stated more rigorously by considering the notion of experimental
variables. There are in general three types of variables in the context of controlled experiments:
Independent variables, control variables and dependeaniables. Théndependent variablemfluence

the application of a treatment and thus results of an experiment. ddgendent variableare the factors

that we expect to change as a result of applying the treatment.cimérol variablegcontrolled varible

or extraneous variablegre specific independent variables, which are kept constant and unchanged in an
experiment.

By assuming that the probabilities assigned to the other state transition in the model represented in
Figure4.8 are fixed, it is straightforward to check that the connector satisfies the requirenvprcf.
Statement (4.19)) if and only if the message delivery has a probability of success greater
thann " & & Q@ wWe asume that, at desigtime, the model is specified by an estimation of
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the successful message delivery. This estimation at designdetermines the starting point of the
estimation algorithm and is one of the controlled variable in our experiments. Lassigme that the
actual probability is also one of our controlled variables, which might change over time. More specifically,
by controlled we mean that it may take different patterns from constant value to a sophisticated change
pattern over time. At somémes, the actual probability may be above the threshg|tM2 X¢ a Qrd) w

and satisfies the requiremeriyp and sometimes it may below the threshold, which leads to a
requirement violation. The variance of runtime data is also one of our cordrobeiables. The variance
determines how the runtime observations may vary and fluctuate over time. The smoothing factor is also
a controllable variable, which determines the level of confidence with respect to the disigrestimate.

The number of simations for generating the observations in each scenario of experimentation is also a
controlled variable. More simulation rounds increase the time for each experiment, but also increase the
accuracy of the estimates. For generating runtime observationsjseeBernoulli distributions and their
timestamps are generated by exponential distribution with specific parametetich is also one of our
controlled variables. In most of the experiments, we put it by default to p. However, we consider one
mediumand one large value for this parameter as well. The reason behind this is that we should have
enough samples to represent different environmental conditions. The exponential smoothing
coefficient| is also one of our controlled variables, which direaltermines the weight of the
observations. Finally, the variance in the threshold of acceptance/rejection of requirements is also a
controlled variable, which determines the accuracy of estimation by identifying the false positives
estimates.

Model@Run-Time

S
Stochastic Process ! . .
1-Y X Non-Functional Requirement
1_
<X Xg, K> P * s, NFRL: ' messagedlost'} <1
s, ¥
" Threshold
Feed c 0
LA
ew®
Discrete g > Parameter E iimate
Event 0 Estimator
Simulator § 2 Mechanism
X O

Experimental

Controlled Setup
Variables

Figure4.16. Experimental setup overview.
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The controlled variables that we use in our experiments are summariZeabile4.3.

Table4.3. List of contrdéd variables and their purpose in our experiments.

Controlled variable  Purpose
= | »m ¥ |- Threshold of violation/satisfaction of requirement
Designtime estimate

If <9 =|= m Actual probability of the simulated parameter
o % »=d- 40 F1 Variance in the actual probability of the parameter
=|= Smoothing parameter
4 Number of simulation rounds
)4 Exponential distribution parameter
) Exponential smoothing coefficient
| »m ¥ | Variance in the threshdlof violation/satisfaction
4 Number of runtime observation (time interval of simulation)

4.4.2.6.3. Running the experiments

The goal obxperimentsis to assess how the Bayes estinraif the probability of the transition evolves

over time,asruntime observatios are collected from theunning connector by simulatiohVe generate
runtime data that followernoulli distributiomepresenting the observation of state transitions between
states”Yto ‘O, which means successful message delivery. We run differemriexgnts to evaluate the
Bayes estimator and its extended version. In each experiment, we use the average estimate of the
probability of the transition oved number of simulation rounds. In order to haeaoughstatistically

sound data we should considéne value ofd to be large enough. The result of each experiment is
represented by a figure. The horizontal axis of each figure represents the runtime data and the vertical
axis represents the estimation value, which starts from a prior value and steamtiverge to the actual
probability. In each figure, the straight black line represent$¥2 X& & Q The red line
represents) .0 606 @mddts changes over time determine the variance of runtime data. The blue line
shows the estimated valueybthe basic Bayes estimator and the purple line is associated with the
extended version of Bayes estimator.

In order to have the results of all the combinations of the variables summariZesbir4.3, we take into
account somaepresentative values for each variable. For each experiment, we fix the value of some
variables and change a couple of them in comparison with the previous experiment, which are highlighted
in each of their settings. In this way, we have a sufficient remobrepresentative experiments that could

be interpreted as a sample of all the hypothetical experiments, which could have been otherwise
determined by all the combinations of variables, which would have been unfeasible for the purpose of
this chapter. Mte that all the experiments in this chapter were run on a desktop machine with the
specifications as iflable4.4.

Table4.4. The platforms used in the controlled experiments.

Platform category | The adopted platform

Hardware Intel Core i7 CPU, 2.80 GHz, 12 GB memory
Operating system | 64-bit Windows 7 Professional OS
Application MATLAB R2012a
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4.4.2.6.4. Experimental results and interpretations

In this section, we present comprehensive expanimal results that we have observed by investigating
the impact of different settings to the characteristics of the model calibration method. In ordsaioate

the effectiveness of thextendedmodel calibration (see Secti@gn4.2.5, we carried out a broad range of
experiments in which weompared results with those produced the basic Bayes methowe designed

the experiments in a way that covers most of the situations that may happen at runtime in order to make
sure tha the proposed model calibration performs well in different occasions. For designing the
experiments, we considered different degradations in connector reliability at different time points with
different change patterns (cTable4.5). We cannot claim that the change patterns that we embed in the
experiments cover all possible scenarios at runtime, but it provides sufficient evidence that they cover
most of the potential scenarios. These experimental evaluations enable usnotblai the estimation
accuracy of the proposed approach is not by chance, under restricted circumstances that may not happen
in reality.

Table4.5. Change pattern in the performed experiments.

Index | Change ptern Experiment number
1 Normalbehavior 1

2 Short degradation 2

3 Early degradation 3

4 Late degradation 4

5 Shallow degradation 5,6

6 Far starting 7

7 Deep degradation 8

8 Irregular degradations 9,10

9 Constantwith no degradation | 11

10 Balaned degradatios 12,13,14

The aimof theserelatively comprehensivecenarios was to simulate a degradation in the reliabiity

which aconnectorchannel that passea givenmessagewithin a preddined amount of time, and to test

the ability of the two estimation methods to identify this degradationThe 14 designedscenarios
considered dferent types of reliabilitydegradationa shorter (i.e., scenario 2), shallow (i.e., scenarios 5,
6), more signficant (i.e.,scenario §, very early (i.e., scenari8), very late (i.e., scenario 4), uneven,
unequal, asymmetrical, and unbalanced (i.e., scenarios 9, 10), balanced degradation (i.e., scenario 12, 13,
14), no degradation (i.e., scenario 11). We also considered a scenario where thetitesigstimation
isvery far from the actual reliability (i.e., scenario 7). Note that in each experimental settingjdibée4.6

to Table4.19), we highlighted the change in the controlled variables (corresponding imvhe tables)

from the previous setting to the current setting. For each experiment, we also report experimental
observations and the interpretation of the results. This helps us to better understand the implications of
such stochastic approach for pamater estimations on connectors. Such implications are also part of the
contributions that we made in this research.

In other words, weconsiderdifferent situationsin which the target environmenthanges in its operating
conditions and therefor¢he probability ofsuccessful message passing in connector chaerelges over
time. In particulaywe considerscenarios wherénitially the probability ofsuccessful message passisag

varying according to the red linesid the prior guess isqual tomm:: . We assume that a sudden change
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in the running environment shifts the value of the probabildggcording to the changes in the red lines
(we embed different patterns of change in different scenarid$le graphsKigure4.17 to Figure4.30)
show the resultobtained withthe two estimation approachesrhe figuran each scenarighows how
the accuracy of estimationonstantlyimprovesuntil there issudden change in the red line and after that
our simulation starts generatindgata from the new value. As soon as enougtw runtime data are
collected the estimationaccuracy of estimation improvegain since the estimated parameter begins to
converge to the new probability characterizing the netuaion.

In the following, we first figuratively illustrate the performance of the two approaches, the setting of the
experiment and then discuss the observations and interpretations of the results for each experiment
separately.
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Experiment number1 Normalbehavior)
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Table4.6. Setting of the experiment 1 (dfable4.3).

Controlled variatbe | Value(s)

= I>m v [: 089
0.89

—F <0 1 W) O i oG
o4 >l 0+ miv ML T T

+ 25

4 1000

)4 1

) pip8t p
o+# |»rm Y| Constant

dl 3000

Experiment observations and interpretatiosof the results

In the experiment,(p "Qare time intervals during which the violation of requirements is undetected
(erroneous estimation). Both estimations approach quite fast towards G 6 pbdit éhe blue line is more
close to the red line befe the value of) 6 ¢ 6 @r@ps and a violation happens as a result. Additionally,
during the violation and after the actual probability goes to a satisfactory area, the purple line is more
close to the actual probability than the blue line.
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Experment number. 2 Short degradatioh
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Table4.7. Setting of the experiment 2 (dfable4.3).

Controlled variable | Value(s)
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Experiment observationand interpretationsof the results

Although the blue line approaches the actual probability quite fast in the beginning, it could not detect
the violation that happens during 300 interval time of simulation.
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Experiment number 3 Early degradation
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Table4.8. Setting of the experiment 3 (dfable4.3).

Controlled variable | Value(s)
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Experiment observations and interpretationsf the results

Althoughthe blue line detectshe violation of requirements when the red line drops below the threshold
quite close to the purple line, but close to 800 simulation time, the blue line incorrectly classified the
observations as violation.
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Experiment number4 (ate degradation
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Tabled.9. Setting of the experiment 4 (dfable4.3).

Controlled variable | Value(s)
i [>m v [- 089
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1
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3000

Experiment observations and interpretationsf the results

Even though the violation Isahappened when there are enough observations, the blue line again could
not detect the violation.
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Experiment number5 Shallow degradation
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Table4.10. Setting of the experiment 5 (dfable4.3).

2500 3000

Controlled variable

Value(s)

]| i’-'i“
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1
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Constant

3000

Experiment observations and interpretationsf the results

Even though the actual probability is very close to the threshold, but again the blue line could noyidentif

the violation.

The purple line has some false positives Fafure4.14) when it crosses the black line both when the
requirement is satisfied and when it detects the violation.
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Experiment number6 Shallow degradation
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Table4.11. Setting of the experiment 6 (dfable4.3).

Controlled variable | Value(s)
wi| [>m ¥ |- 1 0.89
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- €0 + 8 O ofpd) Y @
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Experiment observations and interpretationsf the results

Bven when we change the starting point based on estimations at desigy it did not change the
previous observations. We still have unidentified violations and false positives.
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Experiment number7 Far starting
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Table4.12. Setting of the experiment 7 (dfable4.3).

Controlled variable | Value(s)
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Experiment observations and interpretationsf the results

In this setting we chose a farawayarting point, but still the same observations of the previous
experiments remained.
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Experiment number8 QOeep degradation
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Table4.13. Setting of the experiment 8 (dfable4.3).

Controlled variable

Value(s)
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Experiment observations and interpretationsf the results

In this setting, we chose a deep drop in actual probability and the blue line could successfully detect the

violation, butin a very slow manner after half of the violation interval is gone.
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Experiment number9 (Irregular degradations)
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Table4.14. Setting of the experiment 9 (dfable4.3).
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Experiment observations and interpretationsf the results

00

In this setting, we put a variance into the actual probability which represents one of tierdeaof
dynamic environments. The estimation which corresponds to the purple line followed the variation quite

well, but most of the time the blue line was insensitive to the variation with a very slow and inefficient

approach. Even in this setting thaublline could not detect the violation which injected for 400 simulation

time.
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Experiment number 10 (Irregular degradations)
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Table4.15. Setting of the experiment 10 (dfable4.3).

Controlled variable | Value(s)
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Experiment observations and interpretationsf the results

In this setting, we have the same variance in the runtime data, but we injected a much longer violation
time around 900. Still the blue line could not identify the violation.
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Table4.16. Setting of the experiment 11 (dfable4.3).

Controlled variable | Value(s)
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Experiment observations and interpretationsf the results

In this setting we consider a constant actuablpability quite near to the threshold. The purple line
produced a significant number of false positives in this setting. On the other hand, the blue line had a
constant estimation close to the actual probability.
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Experiment number 12 Balanced degraations)
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Table4.17. Setting of the experiment 12 (dfable4.3).

Controlled variable | Value(s)
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Experiment observations and interpretationsf the results

2500

In this setting, we put an equivalent satisfaction/violation change pattern in the actual probability and we
observed that the purplenie could track the changes quite well, but the blue line could identify none of
the violations and stayed in the satisfactory area.

87



Experiment number 13 Balanced degradatic)
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Table4.18. Setting of the experiment 13 (dfable4.3).

Controlled variable
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Experiment observations and interpretationsf the results

3000

3500

We kept the same setting as in Experiment 12, but we considered a very low smoothing parameter and
we observed that the blue lineouldidentify the violations, but it could not tradke actual probability

change pattern very well.
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Experiment number 14 Balanced degradatic®)
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Table4.19. Setthg of the experiment 14 (cfable4.3).
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Experiment observations and interpretationsf the results

In this setting, we considered a high smoothing parameter and we observed that the blue line could still

not identify the violations.

89



4.4.2.6.5. A qualitative summary of the results

A qualitative analysis dhe experimental results iAd.4.2.6.4shows that theextended Bayes estimation
method outperforms thebasic Bayes methagssummarized imable4.20:

1

In the experimens, the estimat& probability for the extended Bayesapproaches the actual
probabilityfaster than the basi®ayesAccordingly, the extended Bayes performs better in detecting
the violations.

In half of the experimentsthe basic Bayemethod does not produce false positives and even in two
experiments (i.e., 4, 5) that produced false positivesanses, it performs better than extended
Bayes. Both experiments 4 and 5 have one common characteristic. We hypothesize that this
outperformance of extended Bayes by its basic counterpart can be attributed to this feature: the lack
of change in the actualrpbability of the parameter, i.efj. 6 & 6 6Theonly change in the actual
probability happens ab Tt simulation time betweenc v g 1T Tt

In most of the experiments except 4, 5, 6, 11, the extended Bayes estimates are far more close to the
actual pobability.

Although some of the estimates producedadligher| in the extended Bayes approach much faster
than the basic Bayewhen a degradation happensthis isachieved at the expense of sifjnant
oscillation. Such oscillatias likely to triggeffalse positivesin a realworld scenarig which has the
conseqguences that we described4nt.1

Table4.20. Overview of thexperimentabbservationsfirst column: N: couldat detect, Y: could detect, Y<: could detect sooner
than the other method, Second column: Y: has false positives, Y<: has less false positives than the other method, Th¥fd colum

is more close to the actual probability.

Detection of Appearance of Closeness to

Experiment violations false positives actual values

Base Ext. Base Ext. Base Ext.
1 Y Y< Y Y< - Y
2 N Y - Y - Y
3 Y Y< Y Y< - Y
4 N Y Y< Y Y -

5 N Y Y< Y Y

6 N Y - Y Y -
7 N Y Y Y< - Y
8 Y Y Y Y< - Y
9 N Y - Y - Y
10 N Y - Y - Y
11 - - - Y Y -
12 N Y - Y - Y
13 Y Y Y Y< - Y
14 N Y - Y - Y

Until this point, we reported some observations regarding qualitative evaluation of the proposed
estimation approach. In order to claim that the approach provides an accurate parameter estigiation
requirement verification, as we claimed in Chapter 1 (see RQ1 and research claim 3), we need to
objectively show some evidence of such accuracy. In the following section (i.e., Skdtn), we
provide quantitative evaluations to assess the accuracy of the proposed approach.

90



4.4.2.7. Quantitative evaluations: measuring estimation accuracy

For evaluating the accuracy of the quantitative estimation technique, in the literature, various
guantitative metrics have been utilized. In Sectibd.2.6.3 we described a humber of experiments; we
also reported the observations and interpreted the results. In this section, we use some metrics for
assessing the estimation nieds (basic Bayes and the extended version) that we described in previous
sections. More specificallyhe effect of different settings for the experiments in estimating the model
parameter can be measuradore objectivelythrough theerror metrics. The stimation of parameters

are numerical but each estimation point havalsobinary interpretations (satisfaction/violation) as well.
This enables us to compare the results through both numerical and binary metrics. An overview of the
measurement process depicted inFigure4.31.
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Experimental =
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Controlled Acltual parameter
Variables value >< Estimation

Error

Figure4.31. Estimation analysis in the context of experimental setup.

4.4.2.7.1. Assessing numeric estimation

Metrics for assessing quantitative estimation measilne size of the error when estimating thelua of
parameters alongside the rtime data. Table4.21 lists typical metrics from the literature, which are
mostly used in prediction and the data mining domain. Here, we use themsiessing our estimation
accuracy. These metrics are meant to quantifydifeerencebetween values implied by an estimator and
the actual values of the parameter to be estimated.

In statistics, Mean Squared Error (MSE) is the most basic metric, imbariporate both the variance of

the estimator and its bias. In an analogystandarddeviation, taking the square root of MSE yields the
Root Mean Squared Error (RMSE), which has the same units as the parameter being estimated. Mean
Absolute Error (MABpkes the average of the absolute errors and is known to be more robust against
data point that are very muchhigher or smaller than the next nearest data pantRelative errors
including RSE, RRSE and RAE, which are normalized by the error of ainaéiter €average of the past

actual probabilities) to ease comparison. For the above metrics, smaller values indicate a more accurate
estimation.
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Table4.21. Estimation error metric@Vitten & Frank, 2005))Hstimated,i) & @ 6 @atualprobability,} 6 ¢ 6 @wérage
of actualprobability.

Metric Formula

Mean Squared Error (MSE) iU N.0®oo0wa Z iU N.0®o0 wa
Root Mean Squared Error (RMSE) Nt 1.0 @0 0 wa '; N Nnowoowa
Mean Absolute Error (MAE) n N0 ®oo mal; n 1.0 @o 0 wa

M NOOOOMOaE nH 7o Oda

Relative Squared Error (RSE) e o A e A e A o o r o o
NODOONMOWOOME NOWOOOHODOOD

: A RO OO MOAE RAH RO QOO DA
Root Relative Squared Error (RRS

RO GO6MNOMO6ME NOMOOMAD QOO
B OROGOOMEE 1/ A0 HO6 DA

Relative Absolute Error (RAE) —— T T T T e T
NOWOOWWMOWOOWN NOWOOWAOWLA

It is evident that it is not feasibjeand no specific value will be addeflywe measure and compare the
performance of the method quantitatively fall the performed experiments. We, therefore, chose
experiment number 14 to investigate morereéully the two estimation approaches through the error
metrics. We had one specific reason for this choice: the number of variations it 0 dsduite high in

this experiment and this makes it appropriate for quantitative evaluation of the esiim approach.

Note that the quantitative results that we report in this section are specific to this experiment. However,
all conclusive remarks and interpretations of the results are backed up with the other experiments as well.
As we mentioned earlieit is not practical in terms of space to report them all here in this document.

Figured.32 shows the point estimate errors of the basic Bayes (blue line) and the extended Bayes (purple
line). The point estimate errors are summarized by boxpl&igure4.33. Two observations can be made.
First, the mean errordr the extended Bayes is smaller than the basic version. Second, there are some
estimates (those as outliers and in the third quintiles) that produced higher errors than the highest error
produced by a basic Bayes.
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Figure4.33. Comparison of@nt estimation erros for the experiment number 14

We measured the metrics defined Trable4.21 for experiment number 14 and the results are shown in
Table4.22. Based on this comparison, some observations can be nsdee MSE incorporates both the
variarce of the estimator and its bias and, as it is eviderfigure4.33 that there are some noticeable
outliers, the basic Bayes rule, according to the MSE metric, performs better than the extended version.
However the values of the other 5 metrics reveal that the extended Bayes performs better than the basic
version especially according to RMSE that has the same units as the parameter being estimated.
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Table4.22. Edimation error measurements for the experiment number 14

Metric | Value ¢ ) | Value ¢ 8 )
MSE 9.6745e-06 6.9190e-06

RMSE | 0.0031 0.0026
MAE 0.0030 0.0024
RSE 1.0780 0.7710
RRSE | 1.0383 0.8781
RAE 0.9866 0.8052
4.42.7.2. Deficiencies of the error metrics

The estimation error metrics have been utilized for SLA violation prediction in seriécged systers
(Cavallo, Di Penta, & Canfpra010; Leitner, Michimayr, Rosenberg, & Dustdar, 20AGhough the
metrics show the accuracy in terms of difference between the estimated value and the actual value, they
are not be able to reveal that the violation of requirements actually occurreateMspecifically, let us
consider the following tw@cenarios:

1. The difference between the estimated and the actual value is stndlthe actual value is just below
the threshold and the estimated value is just ab@gedepicted irFigure4.34 (Experiment number
8). In this scenario, the metrics show relatively low va)les actually,the estimation is incorrect.

2. The difference is quite largdut both the actual and estimated value are above or below the
threshold as depictedin Figure4.34 (Experiment number 8)In this scenario, the metrics shoav
relatively high valugbut the estimation on the other hand is correct.

This shows that the metrics are not comprehensive for evaluating the accurasyimfation approach.
Therefore, we shoul@lso consider accuracy metrics that consider violationst only the numerical
values. They are introduced in the next section.
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Figure4.34. Shortcomings dadstimation erromumericalmetrics.
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4.4.2.7.3. Assessing binary estimation

Thedecision to perform adaptation not only depends on the estimated value of interest, but also depends
whether or not it actually is a violation of requirements. Therefore, in order to @xammow accurately

we can estimate the necessity for adaptation, we need to take into account how accurately those
violations can be detected.

In this section, we discuss metrics that can be utilized to evaluate the accuracy of such estimation, i.e.,
estimation of violation or norviolation. These metrics are derived from the waibwn contingency table
(Tabled.23), which characterizes the four cases, which can result from a binary estimation of violation.

Table4.23. Contingency table.

Estimation
Violation Nonviolation
Violation True Positive (TP) | False Negative (FN
Actual
Nonviolation False Positive (FP) | True Negative (TN

A number of metrics derived from the contigcy table have been proposed in the literature, e.g.,
(Salfner, Lenk, & Malek, 201@able4.24 lists a selection of the ost commonly used metrics. Precision

(P) can be used to evaluate incorrectly detected violations, i.e., unnecessary adaptations. Higher precision
means less unnecessary adaptations. On the other hand, recall (R) can be associated with missed
adaptations. ligher recall means more actual violations being estimated and therefore less missed ones.
Generally, in order to perform well, an estimation algorithm should attain both high precision and recall.
However, improving precision may result in worse recall.ifgtance, if an estimation algorithm detects

only 1 true violation, its precision becomesl.addition, if an algorithm reaches recall 1 by always
detecting violations, its precision becomes low. Therefore, there should be a tradeoff between these two
metrics, which is reflected by therfeasure § ;). The false positive rate (FPR) is defined as a ratio of
incorrectly estimated violations to the number of all reiolations. The smaller it is, the better. On the
other hand, the negative predictive value (NPV) is defined as the ratio of indgrpeeticted violations

to the number of all nofviolations. The higher it is, the better it reflects prediction accuracy. Similarly to
precision, specificity (S) can be utilized to evaluate incorrect adaptation needs. Higher specificity implies
fewer unnecessary adaptations. Accuracy (A) is the ratio of correct estimation to all estimations
performed. In order to have a comprehensive picture of prediction accuracy, we use all of the metrics to
measure the accuracy of the estimations in our controlled expents.
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Table4.24. Contingency table metri¢Salfner et al., 2010)

Metric Formula Meaning
- YO How many detected violation
Precision(P) v o] any de ec_ed violations
YO "O0 were actually a violation?
"YO How many actual violations wer
Recall (R) __Yv ow many actual violations were
YO "O0 correctly detected as violations?
N0 How many actual nowiolations
Specificity (SP) ~E 00 were correctly de¢cted as non
v Ou violations?
. "00 How man violation
False Positive Rate (FPR) S ow many detec'ted . olations
o0 “YO were actual norviolations?
. . "YO How many predicted nowiolations
Negative Predictive Value (NPV ——— y predicted
YO YO were actual norviolations?
oY) How many detections were

Accuracy (A) NG VG O0 OB | correct?

Fmeasure ) _ Harmonic mean of P and R

Let us nowconsider a situation in which giolation is detected if the estimatel probability fru
(representngthe reliability of a systemonnector channeglas explained aboveyops below a threshold
valuer) "YR (X & Thethresholdvalue is shown asheorizontal black solid line in all graphs representing
the experiments in Sectiod.4.2.6.4 Assuming that thesstimation methods are used to detecuch
violations of a reliability threshold, we measured tfutlowing properties of theastimatednHu values
from Experiment number 14

1 The number of false positivg$P) i.e., instances whenHu drops belowr) "YQ (X¢ & &lthough
N6 wo 6 dnas its normavalue.

1 The number of falseegatives (FN)i.e., instances wheiiru has its normavalue whilen.6 G©o6 6 & a
were belown " Q& & Q

1 The number oftrue positives (TP) and trueegatives (TN)i.e., instances whemoth nH and
n.0 ®o 6 ditop belown Y ‘(X8 &dRboth havetheir normalvalues.

Wethenmeasured the metrics defined iFable4.24for experiment number 14 and the results are shown

in Table4.25. Based on this comparison, some observations can be made. Since all the estimations by the
basic Bayes were above the threshold in thevn@lation area, the precision andrfeasureare not

defined for this caseNonethelessthese two measures are quite promising for the extended Bayes
approachlin terms of recall and accuracy, the extended version shows its superiority over the basic one
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Table4.25. Contingency metrics measurement for the experiment number 14.

Metric | Value ¢ ) | Value ¢ 8 )

P -- 0.7155
R 0 0.3615
S 1 0.8673
FPR 0 0.1327
NPV 1 0.7222
A 0.52 0.6245
F -- 0.4803
4.4.2.7.4. Deficiencies of theontingency tablemetrics

Although the contingency table metrics enable us to evaluate the accuracy of the need for adaptations,
they are heavily sensitive to the threshold values used by the system for determining violations during
estimation.Figure4.35 shows the experiment in the previous section with an additional threshold value
with a slight increase. It is apparent that many false negatives now become true positives and a number
of true negatives become false positives. The metrics are reatediand shown iTable4.26. Although

the difference in threshold values is just 0.04, the differences in the binary metrics are significant
Table4.26 shows the value of theskinary metrics separagly forthe basic and extended BayeEhese
results indicate that the extended Bayes is suited for identifying the change in the actual probability
n.0 w0 6 (wihereas the basic Bayes method yields probability estimates that follow the changes
n.0 w0 6 dwith far less accuracyAs a result, it does not perform as well as the extended version in
terms of the binary metrics

In order to have more informed decisions and to avoid missed or unnecessary adaptations, the estimation
error metrics should be employed along with the contingency table metrics. In this way, we are able to
better understand how reliable the estimation algorithm is in terms of accuracy.
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Figure4.35. Sensitiity of contingency table metrics to the threshold.

Table4.26. Evaluated contingency metrics for the experiment 14 after changing the threshold value.

Metric | Value ¢ ) | Value ¢ 8 )

P 0.5430 0.5935
R 0.7117 0.7394
S 0.4290 0.5173
FPR 0.5710 0.4827
NPV 0.3874 0.4233
A 0.5670 0.6257
F 0.6160 0.6585

4.4.2.8. Limitations and Threats to validity

Theexperimentsin Sectiord4.4.2.6.4indicatethat the dfectiveness of theTMCparameterestimation
methodsdepends orthe choice of thesmoothing parameter, which is the confidence with initial design
time estimation,and| , which is used in Equatiqd.25). Additionally,no combinationof values for thee
two parameters iactuallysuitable for alpotentially infinite runtimescenarios. To address this limitation,
one may actuallgelect suitable parameteffer these two values depending on the runtime condition

In Sectio4.4.2.6.4 we only showed 14 experiments by combining different values for the controlled
variables and the objective was to design enough experiments to demonstrate the effectiveness of the
extended Bayes method for estimating the unknown parametershef runtime models in different
situations. We also compared their effectiveness for detecting requirement violations at runtime.
However, the comparison is only limited to these 14 settings, but the runtime situations are potentially
infinite. Although we reported both qualitative observationsn Section4.4.2.6.5and quantitative
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comparisonin Sectiord.4.2.7 the limitations of the controlled experiments is one of the threats to the
validity of his work. The only strategy for mitigating this threat was to extend the experimental setting
and perform a case study evaluation. We will report the results regarding this in the evaluation chapter,
i.e., Chapter 7.

4.4.3. Estimation of transition matrix of a KT

In Section4.4.2 we proposed an approach based on the principles of Bayes theory to estimate the
unknown parameters of DTMC models based on runtime measurements. We experimentally evaluated
the performance and effectiveness of the approach for verifying a retiab#iquirement’Yp as specified

in Statement(4.19). DTMC models are suitable for specifying reliability properties as in the cage of

see Sectiod.2.2and background Chapter 2. Howeve&osme dher nonfunctional propertiesare required

to be verified at runtime to trigger an adaptation. For example, performance properties within which we
can specify an entb-end delay of message transmission (i.e., the time that it takes to transmit a message
when it enters to the connector from one of its source ends to the time that it leaves the connector from
one of its sink ends) are typically used for specifying service level agreements. As a result, such
performance properties need to be considered faabling a selthdaptation of connectors. CTMC models

as we discussed earlier in Sectib2.2are appropriate models that we can adopt to specify such-non
functional properties. In this section, a similar flow of content aSéution4.4.2is followed, but we
propose an approach to estimate the unknown parameters of CTMC models.

For estimating the parameters of a CTMC model (in statistics, the inference of generator matrix is a more
popular term) given continuously observed sample paths of the model is straightforward. In our context,
the interpretation of continuously observed sample path refers to fully tstemped runtime data, which

in most cases improbable or infeasible.

In this case, thanaximum likelihood estimation is fully tractable if continuous observations for the
stochastic processo 0 gt 0 Y are available. Let us consider the likelihood of observations with a
transition from stat€Qo state’at time t , followed by a subsequent transition frofo Qat time t and

S0 on. Supposing that an initial state probabpils known, the likelihood will be:

00 Q Nh2Q Nk28 Q 2R " (4.27)

,where'Y 0 is the total time during which the model is in sté@by timedand0 ; 0 is the number of
transitions between staté&®o stateCby timeo. The logikelihood is:

0 € 000 116G O0f7Y Ng'Y Y (4.28)

Therefore, the maximunriikelihood estimator for the parameters of CTMC (elements of a generator
matrix) is:

(4.29)
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In this ideal case, given continuously observed sample paths, the sufficient statistics are simply the
number of transitions between any two states and the total time spent in each dtate.realworld
context and especially in our application domain of component connectors, however, a complete runtime
observationis not givenbut only anincompleteand noisyobservationof the runtime datais available.

This level of uncertainty concerningethunning system and its environment is due to a number of reasons
(Esfahani & Malek, 2013)he reasons may include:

9 Differentlevels of abstractions between the system and runtime models
1 Adaptive and not continuous monitoring

1 Unobservable phenomena

 Measurement error

We deal with incomplete observations at runtime, which is a realistic approach for contitinoels
models in this sction.More specifically, the stochastic process 0 gt 0 Y serves as a continuous
time model for data sampled at discrete time points: m 6 E 0  “Y In this work, we
estimate the parameters based on simulation of continuous samgllespfrom the CTMC conditional on
OO Mo . By considering the Markov property, knowledge of the runtime data 8 f o
partitions the model into independent modelsw oL © 0O whose endpoints (i.e.,
WO e Qo0 ) are known. Therefore, sampling a realization from the stochastic proGessgt

0 "Y given the observed data is equal to sampling fi@nmdependent and identical (i.i.d.) models each
conditioned on their endpoint® 6 ©& Qo0  between two time pointsofd . In the next section,
a number of welknown sampling strategies are reviewed.

4.4.3.1. Sampling strategies for endpoitdnditioned CTMC

In this section, we review the strategies for construgtim realization of a finitstate CTMC® 0 gt

0 "Y conditional on itdbeginningstate 6 wand ending statév 0 & Sampling is the heart of

the estimation approach we propose for estimating the parameters of CTMC models. A CTMC is
characterized by its generator matnixconsisting of transition rates, which are specified at desigre

based on the available data.

Simulating a sample path of tl&TMGnodel @ 0 gt 0 Y is a simple iterative loop. The key point is
that the waitingtime for the first move (state transition) is exponentially distributed with the mean
h

Ift+  “Ythen there is no move in the interval timafi'Y and the corresponging sample path is constant
@O0 @ Otherwise, a new state isdrawn from the discrete random variable with mass- and the

loop is iterated for the time interval oft RY.
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44311, Forward sampling
Algorithm 1. Forward Samplingadapted from(Inamura, 2006)

1. SampleX e miy .
a. IfW 4|, thealgorithm terminates anek < FforallWwe R .

b. IfW 4|, choose a new state  =from the discrete random variable with ma%';.

2. Repeat the procedure with the new start sta®e and new time interval V]|

Foward sampling proceeds under the assumption that the ending stat¥ is unobserved. However,
under the assumption that the end statd"Y ®is observed, conditioning excludes all the paths
sampled from the forward sampling that fail to reach thetst@at the end.

4.4.3.1.2. Rejection sampling

Naive rejection sampling uses forward sampling to produce candidate sample paths of the CTMC model
and then rejects those paths that cannot end in the observed end state. In particular, when sampling
forward the probabity of hitting the observed end sta® Y @is0  "Y 'Q . Inthe case where

@ & the timet to the first move givert  “Yis drawn from:

ottt Y ———f T Y (4.30)
The corresponding cumulative distribution function (CDF) is:

. 1 Q .
ottt v P mot vy (4.31)
p Q

Therefore the invese of Ois:
O o 1T op Q M (4.32)

Therefore, sampling from uniform distributiol ip the 'O 0 yields the waiting time to the first
move in CTMC model.
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Algorithm 2. Modified Rejection Samplin¢adapted from(Inamura, 2006)

IE

1. Simulate the CTMC modet «s <« 4 using the forward sampling ilgorithm 1.
2. Accept the path =4 & otherwise return to step 1.

I

1. Samplenrom the (4.30) and choose a new state with the probability v =|= “Z .

2. Simulate the rest= «3% <« 4| using forwards sampling from the beginning st&ten v
3. Accept the simulated path# 4|  Jotherwise returnto step 1.

The modified rejection sampling, simply avoids simulating constant paths when we know that there will
be a move in between. This is particularly beneficial whéshsmall and the naive approachAlgorithm
1 will waste time by sampling constant paths.

4.4.3.1.3. Uniformization

This strategy samples from 6 through the construction of an auxiliary DTMC moaed with the
transition probabilities) j; as follows:

r}—ﬁﬁ‘Q”Q 0

NE . o I 1 Ag s 4.33

Nk p f]r_h 00 b %) (4.33)
w

On the other hand, the matrix representation of the transition probabilities of the auxiliary DTMC is:

0 O rEG (4.34)

The following calculation of 0 shows that a CTMC can be described by a DTMC with a transition
probability matrixd where moves can occur according to a Poisson distribution wit raie

[ 00 0 [ %% (4.35)

n ¢ Q Q Q -
° Y Y

This approach is usually called uniformization. The transition matrix of the CTMC in this approach is
given by:

[0,
oy (4.36)

A \ A ”n B T "Q rQ [ rQ -
0 wo Qo 1t (@] A

Therefore, the number of state changésncluding the virtual moves for the conidined process start
atm ‘Gndendsath 6  “Gs given by:
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o 1.Y&
notmm Y o —A— (4.37)

Given the number of movds £, the timeso 8 o at which the moves occur are uniformly distributed
in TH'Y. Moreover, the moveg) O 8 hd o ware determined by a DTMC with transition matrix

Y.

Algorithm 3. Uniformization Samplindadapted from (Inamura, 2006)

hwnNPR

Simulate the numberfostate changes from the distribution(4.37)

If=  ,thend « $+H < 4

If = and$ 4 thent « +H < 4

If = and#£ 4 then simulate« from uniform distribution between K| andL <« #$h
<« ¥ <« fha <«

If n>=2, simulate <« E 4 4 andL <« B R « from a DTMC with transition matri
|F and conditional on starting poirsgand ending poing. Determine which changes are virtual a
return therest.

4.43.2. The proposed estimation algorithm

The estimation method that weadopted here approximates the posterior distribution fomodel

parametersd, givenruntime observationgd ®and desigrtime estimations of the parameters
through samplesobtained by generating a sequence of Markov chath Ftd  from the posterior
distribution ~ 0y . As a result, this provides the opportunitp estimate model parametersby

summarizing the statistics of these simulated samtégure4.36illustrates a higlevel overview of the
proposed approach.

RO X =x
Sampling
(-
Initial POXIRT.%)
Estimates P(R[ X", X)

Update Posterior

P et M) +ay)

(BM)+b)’

e

Figure4.36. Overview of our estimation approach.
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Note thatby applyinghe Bayes rulewe can factorize the post®r distribution intothe components as

A0 ~ D ~ D (4.38)
, where~ 0 is the prior distribution of model parameters.

Here,we assuméhe presence of a prior distribution. The prior dibtrtion allows us to impose statistical
constraints on the parameter estimation For example, forestimatingthe unknown parameters of
CTMCswe canchoos appropriate~ 0 , in order to have positive rates; .

Therefore one ofthe key issues parameter estimation ithe choice of a prior distribution 0 and the
method used to generate the sequence , from the joint posterior distribution on partial
observationgy & Here we use {Bbs samplingdBladt & Sorensen, 200%)r generating the sequence.
This samplergiven an initiaD , generates sequences:as

1. Draw® D~ ®0 fw
2. Drawb D~ 0 & ho
3. Draw® D~ OO0 ho
4, X

This sanpling process generates a sequende ty , which converges to 0o . The choice of
the prior distribution for the unknown parameteér N 0 is of crucial importance ia Bayesiarframework
that we follow here The seleted prior distribution ford must be a reasonable approximation to the true
beliefs about) . In addition, the prior distribution must be such that the posterior distributicnastable
For the chice of prior distribution of0, Bladt and SgrensefBladt & Sorensen, 200rescribe the
Gamma distribution

~nD Q 2R (4.39)

,wherel Ttare constant given valueslere and below, ® means proportional. By comparing this
equation with he likelihood function for complete observations(#h27), the posterior distribution fob
can be derived as:

N Gg'l‘hv D N 631) 6 n (’l‘)@'r) n P

o "~ (4.40)

Equation(4.40) shows that the posterior distribution af also follows the same distribution as its prior
one that is a Gamma distribution. This makée drawingd D~ 0 & ho tractable. Bladt and
Sgrensen(Bladt & Sorensen, 200Suggest that a simplesjection samplingcf. Sectiord4.4.3.1.3 for
drawing of the Markov proces® D~ &0 Fho is an appropriate sampling strategy. In the
estimation algorithm that is proposed {lnamura, 2006)they have used a similar process.

The estimation mechanism comprising the sampling process is givdgadrithm4.
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Algorithm 4. Parameter estimation algorithm{adapted from(Inamura, 2006)

1. A sample of holding timeﬂg, at each observation points, is simulated by drawing fror

g+

2. If 4 '"E 4, then the algorithm let the CTMC make a transition from current stffi¢o
another state with the probability ofnﬂ} An This process will be continued if the CTMC reac
an observed state bya. If the sample is accepted, the Holg times at each state and th
transitions between states of the CTMC moded recorded tobe addedup later for updating the
posterior distribution (cfFigure4.36). This process will be continued until &letother transitions
inthe period « he are realized.

3. Repeat steps 1, 2 for the next period, i.esh«  again and again until the time associated to t
last observation that ig].

4. The statistics! - 4| b9 regarding the number of transitions from sta#o state: in the CTMC
model recorded until timg| and the time that the modelvasin state: :until 4 respectively. Note
that only accepted samples were recorded in Step 2.

5. Anew|fis estimated by thwing the parameter om the Gamma distribution as delineated
Equation(4.40).

6. Steps 1 to @rerepeated until we derive good enough estimation of the unknown parametel

the CTMC or statisticallgpeaking until the posterior distribution sampling becomes stablen’
)

we have a number of estimationket us assume we iterated times, . We canthen
calculate different statistics from these estimations. The most notah&ie the average of thes

estimations as the final estimation for each parameter.

The estimation mechanism that we proposed in this section is categorized as a class of algorithm that
samples from a probability distribution (here we use Gamma distribufito the purpose of tractability)

based on constructing a Markov chain that has the desired distribution as the stationary distribution. In
this statistics, this class of algorithm is called Markov Chain Monte Carlo (M8bI§tad, 2011)Note

that the method is implemented iMATLAB

Note that the MCMC algorithm that we presented in this section has been previously applied in different
application domains for example in stock price estimation afiriamura, 2006r segmentation of
strands in genetics. However, for applying such estimation algorithm for model calibrationrdalaptive
software, we need to have a runtime efficient mechanism. We report the runtime overhead of our
implementation in Sectiod.4.3.3.7

4.43.3. Experimental evaluation

This section discusses some preliminary results regarding CTMC model parameter estimation and its
evaluation through a controlled experiment. To be more specific, we simulate the runtime data by using
statistical distibution and we apply our estimation algorithm to estimate the parameters of the runtime
models. Note that, for the experimental evaluation of the proposed estimation algorithmAlgorithm

4, we do not assume that the runtingata are complete and this is one of the benefits of our estimation
algorithm over existing model estimation approaches in-adHptive software, such gg&pifani et al.,

2009) The main contribution of this work is thahe proposed approach can estimate unknown
parameters of CTMC models for enabling requirements verification at runtime, even though the runtime
measurements may not be perfect and contain uncertainties.
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4.4.3.3.1. Experimental conception

This section contains a sudiof the scenarios that involve estimating the rate of transitions between the
states of a CTMC model corresponding to a component connector based on initialtiiesigrstimates
and on runtime data obtained through monitoring the connectors. Here, wethe same case as we
selected for the DTMC model calibration in Secdoh2.6.1

4.4.3.3.2. Experimental setup

For theestimation algorithm 2000intensity matrices, including a buin period of500 iterations, are
drawn for each estimationNote that the data regarding the buwin period will be discarded for
guantitative analysesin this experiment, w setboth| andf to 1. We generallyuse the posterior
mean of the distributiorirom the samples off asthe point estimate of theinknown modeparameters.
However, in some circumstances when the values ef garameters are skewed as recommended in
(Inamura, 2006)we choose the posterior mode estimateom the samples off instead of the mean
estimate.The controlled variables regarding this experimare specified inTable4.29.

Sampling
-1
Initial PXIQT)
Estimates PQ|X®,x)
Model@Run-Time
Update Posterior
S1
1 .
z o X, Non-Functional Requirement N G(W’ﬁu(‘r)*'au)
S NFRLR" ResponseTin§e600ns ‘ ‘
S, ¥
Internal =
Q| j(o) Threshold Procedure @ )
Run-time - (k)
Continuous |Observations | Parameter (5]
Event Estimator
Simulator Mechanism

Experimental

Controlled Setup I ‘ e
Variables

Figure4.37. Experimental setup overview
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The controlledvariables that we use in our experiments are summarizekhinle4.27.

Table4.27. List of controlled variables and their purpose in our experiments.

Controlled variable
s= <o fn

Purpose
Actual transition rates matrix

| <& <«g ¥ Number of norabsorbing states aj 6 © 0 6 & &

=4V Number of absorbing states §f6 006 6 @ &

9 Determine the whole observation time periodfi'Y
< The observation times (samplifigquencies) inTi'Y

E4 v The observation size for each parameters in the perioth
) Shape parameter of Gamma distributien Fpj |
J Scale parameter of Gamma distributian Fpj 1

4 Number of simulation rounds
+ Number of burnin rounds

4.4.3.3.3. Running the experiments

Inthis experiment, we assume that an actual transition rates of a CTMC model with 7 states is given to us
as A= 3k «infTmble4.28. The setting of the experiments in term§the defined controlled variables is
given inTable4.29.

Table4.28. Ther) & @ 0 dnétixin the experiment

-0.0804761 | 0.074790 | 0.00640 0 0 0 0 0
0.007695 -0.012246 | 0.200742 | O 0 0 0 0
0.00130 0.040003 | -0.095042 | 0.10010 0.010093 | O 0 0
0.000999 0.000734 | 0.077212 | -0.091115 | 0.058184 | 0.006551 | 0.00621 |0

0 0 0.008226 | 0.200345 | -0.199912 | 0.100043 | 0.0R223 | O

0 0 0.0(301 0.009131 | 0.100037 | -0.300028 | 0.200148 | 0.009954
0 0 0 0 0 0.131351 | -0.600318 | 0.39992
0 0 0 0 0 0 0 0

Table4.29. Controlled variables in the experiment {cdble4.27).

Controlled variable | Value(s)

=-H-v
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4.4.3.3.4. Experimental results aninterpretations

In the following,we providefor each experiment some graphs for the estimated posterior density,
autocorrelation plot and sample path by the estimation algorithRigure 4.38, Figure 4.39, and
Figue 4.40illustrate the plotsof; F} hy  with respect to the sam@00Ch estimatedd matrix after
putting aside the data items regarding the first 500 bimmounds

Sample Autocorrelation Function
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Figure4.38. Posterior distribution, autocorrelation plot and sample paths of Q(1,2).
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Figure4.39. Posterior distributionautocorrelation plotand sample paths of Q@),
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Figuie 4.40. Posterior distributionautocorrelation plotand sample paths of Q).

Note that none of thdigures ofautocorrelationplots and sample paths shows apyoblematic issuén
the sampling.

Table4.30. Mean estimates of default probabilities and their differences with default probabilities of actual matrix.

States | Default probability | Default probability of | Difference Error
of mean estimate | actual matrix

1 1.4871e07 1.1294€08 -1.3742€07 | 12.1675
2 2.5178e06 1.8460e07 -2.3332e06 | 12.6394
3 3.6433e05 6.7224€06 -2.9710e05 | 4.4196
4 0.0011 2.0873e04 -9.3313e04 | 4.4705
5 0.0069 0.0016 -0.0053 3.3175
6 0.0461 0.0304 -0.0156 0.5135
7 0.3249 0.3262 0.0013 0.0041
o ¢ 0.0206 37.5239

To make a more clear evaluation of these estimated default probabilitiesyuwea bootstrapping
algorithmto derive thedistribution of thedefault probabilities.In the bootstrapping,100,000rounds of
simulationswere carried at. The procedures for bootstrappirage summarized as follows:

1. Generate the history of observations according to the CTMC model.
2. Calculatd) "YRY "Y and estimate)d from the equation(4.29).

3. Computed 0 .

4. lterate 1 to 3 up to the simulation rounds.
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Figure4.41 shows the bootstrapped distribution of default probabilities #states of the CTMC model

of Experiment 1Figure4.42 and Figure4.43 provide the resultingboxplot of default probabilities from

the bootstrapped distributionsThe data demonstrates that thmean defaultprobabilities of themodel
parametersare all withinthe corfidence interval®f the bootstrapped distributionThis means thathe
estimation method performs well for estimating the unknown parameters of the analytical model in the
given the finite and incomplete noisy observations. To further investighte gerformance of the
estimation method, we employed quantitative measures for evaluating the estimation accuracy.
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Figure4.42. Box plot of default probabilities in different scales.
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Figure4.43. Box plots of default probabilities in one scale.

Independency of estimate$o get an idea of how independent the estimates are, we generate scatter
plots of the posterior values off M for all 1500 matrices we hawgenerated for each of the 136
combinations of '@hQ@ h'@h@ i@ "@O0@ "@0nR 1 Most of the plots were similar, so we have
chosen 7 typical patterns Figure4.44. By analysis of the scatter plots, we can thed the estimates are

not very dependent on each other.
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Figure4.44. Scatter plots of the posterior distribution of estimates that show typical pattern.
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4.4.3.3.5. Summary obbservations and interpretations of thesults

Regarding the proposed parameter estimation approach (see Set#od.2, a number of observations
can be made:

9 Based on a visual inspection of the sample patt&dare4.38, Figure4.39 andFigue 4.40, the series
settled into a stationary mode after an initial 20 iterations and this is certified igbre4.47 as well.

i The autecorrelation diagrams ifrigure4.38, Figure4.39 and Figue 4.40 were seen to approach to
zero very quickly.

1 Estimates of the parameters that are not too close to zero were not sensible to the ctipi@ndf
as parameters of the Gamma distribution, while the parameters which are too close to zero will
depend on the choice of the prior becausg, Y is small

1 The draws irFigure4.38, Figure4.39 and Figue 4.40 show that the posterior distribution of the
parameters deviate strongly from normal distribution for small parameters. This indicates that the
parameter estimates are nenormal.

1 The drawings ifrigure4.41show that the distribution of the default probabilities deviate from normal
distribution (for state 7 which is relatively far away from zeFig(re4.43) were approximately
normal).

9 According toTable4.30, the relative errors for states 1 and 2 are too high and for state 7 are small.

4.4.3.3.6. Quantitative evaluations: measuring estimation accuracy
For evaluating the accuracy of the quantitative estimation technique, various ifatwve metrics have
been utilized in the literature. In Sectich4.3.3.3 we described a number of experiments; we also
reported the observations and interpret the results in Sectdb#.3.3.4 In this section, we use some
metrics for assessing the estimation method that we described in Seét&B.2 An overview of the
measurement process is depictedrigure4.45.

Model@Run-Time

Z R X Non-Functional Requirement

Se NFRL: K" ResponseTinie<600ns
s, Y
Internal
Q (0) Threshold Proc:adure
1]
Run-time
Continuous |Observations | Parameter Estimate
Event Estimator
Simulator Mechanism T

Experimental
Setup

Actual parameter

Controlled |Value X Estimation
Variables Error

Figure4.45. Estimation analysis in the context of experimental setup.
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Metrics measure the size of the error when estimating theugaof parameters alongside the rtime
data.Tabled.31lists typtal metrics from the literature and here we use them for assessing our estimation
accuracy. These metrics are meant to quantifydifeerencebetween values implied by the MCMfased
estimator that we proposed in this chapter and the actual values optrameter to be estimated.

Table4.31. Estimation error metrics.

Metric Formula
Bk B B 0y 05
r b :
r Ik B B O U
5
At A 0 Of

o + rFlF B B
b 0 —— K 0 o

AlthoughO HO and( € 1 @re simple to computethed S YSG K2 Ra&a 20 SNJ yoeanl 6a2f dz
individual matrix They only provide a relative comparison between two matrices. For example if the

distance between two matrices turns outto betussay0OMX A G A& y2 G GINS I NIJWWRA Y K A
distance, nor is it possible to infevhich matrixA & (G KS WWf | M:IEV@;NEI)"EH T B Torei KS (61
appropriate in measuring the ffierence of the transition matrices than other ordinary metrics since it

captures the offdiagonal dferences bette(Jafry & Schuermann, 2004)

Table4.32 providesthe evaluation of the error metricef the model parameter matriX and default
probabilitiesof 0 based on the full set of500estimates.As it is evident from the error measures, the
proposed estimation approach produces acceptablénestions.

Table4.32. Estimation error measurements

Metric EprerlmenLt
E R

T4 0.0060| 0.0046

T4 0.0014| 0.0010

| 0.0615| 0.0481
™ T 0.0015] 0.1840
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Figure4.47. Estimation error with different metrics over beimrounds.

4.4.3.3.7. Runtimeperformance

Since the process of requirement verification integrated in a feedback control loop triggers the adaptation

of connectors, it needs to be runtime efficient to be applicable in such a setting. In other wiedgtlay
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requirements verificatiorprocesshinders the usefulness ands a resultthe adoption of selfadaptive
software.Model calibration is an integral part of requirements verification and, consequently, needs to
be performant at runtime. In this section, we investigate the runtimerbead of the proposed MCMC
based approach to estimate model parameters.

In order to assess the runtime overhead of the proposeddel calibration mechanism (see
Section4.4.3.2, we have conducted a set of experiments ussngulatiors with different settingsby
changing the controlled variables as listed able4.27. One of the most critical parameters that influence
the runtime overhead of the estimation mechanism is the number of observatiomsatled viad o (cf.
Tabled.27). Therefore for evaluating the scalability of our approach, we vary the numbebsérvations

by changing the values of this varialileour experimental evaluations tan order of magnituddn the
range p U T 1icf. Table4.33). We kept the rest of the controlled variables exactly the same as the
previous experiment as ifable 4.29. We performed the experimental evaluations @ndedicatel
machine for our experiments with the specification a3 able4.4.

Table4.33. Experimental settings for runtinperformance evaluation&f. Table4.27).

variable | Exp.1| Exp.2 | Exp.3 | Exp.4 | Exp.5| Exp.6 | Exp.7 | Exp.8 | Exp.9 | Exp.10 | Exp.11 Exp.12

| <+« 8 8 8 8 8 8 8 8 8 8 8 8
=4 v 1 1 1 1 1 1 1 1 1 1 1 1
9 7 7 7 7 7 7 7 7 7 7 7 7
< 1 1 1 1 1 1 1 1 1 1 1 1
E4 v 1 2 3 4 5 10 20 30 40 100 200 500
) 1 1 1 1 1 1 1 1 1 1 1 1
1 1 1 1 1 1 1 1 1 1 1 1 1
4 2000 | 2000 | 2000 | 2000 | 2000 & 2000 | 2000 & 2000 | 2000 | 2000 2000 2000
+ 500 500 500 500 500 500 500 500 500 500 500 500

Based on the results that are reportedTable4.34, Figure4.48, Figure4.49 and Figure4.50 regarding
the comparison between estimation accuracy and runtime efficiency of a number of experiments, a
number of obserations can be made:

1 Increasing the number of observations (dfable 4.33), increases the estimation accuracy (cf.
Table4.34 and visually ifFigure4.48). However, it also treases the runtime overhead of the model
calibration.

9 Initially increasing the number of observations dramatically decreases the estimation errors and does
not cause a high runtime overhead (cf. Exp. 1 to ExpFjure4.48 and Figure4.50).

1 Increasing the number of observations from a certain point only decreases the estimation error up to
a certain point, but imposes a large runtime overhead instead (cf. Exp. 9 to Exg-ig@@ra%.48 and
Figured.49).

f The data irFigure4.490 2 y T A NXvicieas im th& number afbservationsapproximately results
in ~10x increase inruntime overhead ® ¢ KS Rl (1  mygdl kabdratiof mechkahism G K S
performs well everwhen we obtain alarge historical observation sefi.e.,t 1 x in Exp. 9 for
examplg. It took approximatelyless thanu Tiari to provide an acceptable estimation for all 32
unknown parameters of the model (s@@ble4.28). In other words, the runtime overhead for each
parameter is aroungh @ .
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Figure4.48. Visual omparisonof estimation errordetweenexperiments (cfTable4.34).
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Exp. 1 Exp. 2 Exp. 3 Exp. 4 Exp. 5
3 s I Ik IF . ; s S s
0.1053 | 0.0637 | 0.0399 | 0.0308 | 0.0238 | 0.0179| 0.0331 | 0.0246| 0.0261| 0.0176
0.0362 | 0.0191 | 0.0106 | 0.0079 | 0.0068 | 0.0048| 0.0088 | 0.0061 | 0.0074| 0.0048
1.9969 | 1.0113 | 0.5197 | 0.3840 | 0.3524 | 0.2246| 0.3691 | 0.2198| 0.3624 | 0.2064
-0.3370 | 0.1840 | -0.0247 | 0.1840 | -0.0144 | 0.1840| -0.0531 | 0.1840| -0.0861| 0.1840
Exp. 6 Exp. 7 Exp. 8 Exp. 9 Exp. 10
F I IF F Ik IF [ [ e | I
0.0137 | 0.0112 | 0.0124 | 0.0092 | 0.0126 | 0.0085| 0.0080 | 0.0062| 0.0078| 0.0058
0.0038 | 0.0031 | 0.0034 | 0.0024 | 0.0037 | 0.0024| 0.0020 | 0.0014| 0.0024 | 0.0016
0.2057 | 0.1645 | 0.1516 | 0.1082 | 0.1930 | 0.1253| 0.0911 | 0.0622| 0.1330| 0.0858
-0.0232 | 0.1840 | -0.0172 | 0.1840 | -0.0118| 0.1840| -0.0110 | 0.1840| 0.0060 | 0.1840
Exp. 11 Exp. 12
F I IF F Ik IF
0.0059 | 0.0044 | 0.0050 | 0.0034
0.0019 | 0.0012 | 0.0022 | 0.0014
0.1059 | 0.0654 | 0.1373 | 0.0857
0.0096 | 0.1840 | 0.0124 | 0.1840
S
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Figure4.49. Runtime performance w.r.tbservation size (cT.able4.27 and Table4.33).
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4.4.3.3.8.

In order to assess thegensitivityof the proposedmodel calibrationmechanism (see Sectiah4.3.9 to

the number of simulation roundsve have conducted a set of experiments using simulation with different
settingsby changing the simulation and buim rounds as listed iffable4.27. In parameter estimation
approaches in statistics, buin periods are considered to discard the initial erogenous estimations
(Inamura, 2006) However, we claim that our approach converges to the actual value of the parameters

Sensitivity of the estimation errors to simulation and Harrounds

quickly in order to avoid a largeintime overhead. In order to evaluate the claim, we increased the
number of burnin periods from Exp. 1 to Exp. 7Tiable4.35. Based on the results, which are reported in
Table4.36 and visualized ifrigure4.51, the estimation accuracy has not been increased after increasing
the burn+in period. These observations basmalthe experimental results support our claim regarding the

quick convergence of our approach. Even increasing in the simulation rounds (cf. Exp. 8 to Exp. 10 in

Table4.35) does not show a decrease in estimation errors necégsas depicted ifrigure4.51.

variable | Exp.1 Exp.2 Exp.3 Exp.4 Exp.5 Exp6

Table4.35. Experimental settings faensivity analyse&f. Table4.27).

Exp. 7 | Exp.8 | Exp. 9 | Exp. 10

| «+ <« 8 8 8 8 8 8 8 8 8 8
=4v 1 1 1 1 1 1 1 1 1 1
4 7 7 7 7 7 7 7 7 7 7
< 1 1 1 1 1 1 1 1 1 1
F4+ v 100 | 1200 = 100 100 | 100 & 100 | 100 | 100 | 100 | 100
) 1 1 1 1 1 1 1 1 1 1
I’ 1 1 1 1 1 1 1 1 1 1
1 2000 2000 2000 2000 2000 2000 2000 200 500 = 10000
+ 0 10 20 30 100 200 1000 150 50 1000
Table4.36. Estimation error comparison between experimentsTable4.33).
. Exp. 1 Exp. 2 Exp. 3 Exp. 4 EXxp. 5
Metric
I I IF I (s F Fo| S s
d 0.0186 | 0.0142 | 0.0182 | 0.0119 | 0.0146 | 0.0108| 0.0265 | 0.0176| 0.0215| 0.0151
I 0.0047 | 0.0034 | 0.0056 | 0.0034 | 0.0041 | 0.0029| 0.0090 | 0.0053| 0.0063 | 0.0041
ok 0.2060 | 0.1267 | 0.2945 | 0.1539 | 0.2029 | 0.1398| 0.5038 | 0.2522| 0.3153| 0.2008
m -, 0.0025 | 0.1840 | -0.0584 | 0.1840 | -0.0332 | 0.1840| -0.1069 | 0.1840| -0.0336| 0.1840
Metric Exp. 6 Exp. 7 Exp. 8 Exp. 9 Exp. 10
I I IF F IFIF F Fo Fol
d 0.0231 | 0.0169 | 0.0156 | 0.0120 | 0.0109 | 0.0079| 0.0168 | 0.0128| 0.0172| 0.0132
d 0.0074 | 0.0050 | 0.0046 | 0.0032 | 0.0027 | 0.0019| 0.0041 | 0.0030| 0.0047 | 0.0034
ok 0.3643 | 0.2325 | 0.2100 | 0.1430 | 0.1351 | 0.0892| 0.1751 | 0.1168| 0.2155| 0.1454
T~ | -0.0269 | 0.1840 | -0.0134 | 0.1840 | -0.0167 | 0.1840| -0.0225 | 0.1840| -0.0050| 0.1840
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Figure4.51. Visual comparison of estimation errors between experim@it3able4.36).

4.4.3.3.9. Limitations and hireats to validity

The experimens in this section indicatehat the dfectiveness of theproposed CTMC parameter
estimation approachdepends onthe number of sampling rounds (cFigure 4.36), which directly
detemine the time overhead of the approach. In other words, the more sampling rounds, the more
accurate estimations the approach can provide, but this is less appropriate for runtime requirement
verification because of the timing constraints (cf. Sectidn.3.3.7and 4.4.3.3.§. To address this
limitation, we found out that the choice of the Gamma distribution for prior distribution enables the
estimation approach to quickly converge to the real value of the unknown pasmdowever, this does

not mean that we can expect to derive an accurate estimation in a couple of rounds. This is one of the
limitation of our proposed estimation approach and a fruitful avenue for future improvements in terms
of decreasing runtime overlael.

In Sectiord.4.3.3 we only evaluated the approach with 1 experiment but for the estimation of 32 non
zero parameters of thg & @ o6 dnéttx in Table4.28. In this experimental evaluation, our aim was to
measure the effectivenessf our estimation approach quantitatively as we have done and reported in
Sectiond.4.3.3.4 Sectiod.4.3.3.5and Sectiornt.4.3.3.6 However, as opposed to the firskperimental
evaluations in Sectiod.4.2.6 where we combined different values for the controlled variables to
demonstrate the effectiveness of the extended Bayes method in different situations, here, we only
considered such masurements by changing a limited number of controlled variables (see
Section#}.4.3.3.7and4.4.3.3.§. Although we reported both qualitative observations in Sectiéds3.3.4

and quantitative comparison in Section 4.4.3.3.5, the limitations of the controlled experiments is one of
the threas to the validity of this workThe only strategy for mitigating this threat was to extend the
experimental setting and performa case study. We will report results regarding this in the evaluation
chapter, i.e., Chapter 7.
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4.5.Related Work

In this section, we review only the most closely related approaches to parameter estimation for
requirement verification that have been publishedsoftware engineering venues.

Severalmethods andtechniquessupport measurementor analyses of nofunctional propertiesof

running software systemsn general two approaches arpossible (1) measurement and2) modeling.

The former is establishedasedon direct measurement of theelectedrequirement ofthe system
throughthe use of dedicated tools (e.qg., profiler, tracer, etc.). &ample IMetero ¢ Wa SG Sbhehé Hamn
perform load testing for identifying bottlenecks in software applications, specifically tlased
software. As aother example we can mentiorLoad Runned a [ 2 I R w dzy whig#iNGErformst n M n 0
scalability analyses. Data extractedm these software cahelp in identifyingeritical parts of the system

that require a modication to achieve the desiredjuality based on the analyses aon-functional
properties Modelingcansolve restriction®f direct measurementspecifically in large systemsecause

it may abstract awayrom the complexitiesof systems.n general,measurementsand modeling are
complementaryrather than alternativetechniques(Epifani et al., 2009)

The approach that is presented in this thesis for model calibrggiomises the benefits provided tppth
approaches basl on measurement and those based on modelinghis thesis, analytical odels(i.e.,
Markov models)are kept alive at runtime andjia measurementsthey can becomegradually more
precise As a result, the decision for adaptations can become more atcbesed on this latest situation
of the running system.

In particular,(Woodside & Litoiu, 2008)escribe a method foestimatingmodel parameters througka
control-based approachThis work is based onrantime monitoring solutionthat provides data feeding

a Kalman filter, aimed at updating theontroktheoretic performance model. This approach differs from
the approach presented in this thesce it explicitly suppostuncertainty handling in runtime data
Conversely, the approachlimited to the performance model, whilghe approach in this thesis based

on both discrete and continuous Markov models, which are appropriate to handle different sorts of
properties comprising performance, reliability and so on

The work in(Sato & Trivedi, 2007} based ora CTMC formulation afomposite services to predict
performance and reliabilitygottlenecks by applying a sensitivity analysis technique. Althdhighwork
focuses ordesigntime, this thesisutilizesCTMCs for run time analyses.

Theworkin (L. Cheung et al., 200B8)esents a framework fgpredictingcomponentreliability at design
time. The objective of this work ie construct a stochastic reliability model allowing software architects
to explorealternativedesigns. Specificallihe authorsaddress the problem for parameter estimatian
architectural level. The problem of correct parameter estimai®also discussed {Gokhale, 2007and
(Smith & Williams, 2002)

Another work(Calinescu, Johnson, et al., 20pigposes a novelapproachfor learning theparametersof
DTMQparameters based oruntime observations of the systenthis approactearrs DTMC parameters
throughanalyzinghe systemworkload over timeoy adopting time series analysfsvery similar approach

is also presented ifEpifani et al., 2009)The difference between the two approaches ((€alinescu,
Johnson, et al., 2018nd (Epifani et al., 2009)s that the former adopts a smoothing approach, which
makes the estimations at runtime more effective in terms of precisions. These two pieces of work are the
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closest approaches to what we proposed here in this chaptel both were inspiring for the research
reported in this thesis. Both approaches are based on Bayes formula (cf. Eq@#ati8y) for model
update. However, the main difference is that our approach is capable of estimating pa@eneters in

the presence of measurement errors. In general, they (Calinescu, Johnson, et al., 204hyd (Epifani

et al., 2009) explicitly assume that the observations based on which they derive ttima®ons at
runtime are complete and contains no measurement errors. The other difference is that we
experimentally evaluate the model update mechanisms through which some insights have been revealed.
But, in general in terms of underlying theory that Isabeen adopted in these approaches, there is no
critical difference.

There are also some established frameworks for facilitating evolution based on model updates at runtime
specifically in the domain of servibased systems. For exampleAMI(C Ghezzi & Tamburrelli, 2009)

a framework for runtimemodel updatedor servicebased systemdt focuses on nonfunctiomanodels,
which aretypically dependent orsome parameters that areprovided apriori by domain experts or
extracted fromother similar systems. Even if these values are inittaliyect, they can change during the
operating life of thesystem. Consequelyt, accurate models must be updateder time. KAMI focuses on
keeping nonfunctional modeisp to date with the current behavior of the modeled systesnupdating
model parameters. Updated models can tham used to recheck at runtinthe requirementsthat were
initially verifiedat designtime to guarantee the correctness of the systefhis may trigger appropriate
adaptations of the system at runtime in order to adjust the system to satisfy system requirements.

As another exampldQoSMO$Calinescu, Grunske, et al., 20iklg frameworkas well as supporting tools
for QoS mangement of servicdbasedsystems. QOSMOS implemetite full selfadaptation loopthat
combines formal specificationf requirements, modebased QoS evaluation, monitoriagd parameter
adaptation of the QoS models, anganning and execution of system guation. The proposed
frameworkintegratesextended versions of existing toadsch as KAMIC Ghezzi & Tamburre®009)to
realize the feedback control loop

The approach presented in this chapter differs from existing work because we emphasize model
calibration without considering that the runtime data are precise and free of noise. In fact, we strongly
believe thd selfadaptation must be based on explicit assumptions that the runtime data may be
incomplete and contain noise.

4 .6. Conclusiond,imitations and Future Work

In this chapter, we providkan answer tdRQ1that requires the development of methodsd techniqus
for estimating model parameters and serves gge&requisitefor runtime requirement verification in the
feedback control loop of seddaptive component connectors

Conclusions In this chapter, our approach toanalytical model evolution by runtime adgtation is
presented Ourapproachexploits Bayesianand Markov Chain Monte Carlo techniques to extend and
developestimators which produce updated model parametemsidering the uncertainty in runtime
observations The updatedanalytical models providea progressively better representatioaf the
connectorsthat allows continuous automat verification of requirements at runtimeThe analytical
models updated atuntime support failure detection and prediction, and contribute to achieving self
adaptivecomponent connector as the key thesis of this wdrke main contribution of this work, rather
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than providing the statisticalmachineries to perform ruimme adaptation of DTMCand CTMCs, is
handling runtime uncertainties by the mechanisrifge providedexpaimental evidence byonductng
extensivesimulationcampaigns to shed light on issues like the muefédcts of the choice of different
values for smoothing parameterand the distance betweedesigntime estimationand real value®f
parameters, andlifferent change patterns runtime dataln our experimental evaluationthe estimates
convergeto real values of probabilitie@n the case of DTMCs) and transition rates (in the case of CTMCs)
even in case of uncertain noisy runtime dabat the speedf convergencalepends on several factors.

For examplewe investigated the influencef smoothing parameterand thedependence on the variance

of runtime data.

Limitations andthreats tovalidity. There are some threats to the validity of this work. Bs@imation
approaches presented in this chapter can be categorizednas seriesestimation. The time series
estimatorsin general imply certain limitations when used for shtatm prediction of certain quality
factors As observeth the experimental ealuationsthere isa conflict between being responsive enough
to changes in observatiattataandbeing too responsive and thus being perturbed by fluctuationgery
recent observationsin other words if the smoothingparameteris too high, this maylead to a delay in

the estimations On the other hand, too little smoothingay lead to limited precision in highly variable
scenariosAlthough the value of the parameter can be set at ddigre based on the type of the system,
however, the behavior of theystem may change dramatically at runtime and the parameter requires to
be adapted. We hypothesize that an adaptive filtering such as Kalman filtering approach can be a solution
for adjusting the smoothing parameter dynamically at runtime. This can bsidemed as a potential
future direction of such estimation techniques.

The other factor that influences the required time for the estimation to approach to the true value of the
unknown parameter is the length of the observatioiibis means that if monitcng observations occur
only very infrequently, thestimatorsin fact need toestimate based ofongruns Thus, the accuracy of
the estimation approachmay be severeljimited in the setting ofthe runtime platform that provides
observation data.

Threatsto construct validity depend on hownknown model parametersvere measured.Thiswork
considerdDTMC and CTMC parameter measurenfenseltadaptive component connectopserformed
through simulationsThiscan be affectedby the load in thereal settingof the connectors being deployed

in for example internetwide systemsHoweverthis still reflects a realistic situatioas we generate the

data using statistical distributions exactly the same way that simulation embedded in for example the Reo
tool sets works(Moon, 2011)

Futuredirections. The futuredirections d this workwill consist of refining th@pproach investigating its
scalability in reaorld noisy data Currentlyour approach modifies models through the estimatioh

their unknownparameters and we do not take into accouwsttuctural change the aralytical models

In other words, model structures should be known when the estimation process is started and cannot
change during estimations. This would be one of the most challenging future directions of this work mainly
because of the difficulties in éhtheoretical background of structural model evolution and the runtime
efficiency which is required in seflaptive software, se@Antonio Filieri, 2013However, this direction

of research, although challenging, is also promising, as new techniques have been recently coming out,
e.g.,(Bianculli, Filieri, Ghezzi, & Mandrioli, 201ddsed on incremental and compositional techniques,
which are relevant to the domain of selflaptive software.

122



/| KI Lpd SN
5.Adaptation Reasoning

?There are many different styles of composition. | characterize them always as Mozart versus Beethoven.
When Mozart began to write at that time he had the composition ready in his mind. He wrote the

OEOQUUEUDx UWE OE wiUwwE WwepE E OO iE uE blsh@riddn Kebybeadittiwd U wb E
Beethoven was anindecisive and a tinkerer and wrote down before he had the composition ready and
plastered parts over to change them. Therewas a certain place where he plastered overnine times and
one did remove that carefully to see what happened and it turned out the last version was the same as the
first one.? fukEdsger Dijkstra (1930-2002).
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5.1.Chapter Overview

Adaptation easoningis the core reasoning process in satfaptive syems (Lemos et al., 2013)The
pieces of softwar¢hat realize adaptation reasoninmgake decisions that affect how tlmaselevelsystem
interacts with the environmentin which it is embeddedind how it satisfies itguantifiable (non
functional)requirements.The decision is madaver a reasoning space, whigkpresents alynamicand
situatiomal environment Such decisionare dependent ordomain knowledgeand influenced by the
historical behaviorwf the systemover time Note that the entities that reason about adaptation of a
software perceive and uséistorical behavioof the systemas a measato support the decision making
process.

In the previous chapter, we introduced a number of stochastic methods to calibrate i@aalyidels of
component connectors in order to enable the requirement verification in the feedback control loop of
seltadaptive connectors. The key challenge that we addressed there is the need to provide acceptable
estimations of model parameters givehat the input monitoring data are not perfect and contain
uncertainties. This ensures that the requirement verification, which triggers connector adaptations, does
not trigger unnecessary adaptations or miss necessary ones. In this chapter, the faottiseiseasoning

part of the feedback control loop. We introduce a mechanismstect from many connector
configurations the one that is most appropriai@obtain some spefic performance resulbased on fuzzy
adaptation reasoninglhe key challenge thate intend to address here is the uncertainty corresponding

to the specification of adaptation policies. More specifically, when specifying adaptation policies, different
users have different and even conflicting opinicaisout adaptation actionWe need a adaptation
reasoning approach thatonsiders such conflicting policiemnd decides about the adaptation of
connectors considering these sources of uncertaiNiyte that thescopeof thischapter, as illustrated in
Figureb.l1, isto Planthe adaptation (in the context of MARE control loop)

Autonomic Manager E
” Knowledge II

N /

Base-Level Software

Users

Figure5.1. Scope of Chapter 5.

The outcome of this chapter is a framework, called RobusT2, for adaptation reasoning usi2fyps
logic systemsin this chapterwe aim to addresRQ (cf. Chapter 1)that highlight the need for an
adaptation reasoning mechanisthat can determine the connector mode appropriate for current
situation of the systemWe called for a dependable meahism that performs well in the presence of
noisy inputs and imprecise adaptation policy specifications

The rest of the chapter is organized as follows. Se&ig@gives some fundamental definitions regarding
adaptation reasoning. Sectidn3reviews existing adaptation reasoning techniques for dynamic adaptive
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systems and seHdaptive software. Sectioh.4 discusses how we specify nfumctional requirements

for component connectors based on ty2efuzzy membership functions. Secti@n5 proposes a
framework, called RobusT2, for adaptation reasoning using-&/fiezzy log. The RobusT2 framework,

as the main outcome of this chapter and the main contribution of this thesis, contains the methods for
designing the adaptation reasoning engine. This section also contains experimental resuliscasdes

the significance oftte main resultsFinally Section5.6 summarizes thehapter.

5.2. A Highlevel Overview oAdaptationReasoning

In this section, we briefly review fundamental concepts regarding adaptation reasoning comprising a
definition of basic concepts in selfiaptive software, a higlevel overview ohutonomous reasoning and
types of reasoning.

5.2.1. Environment representation

Environmental situations for software systems in general andagkptive softwargSAS) in particular

can be represented with a number of differtetechniques. These techniques represent environmental
situations through variables as properties of the environment. These variables hawtefiedddiscrete

or continuousdomains. For instance, thieattery levelof an autonomous robot or theeliability of a
software component or theerformanceof a connector might be environmental variables for a software
intensive system. Each variable gets a value of its domain that conveys the current state of environment.
For instance, battery level as a variablith a discrete domain space may be quantified as low, medium

or high. On the other hand, reliability and performance may be quantified by continuous values within a
well-defined range.

Environmental variable values determine the current state of a sipgmibperty of an environment at a
very particular instant and a set of variables with their values represent the current state of the
environment.

Definition 18. Anenvironment stateis a set of pairs each comprising an enwvimental variable and ite
current value at a precise time instant.

Definition 19. An environment situationof a selfadaptive software system is an environment st
(Definition 18) which is importanfor the system and needs to be consideredtfar reasoning process
A set of situationswhich obviously is a subset of all environmental stateght be predefined anc
encoded by domain expexbr might be learned during the reasoning process.

5.2.2. Autononous reasoning

Domain experts of the seHfdaptive software know how the system must respond to environmental
change. For example, an expert in robotics knows which camera resolution a robot should use when it has
low battery level. As another example, amclgitect knows which communication channel must be used in
connectors when the number of requests is high and the messages should not be lost in any circumstance.
In adaptive systems in general and sedbptive software in particular which operate in a@sjic domain,

the reasoning procesgncodesthe knowledge of that domain into a mapping between different
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environmental situations and the actions for system adaptatiidsbson et al., 2006; Mller, Pezze, &
Shaw, 2008)

The reasoning process is typically delegated to a piesofivare, whichis responsible for linking a
particular environmental state to aaction, whichleads to an adaptation of thenderlying software
system. For example, in the task queue connector example in Chapter 4, when the rate of receiving
messages at the receiving port increases, an environmental change happens. The reasoning mechanism
in this case processes the change angdubon the environmental information, it decides to use another
channel with better quality of service.

The reasoning process typically consists of two critical s{@gspcessing a timaeries runtime data,

which are collectd through monitoring facilities; andii) decision making about the adaptation action to
perform when a specific environment stat®dfinition 18) occurs. The first step is covered in the model
calibraton chapter (i.e., Chapter 4). The second step, which is known as adaptation planning, is the main
subject of this chapter.

One important and critical issue is that how this decision making can be performed -adaptive
software. Let'Ybe a finite sebf situations Definition 19) that a software system might encounter based
on different environmental states occurs. Also, debe a finite set of valid architectural configurations
that the software system can take. As soonaaspecific situation N "Yis detected, the reasoning
mechanism chooses a (possibly optimal) architectural configuraiio from possible configurations of
the software system. This process can be formally delineated by:

e A GAGvE ¢ & o
Yihi AOCADYwh d wn 64
Where0 in equation(5.1) is a reasoner, which maps each situation “Yinto an appropriate architectural
configuration o™ 6 during the adaptation process, which might be performed in arseliaged manner
in particular. The notion of a reasoner here generalizes that of a planner by covering a broader domain of
reasoning consisting of analysis and planning altogether ibkation”Yis a function which quantifies the
appropriateness of a configuratian ¥ 6 for the given situatioi N “Y The main goal here for reasoning
is to find the most appropriate and (possibly optimal) configuration given the constraioksas timing
or frequency of adaptation in dynamically changing environments.

The problem of building efficiemeasonersas a seladaptive controller has been the target of several
projects, which resulted in various approaches that differ regardiegtypes of reasoning with respect

to the required level of flexibility and adaptability, and for the technigues to identify a suitable
configuration while reacting to the changes in environment. One of the key requirements for this kind of
reaction to theenvironment is to achieve the adaptation in a timely manner.

5.2.3. Types of reasoning in selflaptive software

There are two different types of reasoning in general and planning in particular here: offline (desyn
and online (runtime) planning.
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5.2.3.1.  Offlinereasoning

Designtime planning (or offline reasoning) means that decisions to relate environmental situations to
architectural configurations (plans) are made statically at desiga. More specifically, whenever a self
adaptive software system encounteasspecific environment situation N Y the selfadaptive controller
selects one specific architectural configuratibr' 6. The next time when the same situationis sensed,

the reasoner chooses exactly the same plafor the sofwvare system. These predefined plans, which
freezethe adaptation space, are referred to &tics(Georgiadis, Magee, & Kramer, 2002strategies

(D Garlan et al., 20049hange operatiorfOreizy, Medvidovic, & Taylor, 1998blicy(Georgas & Taylor,
2008)or even a combination of therf-W. Cheng & Garlan, 2012)

These approaches can be effective if it candeenonstrated that the set of frozen change plans are
sufficient to deal with any possible environmental situatigsamer & Magee, 2007These fixed plans
might be sufficient for domains such as embedded software ortaldtant architectures. However, it is
very difficult to identiy a sufficient set of them due to the nature of planning probl€ifigin, 2007,)

Runtime planning, however, is a more flexible alternative to overcome the shortcoming of offline glannin
approaches.

5.2.3.2.  Online reasoning

Runtime planning (or online reasoning) means that the decisions to relate environmental situations to
architectural configurations are made dynamically at runtime. In other wahgsplanner autonomously
generates a configation, which suits the current situation of the surrounding environment

Online reasoningin general consists of three major stepgPark, 2009) selection, evaluation,
accumulation. In the selection step, the planner autonomously chooses a suitable configuration for the
current configuration. In the evaluation step, thianner measures the effectiveness of the chosen plan.
Finally, in the accumulation, the planner stores the configurations alongside their evaluations for future
planning purposes.

In the next section, we review existing techniques that have been apfiieénabling adaptation
reasoning in opethoop dynamic adaptive software and in clodedp seltadaptive software.

5.3. Existing Reasoning Techniques in/Aadfptive Software

There are several techniques (or strategies) to be employed for adaptation planitingdifferent
capabilities and characteristics. These techniques comprisédoaded, goabased, utilitybased planning,
reactive, heuristidased, testbased, learningpased, modebased and contrebased. Note that among
these techniques, rukased goalbasedandutility function reasonindnave been applied a lot in practice
and are mature enougto be used by most seddaptivesystems However, other techniques are still in
early formative stages of maturity; for instance, tedtased techniquegMetzgeret al., 2013)have just
recently been proposed in the satlaptive community

5.3.1. Rulebased reasoning

In rulebased planning, decisions are made for a set of predefined environmental situations. Generally,
they are specified byQ"@ "Q6 6 OEINECED O "Bétatements(Fleurey & Solberg, 2009; Georgas &
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Taylor, 2008)When a set of environméal states from thd Q0 6 @cci@éhén thed @ O ‘1@kes place.
An alternative version of rulbased reasoning are evenbndition-action (ECA) rules. In this form when

- ¥ Ny

0 0 0 "@&ebrigas, Hoek, & Taylor, 2009; Brice Morin, Barais, Jezequel, Fleurey, & SolbergTt2909)
wé ¢ QQar@asudlly gantitative values of environmental variables. However, there are some
approaches that enable qualitative descriptions, which handle imprecision and variation instead of exact
guantitative values(Franck Chauvel, Barais, Borne, & Jezequel, 200&pecial kind of rulbased
reasoning considers the notion of reasoning based on some temporal properties. By adopting this type of
rule, one can specifp ¢ ¢ 'Q "Qov&& seiquence of thpast environmental states.

By adopting this technique, the adaptation behavior can be analyzed and validated at-tiesigit is

also efficient at runtime. However, it requires the identification and enumeration of all possible
configuration variantsand adaptation rules at desigime. The number of rules may also become
unfeasibly large. For example, although writing new rules is straightforward, it is hard to foresee errors
that might be introduced based on conflicts between ry®srugendo, Fitzgerald, Romanovgkyuelfi,

2007)

However, some new advancaddress some of the issues. In the DiVA prdjBdce Morin et al., 2009)

the rules can be datted at runtime by comparing the resulting product model with the model of the
running system. The rules in rdi@sed reasoning can be enhanced by learning new rules, which are
derived based on the past fagtdbbas, Andersson, & Weyns, 2011)

5.3.2. Goalbased reasoning

Goatbased planning is infed by multiagent planning within which a number of agents cooperate to
achieve a specific goal. In gdrsed reasoning, higlevel goals drive the adaptation procgs®© Kephart

& Chess, 2003)he goals are typically expressed using a declarative language such as PROLOG. When an
environment changes, the controller of ttsystem decides if the system still holds its declared goals. If

not, the controller selects a set of adaptation actions in order to lead to the goal.

A number of approaches have explored gbased planning in sefdaptive softwargEliassen, Gjgrven,

Eide, & Michaelsen, 2006; Heaven, Sykes, Mageea&dtr 2009; Morandini, Penserini, & Perini, 2008;
Salehie & Tahvildari, 2012; Sykes, Heaven, Magee, & Kramer, Z0@7yeneral process is as follows.
These approaches first define the hifgivel goals the system should attain. Then a number of primitive
change operations are defined. Finally, a number of processes are defined to connect the goals and
actions. However, in contrast to rulesed reasoning, the writing of goals is not situational and therefore
straightforward. As a result, a number of reselzers(Sykes et al., 2007; Sykes, Heaven, Magee, & Kramer,
2008)propose to declee the goals using linear temporal lodlcTL). Then, the plans can be generated
automatically to achieve the goals.

In general, adopting godlased reasoning avoids the problem of fixed configurations, which are
enumerated at desigaime, but usually at the cost of runtime overhead. This approach suffers from
scalability issues. One of the other difficulties of guoaded reasoning is whether all the goals are
achievable, because in the system of goals, one special gght ¢ prevented from being attained
because of mutual conflicts between goals.
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5.3.3. Utility function reasoning

Utility function planning has its root in functional optimization, which consists of a given mathematical
function, and the goal is to find its optal value with respect to a set of parameters. In-selaptive
software, utility functionbased reasoning is used to find and select the most appropriate architectural
configuration for a given environmental situation using functional optimization. Thetiitn to be
optimized is calledutility function and is defined in terms of the utility that each architectural
configuration can provide given a particular state of the environment. More specifically, this function
defines a quantitative basis of desiikiy of a given configuration. The desirability is a mapping suc¥ as

in equation(5.20) between each configuratiot M 6 and its worthiness with respect to environmental
statei N "Y Therefore, in the case of environmental changes, the adaptation is decided based on the
optimization (naximization or minimization) of the utility function. To do so, there are many approaches
in mathematics from linear programming to met@uristic approaches that can be applied to find the
optimal value.

A number of approaches have investigated the agapion of utility function optimization for decision
making in seladaptive software(Bennani & Menasce, 2005;-\%. Cheng, Garlan, & Schmerl, 2006;
Georgas et al., 2009; Jeffrey Kephart & Das, 2007; Marzolla & Mirandola, 2010; Sykes, Heaven, Magee, &
Kramer, 201Q) Typicallythe utility function is defined as the sum of the utility value of the adaptable
parts of the architectural configuration in relation to the environment. The utility function may be defined

by several parameters and even combinations of continuous ancetisitinctions. Sometimes, the utility
functions need to be defined by multiple functio(®-W. Cheng et al., 2006T herefore, in this case the
problem of optimizing the utility function can be categorized as a roljgctive optimization problem

whose goal i$o reach the best compromise among different competing functions.

Utility functions can discriminate between different architectural configurations and evaluate them, but
without the need for constructing them. Although this makes the reasoning processsgaightforward,
constructing the utility function itself is not an easy task.

5.3.4. Reactive planning based reasoning

Areactive planning explosgradually the space @irchitecturalconfigurationsAs opposed taraditional
planning which searches for ageence ofactions satisfying predefined objectives, reactive planning
searches for a singtection, which contributes tabetter satisfaction othe objectiveswhich themselves
might change according to environmental changasnumber of approaches hawxplored reactive
planning based in architectueentric selfadaptive softwar€F Chauvel, Song, & Ch&010; Sykes et al.,
2010) These approaches do not need to freeze the adaptation spacpréxefined architecture
configurations as inPlastic (Batista, Joolia, & Coulson, 20082 (Oreizy et al., 1998)Genie(Nelly
Bencomo, Grace, Flores, Hughes, & Blair, 2008pypredefined architecturechange operationss in
Rainbow(S:W. Cheng et al., 2006; D Garlan et al., 200ADAM(Floch et al., 2006PiVA(Fleurey &
Solberg, 2009)Sykes et al(Sykes et al., 2007, 2008hstead, they can explore unforeseen architecture
configurations in dynamic environments.

5.3.5. Heuristicbased reasoning

As the state space of adaptation grows, the management of adaptaties hecomes difficult. In order
to solve this, a number of approaches have investigated heubssed approaches such as genetic
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algorithms (e.qg., PlatfA. J. Ramirez, Knoester, Cheng, & McKinley, 2009,)20¥1l@)l climbingC Ghezzi
& Sharifloo, 2013n order to make adaptation plans.

A key benefit of this approach is that there is no need for prescribing atlaptplans beforehand to
address environmental situations warranting adaptation. Instead, they use the power of heuristic search
to generate suitable adaptation plans at runtime. They also exploit computationally inexpensive fitness
functions, which is ak to utility functions in order to evolve the plans in response to changing
environmental states. Therefore, they can handle more environmental situations than traditional
prescriptive approaches. One potential drawback of this approach is that the tieapproaches cannot
guarantee that the best adaptation plan will be found.

5.3.6. Testbased reasoning

Online testingE. M. Fredericks et al., 2013; Hielscher & Kazhamiakin, 2008; Metzger et alm2ai3)

that the selfadaptive software system is fed with test data in parallel to its normal run in order to detect
or predict failuresWhenever a test fails, it can trigger an adaptation in order to prevent the system from
actual failure. Since online testing actively engages in collecting runtime data and complement monitoring
runtime data, the accuracy of reasoning process can be ingoreignificantly(Metzger et al., 2013)
However, there are some limitations including increasing the runtime load and imposing additional costs
(Metzger et al., 2013)

5.3.7. Learningbased reasoning

By using learning data, which are accumulated during system execthiorseltadaptive system can

determine the best configuration when the environment chan@@ark, 2009)Generally, by repeating

the process of execution, accumulation, learning and decisiaking, the system can make better
decisions over time.

Gambi et al(Gambi, Toffetti, & Pezzé, 201e online machine learning to update surrogatedels in
order to limit violations of SLAs of software applications within data centers. However, their approach
does not apply any state space reduction heuristics to improve runtime convergence.

Tesauro et alTesauro, 200 roposed a hybrid approach to combine whiiex analytical modeling (i.e.,

QN model) with Reinforcement Learning. Online learning uses a-btacknodel of the running system,
while the whitebox QN model is used as a training facility. They assume white box QN model of the
system is available and can accurately predict its behavior under different adaptation decisions.

Kim and ParkPark, 2009)se a reinforcement learning approach for online planning. Their work is based
on behavior improvements of robots bgarning from desigiime training and by dynamically discovering
adaptation plans in response to changes in the environment in which the robots are operating. Similarly,
Zhao et al(Zhao, 2011yombinesupervisedearning andeinforcementlearning to develo@mn adaptive
reaktime cruise control system.

FUSIONEIlkhodary et al., 2010; Esfahani, Elkhodary, et al., 280 H8)eneralpurposeframewark for selt
adaption of the software systems, whighfundamentally different from the aboyas itworksin a way

that it is a generapurpose framework, while the above mentioned works have concentrated on specific
problem domains FUSIONcombines a nurpber of techniquescomprising feature-based modeling
significance testingand heuristic search to reason about adaptation
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5.3.8. Modetbased quantitative reasoning

In general, aalytical modelsan be categorized intvo broadgroups(Esfahani, Elkhodary, et al., 2013)
white-box and blackbox. The formerequiresan explicitmodel of theinternal organization of the
software systen{i.e., typically an architectural model), while the latthyes notneedsuch knowledge.

Queuing Networks (QNArdagna et al., 200&re mathematical models used for performance analysis of
a softwae system, represented as a collection of Queues (i.e., system resources) and Customers (i.e., user
requests). Markov model@rdagna et al., 2008e often used for reliability analysis. They are comprised
of a stochastic model that capturesdtstate of the system using random variables that change overtime
according to the probability distribution of the previous state. These wihite approaches require an
explicit model of the internal structure of the software system. Such models are bypiszd at design

time to analyze the tradeoffs of different architectural decisions before implementation, but recently
these models are used at runtime to dynamically analyze the system propéitigdagna et al., 2008)
However, the structue of these models cannot be easily changed at runtime in ways that were not
accounted for during their formulation (e.g., addition of new states in a Markov model due to emerging
software behavior).

Artificial Neural Networks (ANN) are an effective wagafing a large number of nonlinear estimation
problems(Esfahani, Elkhodary, ek,.a2013) These approaches do not require knowledge of the internal
structure of the system. However, they require enough sampling of the input/output parameters to build
a rough calculation of the relationship between the inputs and outputs. A mainngéalya of blackbox
approaches is that they can be used to detect changes to the underling properties of a software system
over time. FUSIONEsfahani, Elkhodary, et al., 20f@Jows the blackoox approach.

5.3.9. Control theory based reasoning

Control theory igecently gainingnomentumin the software engineering communi@Hellerstein et al.,
2004; Jamshidi et al., 2014; Zhu et al., 2069y instance, in the proceedings of the most recent ICSE,
Companion Proceedings of the 36th International Conferemc&oftware Engineerin@riand & van der
Hoek, 2014)as well as the proceedings of the most recent SEAW®Reedings oftte 9th International
Symposium on Software Engineering for Adaptive and\&atfaging System&ngels & Bencom@014)

we have seen an increasing number of control theloaged approaches applied to address the challenges
in software engineeringlhe application of control theory in software engineering, however, isastll
preliminary stage(Patikirikorala et al.,, 20123nd is limited to the design of comiiers focused on
particular adhoc solutions that address a specific compuiingblem (Antonio Filieri et al., 2014Filieri

et al. (Antonio Filieri et al., 2014)eveloped a general methodology, which reduces the need for strong
mathematical background to devise-adc control solutions.

As a notable control theorpased approachhiat has been applied for adaptation reasoning, we can
mention the work of Filieri et a{Antonio Filieri, Ghezzi, Leva, & Maggio, 20I?}his work, he bindings
among servicesare dynamically seat runtime. Theyformulated the dynamic binding problenas a
feedback controproblem, and solved with simplecontroller synthesis

Yang et al(Q-L. Yang et al2013)proposed aype-1 fuzzy logic systeno adjust system parameters (as
opposed to ours on architecture change) in missiatical systems. They deal with uncertaintyhe self
adaptation loop by representing adaptation logic wiyipe-1 fuzzymembeship functions Gmachet al.
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(Gmach et al., 200&8nd Chuang and Chaihan, 2008proposedthe useof type-1 fuzzy logic systems

for adaptive service management to remedy exceptional situatiand manage quality of services
respectively Theyapplied fuzzy control theory to manage and bate resources of enterprigservice In

a recent published workJamshidi et al., 2014yve proposed an extended fuzzy controllers for solving
similar problem of elasticity reasoning in the context of autonomic resource provisioning forludsed
applications The main challenges that we addressed in this work were to control the measurement
uncertainties and uncertainty related to specifying elasticity policies (corresponding to the adaptation
policies here in this thesis).

5.3.10.Summary of reasoning techniques

Table 5.1 summarizes theadaptation reasoning approaches we reviewed earlier for enabling self
adaptation of software systemsén this table a check markkj indicateswhere the approach proposes
solutions or deals with the criteria, andodank() in the oposite case

Note that among the reviewed approaches, rblased goatbasedand utility function reasoningare
mature andother techniques are still in earfgrmative stages of maturity

Allof the reviewed techniquebavetheir own pros and cons and aneostly situational, i.e., they are more
appropriate for addressing the challenges in a particular donfédn example, ule-based reasonings
useful insituationalcontexts in which predefined responsese triggered by predefined eventSuch
approachea based on rukbased reasoning can also consitkarning to update the rule set at runtime
One of the downsides of such approaches is,thasdifficult to manage rulebased reasoningespecially
whenthousandof rules aren the rule baseln contast, goalbased and utilitybased reasoning use very
differentapproachesThe first onéntroducesthe concept of goals thanablethe reasoningrocess, and
usesa variation of goal model® derive each particulardaptationdecision. ltenablesdecisbn making
by accomplishing a set of goals. Tlater defines goriori mappingin terms of a utility functionbetween
reasoning variables aratchitectural configurations of the systeifihe utilitybasedapproachesvaluate
a decisiomand pick one option @t of many More concretely goatbased reasoningan select the best
configuration giverthe encoding in utility functiorHowever, rulebased and godbased reasoning cannot
ensuresuch optimum selection

This domain is not yet mature, and as a resuiyynadaptation reasoning approachagpearin the
software engineering and sedfdaptive communitiesThese techniques udeuristics,models and test
cases, machine learning, control theory and reactive techniqaedrive the system adaptations and
produce promising resultsNevertheless, they are stit a formative stageand subject of current ongoing
research.n this thesiswe use fuzzy controhs the adaptation reasoning technigu€he rationalehat
motivates thischoiceis that fuzzy control useules elicitation from users thabroperly capturesthe
relationship between particular environmental conditigimstoric observations and decisiormaking in
the reasoning processhe main differencebetween the existing contrdbasedapproaches and our
approach is that the fuzzy logic controller we employed in this work can handle expert knowledge and
numerical data in a unified framework, and tliezzy reasoningapproach, in general, requires less
computational complexity. The other befit of our apppach is thafuzzy logic controllexdo not require
the mathematical model of theystemthat it controls. In this work, deriving an accurate mathematical
model of the underlying software is a very difficult task daenon-linear dynamics of real systems
(Esfahani, Elkhodary, et al., 2013; Hellerstein et al., 2004; Lemos et al., 2013; Zhu et al., 2009)
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Table5.1. Classification and cqmarison of adaptation reasoning approaches.

Reference

Scope

Reasoning Technique

Environ
ment

Domain

Model

Code

Requirement (Spec)

Goatbased

Utility function
Testbased
Learningbased
Model-based
Reactive planning

Heuristicbased

Control-based

Context

Mobile

Embedded System

Smart*

Generalpurpose

(Georgas & Taylor, 2008)

x| NFR

(Fleury & Solberg, 2009)

=X

X|=X| Robotic

(Brice Morin et al., 2009)

xR

(Georgas et al., 2009)

(Franck Chauvel et al., 2008)

(Serugendo et al., 2007)

R|IR| R | R XX Rulebased

(Eliassen et al., 2006)

RIR|R| X

(Heaven et al., 2009)

RIRR| R RN R R R Architecture

RIR|R| =R

RIR|R| XX

(Morandini et al., 2008)

X

(Sykes et al., 2007)

=

(Salehie & Tahvildari, 2012)

RIR|R|R|R

(Jeffrey Kephart &as, 2007)

(Bennani & Menasce, 2005)

(S:-W. Cheng et al., 2006)

X

(Sykes et al., 2010)

(Marzolla & Mirandola, 2010)

(F Chauvel et al., 2010)

RIR|R|RIR IR X

(Batista et al., 2005)

(Oreizy et al., 1998)

X

RIR|R|R R R R |R|R| X

(Floch etal., 2006)

X

RIR R |R|=

(A. J. Ramirez et al., 2009)

RIRR|R|R IR XX

X

(C Ghezzi & Sharifloo, 2013)

(Hielscher & Kazhamiakin, 2008

(Metzger et &, 2013)

(Park, 2009)

(Gambi et al., 2010)

(Tesauro, 2007)

(Esfahani, Elkhodary, et al., 201

RIXRIX|X

(Antonio Filieri et al., 2012)

(Chan, 2008)

(Gmach et al., 2008)

RIR|RIR|RR|R|R| R R

(Q-L. Yang et al., 2013)

RobusT2 (our approach)

RIR|R|R|R

RIXR|R|=R

=
RIRRIR|RRR|R|R R R XX

=
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5.4. Nonfunctional Requirements for Component Connectors

In contrast to traditional requirements, sedfdaptive software systems require a new class of
requirements(Lemos et al., 2013We consider two types of quantitative ndanctional requirements:

1) crisp(hard(Glinz, 2003) and2) fuzzy(elastic(X. (Frank) Liu, Azmoodeh, &degalas, 2007 soft (Glinz,
2005). Acrisp quantitative nonfunctional requirement imposes rigid constraints on a #ionctional
property (e.g., endo-end response time or reliability) of a system or more precisely for component
connectors in this work. After verifying @éhsatisfaction of a crisp requirement, it is either satisfied or
unsatisfied. While &izzynon-functional requirement imposes a flexible constraint on a fiamctional
property of a connector using a membership function of a qualitative term to charaetisi satisfaction.

Note that a membership function quantifies a degree of membership of a qualitative term in a fuzzy set
(Zadeh, 1965)

5.4.1. A specification of nefunctional requirements with Typk (T1) fuzzy sets (FS)

Below is an example of a crisp quantitative rfamctional requirement) "O"Ywith satisfaction function

in Figure5.2. In this case, if the coordination time between the two specific points (one source node and
one sink node) tkes, for example, 1.005 milliseconds, it does not satisfy the requirement and it leads to
an adaptation of the connector.

0 "OYYrhe period of time between receiving a message from a componel (5.2)
dispatching it to another component must be less ttzamillisecond.

e ]

go.s—A < >

p < >

'%0-6* Region of Region of

Hoal definite definite

T satisfaction dissatisfaction

no.2r- 4

NFRY domain

00 O.r2 0.r4 0.r6 0.r8 1 1.2 1.4 1.6 l.r8 2
Figureb.2. Satisfaction function for requirement NFR1.

However, in the case of the following a fuzzy #ionctional requiremat, i.e.,0 "O"Ywith membership
function inFigure5.3, if the coordination takes® milliseconds, its satisfaction degree is one, which is
the highest. It actually points out that the requirement is fully satisfied bycthnector. If it takes, for
examplep& & i its satisfaction degree is around® and it partially satisfies the requirement though it is
acceptable.

0 "OYYThe period of time between receiving a message from a componel (5.9
dispatching it to anothecomponent must be SHORT.

a { | h w(b.3 is alifiguistic term, whose membership function (B&gire5.3) characterizes satisfaction
of the requirement( "O'Y
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0

The constraint imposed by an imprecise or fuzzy requireméstcharacterized by a satisfaction function
(X. Liu & Yen, 1996)

Definition 20. A satisfaction function denoted by , maps an element6¥Qa R2 Yl Ay 2
discourséOto a number inTip that represents the degree to which theqeirement'Yis satisfied.

 doo mip (5.4)

LylddAdAr@dStes GKS aldAraFlrOldArazy FdzyOlAizy OKF NI OG SN
satisfies the fuzzy requirement. In fuzzy donctional requirements, a minimum threshold is usually

specified. It shows that a connector configuration, whose value is below this threshold, is not acceptable

and it should trigger an adaptation to lead to a configuration that has a satisfaction degeegatdie

higher than zero. For instance, if a coordination tak@smilliseconds, which is greater than the threshold

of two, in this case, its satisfaction degree is zero and it is totally unacceptable.

The satisfaction function (cf. membership functiam fuzzy set theory(Zadeh, 1969) for fuzzy
requirements must vary irdp . The function itself can be of any shape that defines a function, which is
simple enough to interpret the satisfaction degree. The simplest aatish function is formed using
straight lines.Figure5.4 and Figure5.5 respectively illustrate a simple triangular and a trapezoidal
satisfaction function.

1

0.9

0.8~

0.7

0.6

0.5

0.4

0.3
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r r
0 0.5 1 15 2 25 3
trimf, P=[0.5 1 2]

Figure5.4. A triangular satisfaction function.

A number of key characteristics of satisfaction functions are as followSigare5.5):
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Theheightof a satisfaction function is the largest degree, wisalisfies the requiremeri.
MY O00b w (5.5

The support of a satisfaction function is the crisp set containing all elements witlzerorsatisfaction
degree.

i oNnNeEYi oo w T (5.6)

The core of a satisfaction function is the crisp set containing elements with satisfaction degree equal to
one.

WEiY @ o p (5.7)

The boundary of a satisfaction function is the crisp set with satisfaction degree higher than zero and lower
than 1.

WEO6EQH womt ‘@ p (5.8)

Thel ¢ @f a satisfaction function is the crisp set that contains all the elements whose satisfaction
degree are greater than.

Y s | (5.9)
! y'y
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trapmf, P=[0.5 2 3 3.5]
Figureb.5. A trapezoidal satisfaction function.

Due to their smoothness, Gaussian satisfaction functions are appropriate for specifying fuzzy sets. As
illustrated inFigure5.6 and Figure5.7, the curve has the advantage of being smooth and-pero at all

points. However, since in sealflaptive software we need to reason about the satisfaction of
requirements, and since in this function there is no point with satisfactiogrete zero, this type of
function is of limited use.
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Figure5.6. A Gaussiarsatisfaction function
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Figure5.7. Abell satisfaction function

Although Gausan and bell functions have the advantage of being smooth, they are unable to specify
asymmetric functions, which are critical in some requirement specificatiigare5.8 shows a sigmoidal
satisfaction function, which is opea the right.
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Figure5.8. Asigmoidalsatisfaction function.

One of the main advantages of using fuzzy -harctional requirement specification in seltlaptive
software is the avoidance of unnecessary ptdéion of connectors due to transient violations of
constraints. Let us consider the coordination time in a connector that oscillates betm@eeiand p8t p
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By considering "O'Y each time the coordination times goes upgaét pit violates the requements and
an adaptation will be necessary. However, by consideFifi@'Y the satisfaction degree is close to one
and far greater than the minimum threshold of satisfaction based on the function illustratédune5.3.
This result is more desirable than the one obtained using crisp function as depi¢teire5.2 because

it avoids several unnecessary adaptations during runtime execution of the connector.

Such a specification of nganctiond requirements through typd fuzzymembership functionsnot new

and it has beeradoptedmainly to specififlexiblerequirementsin (Luciano Baresi et al., 2010; X. Liu &
Yen, 1996; Whittle et al., 2009; Yen & Tiao, 199Wg challenge iwherethere is uncertainty abouthe
membership function itself. In #hfollowing wefirst raise this concern by providing concrete scenarios
and weaddress this challenge by adopting T2 fuzzy logic in order to incorporate uncertainty about the
adaptation policiesThe RobusTZrameworkis proposed in Sectio®.5, to address this challenge and
provide a mechanism to reason about adaptation handling such sources of uncertainties

5.4.2. The need for revisiting nefinctional requirement specifications

Inorderto ded with uncertainty, it needs to be quantified. In this section, we discuss why thadaiftive
software community needs to revisit approaches for quantifying uncertainty. Users provide input for
different aspects of a seddaptive software systerfEsfahani & Malek, 2013; Lemos et al., 20T3je

most prominent user inpts are:1) Nonfunctional requirements or quality preference®) Particular
system properties that cannot be monitoreg)) Certain environmental properties thaan be specified

by engineers based on their experiences, hardware specification, or similar sygieAdaptation
policies and their effects on the quality factors. However, eliciting user preferences for the
aforementionednputs in terms of a mathematical function or an absolute value is akmellvn challenge
(Lemos et al., 2013nd introduces subjective and imprecise data to the system. Thus, in order to cease
the effects of this uncertaint we need to adopt an appropriate mathematical theory to quantify them.

Thereare four different possibilities when extracting a user indtOne user provides a crisp value
representing an estimation of the expectedlue for the input.2) One user estimates a range of
uncertainty based on the expected level of variation in the inBuf group of users provides a set of

crisp values as estimations of the egpsd value for the input4) A group of users provides estimations

of the range of uncertainty based on the expected variation in the input. Although it has been commonly
used in seladaptive software domain, we argue that tliest three approaches are not scientifically
accurate enough to capture the uncertaimggarding adaptation knowledge specificatidrhe first issue

is with the crisp estimation of the input (i.e., 1, 3). In this way, the possibility distribution dhpug
0502YS8Sa tA1S I adSLI FdzyOhAz2y GKIFG dG1F1Sa SAGKSNI al ¢
factors become impossible. The second issue is with the elicitations based on a single user (i.e., 1, 2). Users
often have diverse opinions aht specific inputs. Therefore, inputs based on just one user is partial and

the approachesuch agLuciano Baresi et al., 2010; S. Cheng & Garlan, 2007; Esfahani et al., 2011; Whittle
et al., 2009pursuingthis way oknowledgeelicitations ignorehe uncertainties associated with collecting

inputs from different usersThis assumption based on one user opinion is, in fact, unrealistic for certain
types of applications such as metkinant systemsFigure5.9 shows how a user estimates the range of a
requirement with a trapezoidal function.
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Figure5.9. A trapezoidal possibility distribution.

Thecurrent work for handling uncertainty in sedflaptive sétware assumes one can accurately specify
the possibility distribution. When someone specifies a possibility distribution of an input, as soon as the
function is specified, there remains no uncertainty in that function. For instance, as soon as thdipossibi
distribution of the performance of a component is specifie@igure5.9, the three associated regions are
precisely determined. Yet, as we mentioned in the fourth approach for eliciting the input, each user might
come up with different distributions (sed-igure5.10). The challenge is how to @anmmodate all
preferences in one coherent distribution.
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Figureb.10. Possibility distributions elicited from different users.

We addresghis challenge by adopting tygefuzzy set§Zadeh, 1975 order to incorporate uncertainty
in the distribution function.

5.4.3. A specification of nefunctional requirements with Typ2(T2) fuzzy sets (FS)

The concpt of imprecise requirement§X. Liu & Yen, 1996 not a new phenomenon. Fuzzy theory is
mainly used to specifyjuncertain flexible and imprecise requirements (Whittle et al., 2009) to
accommodate adaptive goalkuciano Baresi et al., 20180d to perform tradeoffs among conflicting
functional(Yen & Tiao, 199&nd nonfunctional requirementgEsfahani et al2011) In these works, they
exploit fuzzy theory to specify at desitjme and assess at runtime the satisfaction degree of
requirements, which is specified by a membership function. The idea is to prevent violations of
requirements by tolerating somemall transient deviationsThe presumed benefit afuch imprecise
requirements isthat it gives the system room tbehaveflexibly (Chopra, 2012)More specifically, a
system can partially satisfy a requirement depending on circumstanoege\r, the stateof-the-art in

this domain assumes one can specify the satisfaction function precisely. However, this is not practical and
realistic in realorld applications. The question is what to do when there is uncertainty about the value
of the membership function. In this section, we intent to address this shortcoming by adopting2type
fuzzy logic(Zadeh, 1975)n order to incorporate uncedinty about the satisfaction functionThe
fundamental difference betweetype-1 and type-2 fuzzy logids in the model of individual fuzzy sets.
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Type2 fuzzy sets employ membership degrees thataoé a crisp value, buuzzy setghemselvesThis
additional uncertainty dimension provides new degrees of freedom for modeling dynamic uncertainties.

5.4.3.1. Requirement specifications with 3

Although a number of analytical frameworftsiciano Baresi et al., 2010; X. Liu & Yen, 1996; A. Ramirez &
Cheng, 2012%)ased on typel fuzzy sets have been proposed by researchers in requirements engineering
and selfadaptive software, wenitent to extend the concepts based on interval typduzzy sets. We
therefore call the previous imprecise requirement specification approaches based o tiyaey logic
traditional approaches. Those traditional approaches based their satisfactiondaraniDefinition 20.
However, we specify the satisfaction function according to the definition that is giveefinition 21.

Definition 21. A satisfaction functign denotedby‘ , maps an element 6¥YQ&d R2 Yl Ay £
discourseéO to an interval *  wh  w that represents the spectrum of degrees to which t
requirement’Yis satisfied. 3

Cowdoo T o o (5.10)

By adopting this definition for requirements specification, the satisfaction degree is not a crisp value in
the interval Tip anymore, but it is a spectrum of values in @ i~ & . This provides an opportunities
to accommodate the scenarios that we have discussesldi2 and specify a satisfaction function that

considers different opinions of different users as showirigure5.10. Figure5.11 illustrates a type2
fuzzy membership function that is discussed in detail in Chapter 2.
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Figureb.11. An nterval type2 fuzzy set based possibility distribution

5.4.3.2. Measure of relationships between requirements

Four types of relationships between requirements have been introduced and defingd Liu & Yen,
1996)based on typel fuzzy sets. Here we intend to redefine these classes of relationships with regard to
interval type2 fuzzy sets. These relationship types atgconflicting, 2) cooperative,3) mutually
exclusived)irrelevant. This classification is based on the relationships between satisfaction functions (cf.
Definition 20, Definition 21) of the requrements involved in a specific context.
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Two imprecise requirements are categorizedcasflictingif an increase in the mean interval of the
satisfaction degree (cDefinition 22) decreases the mean interval of the satisfactitagree of the other
(cf. Figure5.12).

Definition 22. Themean interval of satisfaction functiondenoted by—, maps an element o¥Q :
domain or universe of discour&to the mean of iterval - ofi o .

—®odP° T e ' e (5.11)

On the other hand, two imprecise requirements are classifiedoagperativeif an increase infte mean
interval of satisfaction degree often increases the mean interval of satisfaction degree of the other. If the
mean intervals of the satisfaction degree of two imprecise requirements cannot be satisfied at the same
time, they are categorized asiutually exclusivaequirements. Finally, if the mean intervals of the
satisfaction function of two requirements have no impact to each other, the requirements are called
irrelevant
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Figure5.12. Conflicting imprecise nefanctional requirements.

5.4.3.3.  Nonfunctional requirements tradeoff analysis

In order to perform tradeoff analysis, multiple ndmnctional requirements need to be aggregated to
formulate an overalhggregated function to be verified. As a result, we introduce and define a number of
aggregation operators according to fuzzy logic to enable the tradeoff analyses. The aggregation operations
are as follows: union of requirements (dfigure5.13) is given inDefinition 23 and illustrated in

Figure 5.14; intersection of requirements is given iDefinition 24 and illustrated inFigure 5.15;
complement of requirements (ckigure5.13) is given irDefinition 25.
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Figure5.13. Two ITZSs, A and Bdapted from(J Mendel & Wu, 201])

Definition 23. Theunion of two imprecise requirement¥ and’Y is
© wdoo o ®

©o®dgoo L o o (5.12)
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Figure5.14. Visual representation of union of two Hr3gadapted from(J Mendel & Wu, 201D)

Definition 24. Theintersectionof two imprecise requirementy and’Y is
© O wdoo o ®

©owdgoo T o o (5.13
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Figure5.15. Visual representation afitersectionof two IT2FS (adapted from(J Mendel & Wu, 201D)
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Definition 25. Thecomplementof an imprecise requiremenyis
‘© wdoo ' i
R y (5.14)
‘—wdd° p T whp * w

Finally, the tradeoff between requirements is definediefinition 26.

Definition 26. Let'Y be a list of norfunctional requirementsy 'Y RY 8 AY that a component
connector is supposed to satisfy and * wH @MBH @ be the associated satisfactio
degrees. Letv 0 ) B R contain a list of real numbers representing the normalized rela
importance of the requirements. The overaditisfaction degreds as follows:

% ot ® (5.15)

5.4.3.4. Nonfunctional requirement change analysis

We consider here three types of change in ffanctional requirements and their analysis with type
fuzzy setsi)relaxing a requiremeng) strengthening a requirement, ar) changing the priority of a
requirement.

Definition 27. The requirementY is considered to berelaxedto Y and'Y is considered to be

strengthenedto Y if: 3
JovOh— o — (5.16)

Definition 28. Let'Y be a requirement, then the feasibility &fin domainO can be defined as
0QGI QYA Q0 B (5.17)

Intuitively, according tdDefinition 28, relaxing a requirement improves the feasibility of the system
realizing the requirement.

Theorem 2. Let'’Y YA 8aA'YA 8aA'Y and'Ye Y& 8&'Ya® 8 &'Y and assume thatY is
relaxed toYae Then,

0061 QPO TG | QR QO © (5.18)

In the next section, we introduce the main outcome of this chapter, i.e., the adaptation reasoning
framework.
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5.5.RobusT2: A Framework for Autonomous Adaptation Reasoning using Type
2 Fuzzy Logic Systems

In this section, we develop a framework, called Robusd2eason about adaptatiomf component
connectors in which adaptation rules are based on aalabllection from a group aisers who have
potentially conflicting opinions about adaptation policids we discussed in earlier sections, we chose to
develop a fuzzy controller to give software architects more flexibility to accommodate their prefaerence
even when they are conflicting.

The overall view of the autonomous controller for adaptation reasonasythe main artifact of the
RobusT2 frameworks shown inAgure 5.34. As illustrated, the controller cove both desigrime and
runtime. During desigtime, the aim is to design a fuzzy controller, specify its-balee and derive
appropriate satisfaction functionsAt runtime, while the controller starts operating foonnectorself
adaptation, it keeps nwitoring quality and environmental data that may affect mfumctional
requirement satisfactionThe requirementsre continuously vefied with respect to rutime data that
may rdlect change# the environment's behavior. In the case of detection of injations,appropriate
adaptationactions (in terms of mode changes heae¢ generatedhrough the fuzzy logic controllemd
appliedvia an execution actuatoMore specifically,lie controller adjustthe system configuration with
respect to runtime dta that may affect changes in th@2 y' y' S GehaiNdThe key mechanism for
decisionmaking at runtime is the fuzzy inference process.

In the following, we discuss each phase in turn and describe the relevant activéw®ns.5.1presents

basic concepts and phenomena in fuzzy inference and the main entities and processes involved in fuzzy
reasoning. We provide concrete examples, in this section, to enable readers to easily grasp the involved
intricacies in fuzzy reasorg and prepare them to fully understand the outcome of this chapter, which is
the proposed method for designing the fuzzy controliBection5.5.2 introduces a running example.
Section5.5.3provides concrete challenges that motivated us to pursue such solution. S&chidiyives

a highlevel overview of the proposed autonomous reasoning providing an abstract overview of the
approach. Section5.5.5 proposes our knowledge elicitation approach for enabling adaptation rule
elicitation from different users. Sectidn5.6proposes a technique for transforming the collected data to
design a fuzziogic controller that acts as the main outcome of this chapter. Se&ibrv reviews the
benefits of the designed typ2 fuzzy logic controller over traditional tyfdecontrollers. Sectio®.5.8
contains experimental evaluation results regarding the designed and implemented controller. Finally,
Sectionb.5.9discusses the significance of the main results.

5.5.1. Fuzzy logic systems and uncertainty control

Froma software engeering perspective fuzzy logican be interpreted as a theompat allows using
linguisticwordsand human knowledgd ) to represent or modebhdaptation knowledgeand?2)to design
their reaoning mechanismg~uzzy control has been used iffelient applicatiorareassuch asndustrial
control, mobile robots control and ambient intelligent environmeitsntrol (Hagras, 2007)

The human brainreasons based olinguistics suclasslow, fast, nearor far andit executecontrol actions
accordingly Therefore, human activities exemplify the concept of fuzzy control. For instance, people do
not need to measure acceleiiah to be able to safely control the car they are driving.
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5.5.1.1. The Concept of Uncertainty in Fuzzy Logic Systems

Uncertaintyexistsin any situation withalack ofknowledge. For exampl&nowledgemay beincomplete
imprecise noisy, patchy, not reliable vague, contradictoryor deficient (Klir & Yuan, 1995)Diferent
authors ddine and classify ferent types of uncertaintyThe clas$ication proposedin (Esfahani &
Malek, 2013¥its to describe and interpret the effects of uncertainty in ssdfaptive softwareThere are
some other classification of uncertainty in this domain sucfPagd. Ramirez et al., 2012)

Uncertainty is alsexistsin fuzz logic systems as explained M Mendel, 2001; Wu, 2012)

1 Uncertainty about the meaning of the words that are used inrlles used for reasoning.
1 Uncertainty about the consequenad the rules.

1 Uncertainty about thénput datathat activate the fuzzy logic systems

1 Uncertainty about thadata used to tune thelesign parametersf fuzzy logic system.

As we discussed in the background chapter, T1 MFs are precise and, as d tdssd#s used in T-ELS
cannotcapturethe uncertainty. This is the reasevhy Zadeh proposed to represent thiacertainty by
usingT2 FS§&adeh, 1975)T2FLSsre to some extent flierent from classical fuzzy logigstems, see the
difference inFigureb.16 and Figure2.3. The rext sections presents thesefidirences by introducing the
subsystems of &2 FL&s presentedn Figure2.3.

Knowledge-base

Crisp
Output

Crisp
Input

! !
! I
Fuzzifier : Defuzzifier ;
! I
1 u

Tooo7—P| Inference

ype-1 Type-1
Fuzzy Set Fuzzy Set

Figureb.16. The architecture of typé& fuzzy logic systefadapted from(JM Mendel, 2000)

1 Output Processing  j | Crisp
: 1 | Output
1] Defuzzifier :
1 1
I
Knowledge-base |i Type-1 :
1
Crisp I Fuzzy Set: Type-1
Input : 1 | Fuzzy Set
Fuzzifier 11 Type-reducer :
I 1
| Bymepymmpeny | gl ]
T—Dy o2 Inference Type2
Fuzzy Set Fuzzy Set

Figure5.17. The architecture of typ2 fuzzy logic systeadapted from(JM Mendel, 2000)
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5.5.1.2.  Knowledge base (Rule base)

Theknowledge base (or in some litgure it is known as rule basa)lowsthe representation of human
knowledge by using linguistiales Afuzzy ruleis specified wittithe structure below:

IF(some conditions are satisfie@HEN@erform a control actioh (5.19

In general the fuzzy rules are organized using tabl®se objective is to represent athe different
combinationsof the inputs of the system. The structure of the ridlaseare the same in botkype-1 and
type-2 fuzzy logisystems, except that in the former the linguistics have typdFs, while in the latter
the linguistics have typ2 MFs

5.5.1.3.  Membership functions

Membership functions (MFs) enable forming a connection betwegsp valuesand linguisticwords.
Type-1 fuzzy MFs (FMF) are twadimensional and characterizeae membership valué for a variable
N @. Type2 fuzzy MFs (FRIF) are threedimensional by consideing an uncertainty6 of the
membershipvalue TEMFs are aspecialcaseof T2MFs where the uncertainty value zero. In general,
membership functiongan beclassiied as

1 Singleton MFEsA membership function that is unity at one particular point and zero everywhere else.
SeeHgure5.18.
p W W

né w00 0 (5.20)

0 02 04 06 08 1 12 14 16 18 2
w

Hgure5.18. Singleton membership function.

1 Interval typel MFs A membership functiothat is zero excepin the interval déined by its left and
right bounds. Se&igureb.19.

‘ pa w « 501
TéE TR 0 QI Q (-21)
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Figure5.19. Interval typel membershigfunction.

Typel MFsA membership functiothat isacrisp value which vaiy the interval Tip . SeeFigures.2
to Figure5.8.
Type2 MFs A membership function thas characterizedy a secondary degree MF. This type of
MF can further clasted as:

1. Interval type2 MFslf* ofp is an interval typel MF.

2. General type2 MFslf' oo is a typel MF.
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Figure5.20. An interval type2 membership function.
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Figure5.21. General type2 membership function.
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5.5.1.3.1. Interval type2 membership functions

General T2 MFs are complicated to implement and the computational overhead of processing based on
this typeof MF is high(N. Karnik & Mendel, 199@nd obviously not apmpriate for timeconstrained
applications such as adaptation reasoning in a-aa#ptive control loop. Howevemterval T2 MFsare
straightforwardto implement and have beeunsed in almost all works about tygefuzzy logi¢Hagras,

2007) Therefore, arinterval type2 membership function has been also selected for this research.

An IT2 MEan be createdvith two T1MFs. ArlJpper Membership Function (UMMhich representshe
maximum value and a Lowdtembership Function (LMP¥hich represents the minimum value ‘offor
eacha Theuncertaintyo is represented by the area between the UMF and the LMF. This regialeid
Footprint of Uncertainty (FOU) and is illustratedrigure2.2. Note that TIMFs are a particular case of
T2MFsthat does not consider the uncertaintyhe same MF represents both the UMF aodlFand,
therefore, the area of the FOU is zero.

5.5.1.3.2. Membership function creation

In this thesis, for representing the IT2 MEapezoidalandtriangular membership functions atesed to
construct the FOU. IT2 MFs arempletely described b9 points ¢FdohOKRBGHAQ, seeFigures.22.
Note that tiangular MFs are a particular caseti@pezoidal MFs wherthe two middle points coincide.
For example, irFigure5.22, if 'Q "Cthen the IT2 MEdis a trapezoidal MF with trapezoidal UMF and
triangular LMF. If botd Q¢ @ "Cthen the MF is triangular. An special case of triangular MF, all the
middle pints could meetp & Q Q

u X

|

|

|

|

|

|
a epbfgcid
Figureb.22. The nine pointthat represent an IT2 K8dapted from(J Mendel & Wu, 201])

5.5.1.3.3. The Concept ofantroid ofan interval type2 MF

AnIT2 MFcan beapproximated witha set of0 ITLMFs located at the point® andwith upper and lower
bounds' and’ as illustrated orfFigure5.23. Then the centroid of the ITMF iscalculatedas the
centroid of thel IT1MFs.Note thatthe accuracy of thealculationdepends on .
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The centroid of a T1 MF, discretized iy points is located ato & This point is defined iBefinition
29.

Definition 29. The centroid of a typé fuzzy setyis defined as:
B o o

DY
@ B '

(5.22)

Similarly, the centroid of alT2MF discretized i intervals is located ahe interval ®hD . Thisinterval
is defined inDefinition 30.

Definition 30. The centroid of a typ€ fuzzy setYis the union of the centroids of all its embedded tyg
1 fuzzy setsr :

6 k 'Y ® 'Y RO Y

&'y (5.23)

oY |’1E
» Y |’l A@Y

In order toexemplify thisconcept the centroidof the IT2MF inFigure5.23 is presentedNote that we

conster a 4 points discretization of the IT2 MF for simplicity in this example, but a different discretization

has been used in our experimental evaluatibhe IT2MF is discretized into the following 4 IVMFs:

o th Ting v

o Y e v

w ptt ™1 @ 624
® p@ TR

Table 5.2 summarizes all the possible weighted averagedingel in Equation(5.22). Since the
discretization number is 4 and there areo boundariesfor eachMFin this examplethere are 16q )

weighted averaged\ote that the centroid of the 1T2 MF Figure5.23 can be approximated by finding
the minimum and maixnum values of the weighted averaga,in the last column ifable5.2 as defined
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in Equation(5.23). Therefore,0 | EH Et & ¢ pt@ X v.mNote that his isonly an
approximation f@ the centroid ofthe IT2MFand in order to find a better approximation, we need to
increase the discretization numher

Table5.2. Weighted averages of the interval ME

H e H e H e H e a
T T Y | T T ¢ T p® T
L1 ™Yy | TG TR [ KON
T ™ Y L) T p@oo
n g Y T T, P& XU
n XU | T T G n o) Y ¢
1 XU | T T G TR POy
n @Y L) n P OO
n X U L) g, P@PC
] U Y | T ¢ 1! yBoYu
& U MYy | TG TR pB TP
T® UL e Y @ T WL T
T U g Y T T, pBLTQ
& U XU | T T G m Y WX
T, U XU | T T ¢ T, wifo Y p
T8 v X U T LIS o QL
TE U T U T T, p®ULU

However, oncehe value ofl isincreasedo find better approximations of the cenbid, the number of
weighted averagegrow exponentially, and theomputationaltime will then become unsuitable for the
seltadaptation feedback loop applicatiodarnik and Mendgbroposed an iterative algorithm torfd the
lower and uppeboundsof centid. This algorithm, called K. N.Karnik & Mendel, 20013ramatically
reduces the number of iterations tbnd the solutions The KM algorithm is further enhanced (M
Mendel, 2009)

Table 5.3 presents theresults of the centroidof the IT2 MF inFigure5.23 calculated using the KM
algorithm with different values of discretizatiQ . The number of iterations tdind the value of the
centroidwith respect to a néve calculation as ihable5.2, the KM algorithm and its enhanced versiés

it is evident in this tablehe enhancedKMalgorithmenables the efficient calculation tfe centroideven
with a largel. As a result, the enhard version of the KM algorithm is adopted here to calculate the
centroid of IT2 MF used in the IT2 FLS for adaptation reasdfingletails of the KM algorithm, we refer
to (N. N. Karnik & Meral, 2001; JM Mendel, 2009)

Table5.3. Computational complexity of centroid calculation for our IT2 MF example.

1 KM Enhanced KM Jiiorati

B iterations | (EKM) iterations lerations
T UfﬂJllJ(IDTﬁFGC T p po
P9 &ﬁp@)TI&)TC @ p pLvLvadQ
PTT W Y pTE@ P ) q pg @ X)x om
QUG B YdpUB @ X q PH L YOWX X
PTGl ud YIpT@O @ G P Y Ygo Y v o 1y
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5.5.1.4. Fuzzifier

Thefunctionality of thefuzzfier in IT2 FLS (dfigure2.3) is tomap a crisp inputc hio 88t N ©
® 8 @ intotheir corresponding IT2 MEs produce a set ofT1 FSSThis mapping iseeded to activate
rules that arespecifiedin terms oflinguisticwords Theinputs to the FLS prior to fuzzificatiomodule (cf.
Figure5.16 and Figure2.3) may be certain (e.g., perfeateasurement and noise fr¢®r uncertain (e.g.,
noisy measurements)T2 FLSsanhandle either kind of measureme@M Mendel, 2007Note that the
number of sets depends dihe number of inputsand the number oMFs First,we must state how the
numericinputsd N 7Y are convertedo fuzzy setgwith a process called "fuzzificatioJerry M. Mendel
et al., 2006) so that they cabe used by thé&LS, see the inpaiutput of the fuzzifier module ifigure2.3.
A fuzzification can be defined by a transformati@ffy © Y, where'O6 'Y and"Y is a set of all FSs
that can be éfined onY. In this thesis, we use singleton:

, P w O

T €®Mi VA Q (5.25)

In order toshowthe methodology to implement the subsystemfanIT2 FLSve usea concreteexample

here. We presenthe whole processf an IT2 FLS step by step through this example. This process can be
viewed as a mapping frogrispinputsto crisps output (cf. the solid path Figure2.3): from fuzification,

all the way down to thelefuzzication.Note thatthis mapping can bdelineated agsd "Qw.

Let us consider a normalized crisp inpat fo Tfo v ®d & of the IT2 FLS whose MFs with
respect to the two elements of the inpate illustrated inFigure5.24 (corresponds ta@y ) andFigure5.25
(corresponds tav ). Figure5.24 illustrates the MFs of the first input (i.&3), andFigure5.25 shows the
MFs of the second input (i. ).
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Figure5.24. IT2 MFdor inputw (workload)
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First,the inputneeds to be fuzzifiethto the MFs. It can be seén Figure5.24 and Figure5.25 that the
firstelement of theinput (i.e.,& ) is fuzified irto two MFs {.e.,0f) ) and the secondlement of theinput
(i.e.,®) is fuzzfied into three MFsife., 0 R Y Figure5.26 illustrates the nomull fuzzified sets
regarding the former element of the inputéi, ) andFigue 5.27 shows the nomull fuzzified sets with
respect to the latter element (i.e® ).
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Figure5.26. Nonnull fuzZiied sets foiw .
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Figue 5.27. Nonnull fuzzified sets fab .

Figure5.28illustrates a black box representation of the fuzzifier modul€igrure2.3. As discussed eaeti,

the fuzzifier functionality is to transform crisp inputs to fuzzy output in order to use them in the inference
process. In the inference process, these fuzzified sets are used to trigger appropriate rules in the rule base.
We describe the inference ptess in the next section.

Interval Type-2
Fuzzy Output

~ A
L: [0.3797,0.5954]

M:[0.3844,0.5434]
VL,H,VH: [0,0]

Fuzzifier

Crisp Input
(x1,x2)=(40,50—»

X2 M: [0,0.1749]
S: [0.9377,0.9568]
VS:[0,0.2212]

\I,F: [0,0]

Figure5.28. The fuzZier module maps crisps inputs iniatervaltype-2 fuzzy sets outputs

5.5.1.5. Inference Engine

Thefunctionality of theinference enginenodule as irFigure2.3 is tomap the set of T1 MFs (resulting as
output from the fuzzifierjnto the consequents of théred rules.Consequently,ie output is a set olfT2
MFs.Note that the number ofoutput MFs is equalo the number offired rules.Let us continue with our
running example. The conwik list of rules is summarized Trable5.4. Note that in this example, the
antecedents represent different situations that may happen at runtime and consecquietiie rules
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determine the control actionin the evaluation section, however, we deal with a set of rules with interval

type-1 fuzzyoutput. In this example, as discussed in the previous section, according to the provided input,
o Fo T fo 11 two nonnull fuzzified sets for the antecedeat and three nomnull fuzzified sets for

the antecedento are derived, se€igure5.28. As a result, 6 rules are fired (or activated), see highlighted

rows inTable5.4.

Table5.4. Fuzzy rules with singleton consequent.

Rule Antecedents Consequent
Workload Response Nodes

(® (o) time (o ) ()
1 Very low | Instantaneoug -1.6
2 Very low Fast -1.4
3 Very low Medium 0

4 Very low Slow 0.6
5 Very low Very slow 1.4
6 Low Instantaneou -1.3
7 Low Fast -1.1
8 Low Medium 0.4
9 Low Slow 1

10 Low Very slow 1.6
11 | Medium | Instantaneoug -1.6
12 | Medium Fast -0.9
13 | Medium Medium 0.6
14 | Medium Slow 1.1
15 | Medium Very slow 15
16 High Instantaneoug -1.8
17 High Fast -1.4
18 High Medium 0.4
19 High Slow 1.1
20 High Veryslow 1.4
21 | Very high| Instantaneous -1.9
22 | Very high Fast -1.2
23 | Very high Medium 0.5
24 | Very high Slow 1

25 | Very high| Very slow 1.6

Figureb.29 illustratesthe inference process for thRule#9. Here,wrepresents therule output and™O
representsits firing value.Figure5.30 shows a black box representation of the inference module in
Figure2.3 with respect to the 6 activated rule$he functionality of the inference module is to transform
the fuzzified inputs to the fuzzy output. However, this output needs to be processed in order to produce
a crisp output to be used in the feedtiacontrol loop. We describe the output processing in the next
section.
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Figureb.29. The mferenceengine:calculation of thdiring degree for Rul#9 (inference operationproduct)
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S
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Rule #9: y=1, F :[0.3560,0.5697]
Rule #10: y=1.6, F10:[O,O.1317]
Rule #13: y=0.6, F10:[0,O.0950]
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10 }
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Figure5.30. The Inference enginmaodule mapsIT2 FSmputs intolT2 FSsutputs
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5.5.1.6.  Output Processor

The outputprocessingnodule aggregateghe IT2 FSs of the fired rulés obtain the crisp output of the
T2 FLSThe outputprocessingnoduleis themaindifference between TELSsand T2FLSs. According to
Figure 2.3, the output-processing modulas divided into the typereducer and the defuzzifier sub
modules However, in T2 FLSs, there is no typducer (cfFigure5.16) since the output of the inference
is of T1 FSs and they only need to be defuzzified.

5.5.1.6.1. Typereducer

The typereducer aggregatedT2 FSsnto an IT1FS called thetype-reduced set(note the transition
between type 2 to type1l). The number of input fuzzy sets matches the numbéiredl rules whilethere
is only one outputthe typereduced fuzzy MF. This MFcalculatedusingthe KM algorithm(N. N. Karnik
& Mendel, 2001)see Sectio®.5.1.3.3 More specificallythe inputsto the algorithm are thduzzysets
"O andw whichare the output of the inference engin®lote thatdis the index of the active rules

5.5.1.6.2. Defuzzifier

Since the processes (in this research they are component connectors) that axethedcontrol of the

FLSs can only be controlled with crisp numbers, the output of the FLSs are required to provide crisp
numbers. Since the output of the tygeducer is still fuzzy sets (i.e., interval T1 FS), we need another
module to transform this fezy set to a crisp outputh& defuz4ier transforms the typereduced fuzzy set

into a crisp output. It is theimplest subsysteraf the FLS in terms of complexity of computatitme crisp

output value icalculatedas the average of thepper and lowelbounds ofthe typereduced set.

Type-reduced set

Defuzzified output

Interval Type-2
Fuzzy Output T

2 1012 Y ————>

L
L L 1
@3#8: y=0.4, F :0,0.1041] I:terval(;l'ytpe-: i 0 1 2°Y
Rule #9: y=1, F 0.3560,0.5697] o uzzy Outpu o Crisp Output
: Y(40,50)=

Defuzzifier (0.9296+1.1809)/2=
1.0553

emm————————

10
Rule #10: y=1.6, F :[0,0.1317]
10 Type-reducer
Rule #13: y=0.6, F :[0,0.0950]

10

Rule #14: y=1.1, F :0.3605,0.5199]
10

w #15:y=1.5,F :[0,0.1202]

Figure5.31. The output processing: aggregate interval tdkizzy sets and transforms them into a crisp output.
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5.5.1.7.  Fuzzy logic control surfaces

Fuzzy logic systemare entirely ddined by their fuzzy rules and their corresponding membership
functions The normalized control surfacesgarding the running example is presentedrigure5.32.
Note thatthis surface shows the output of the following eation:

Moy Qe (5.26)

, for all inputswthroughout the domain of input fuzzy sets

1

T Ny

o
Aﬁ";/?/f\\\,‘s‘!f%l“‘"'//' d
T

Figure5.32. Output control surfacé), confidence interval (i.ei%‘Frbl) (b) and their differences (i.e0, ) (c).
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5.5.1.8. Benefits of Using IT2 FLS over T1 FLS

As shown in Sectioh.5.1.7 the output of IT2 FLS is a boungl@and a crisp number rather than a hard
threshold as in T1 FI®/u, 2012) Therefore, the control action as the output of the FLS lmarmore
flexible providing a boundary, see the dashed lineBigure5.31. For instance, if the system requires a
high performance, the decision can be made based on the upper boundadie.fo ™ pP Yuad
Alternatively, f the system let say requires saving cost, the decision can be made based on the lower
boundary, i.e@ T fo T T8O ¢ @d¢n addition, if the system needs to achieve a compromise in user
experience and cost, the decision can be mbdsed on any value in the boundary. This flexibility and the
ability to handle conflicting rules are the key benefits of IT2 FLSs over T1 counterparts that motivated us
to choosethem for this research.

5.5.2. Runningexample

We use a running example to highitit the research challenges. Let us consider a Web s@fv€hauvel

et al., 2010)uilt from the following components: a listener component (L) reads HTTP recpiesisort

and transmits them to a data server component (DS) that returnsctiieesponding HTTP responsés
cache component (C) reduces the response time by caching resolved requditer component (F)
detects harmful requests (e.g. SQL injectipagp a dispatcher component (D) enables the combination
of several data serverln Figure5.33, four possible architectural configurations (also known as modes
(Hirsch, Kramer, Magee, & Uchitel, 2006 the Web servefi.e.,Idle, Nomal, Effort, andBest Effort are
selected to illustrate this mode switching as a result of the tradeoffs between environmental conditions
(e.g., request load) and system quality (e.g. performance index)ldldénmode as a default mode only
includes oneistener and one data server to handle the low workload (be., 0). As soon as the
workload increases to a certain limit (i.6., 0 0 ), the system switches to thidormalmode. If the
workload increasesvenmore (i.eb 0 'O, the system will switch to th&ffort mode, whee two
data servers are both ched ard filtered. For heavy loads of request (be. O, the system will switch

to the Best Effortwhere a goup of three data servers is daed and filtered.

Normal

L|-—|F|—-|C|-—|DS|

rw>H—

1 A
M<w<H L<w<M
Y. L

r—L<w<M—

w<L—
L<w<M—
| ——w<L—j
w>H ’V w>Hp
v [

Idle

Figure5.33. Architectural mode switching in Webrver(adapted from(F Chauvel et al., 2070)
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5.5.3. Researclthallenges

As shown inFigure 5.33, environmental conditions (i.eg ) or quality index of the system govern
adaptationsof the system atruntime. The adaptation logic utilizes some policigdso known as
adaptation strategie$S-W. Cheng & Garlan, 2012)ctions(Sykes eal., 2008)and rules(Batista et al.,
2005) to reason aboutrchitectural mode switchingThese policiesre specified in terms of event
condition-action (ECA) rules (as (Batista et al., 2005; Fleurey & Solberg, 2009; D Garlan et al., 2004;
Sykes et al., 2008) However, thesaules are subject to different uncertainties, which makée
adaptation analysis error prone. For instanae KA 3 K¢ ¢ 2FNire5.23) dRulddn@ah dne range

of values to one persqrthough possibly a very different range of values to someone als# this can
varyovertime. More precisely:

1 Challenge 1Different stakeholders often recommend different adaptation policies to thmesa
condition resulting in rules having the same antecedents, but different consequents. As a result, rule
application leads to uncertain consequents.

1 Challenge 2Qualitative values mean different things to different people (&gy, , 0. If we ask
users about the parameters of the membership function (e.g., center, spread) representing the
imprecise values, we are likely to get different answers. This leads to uncertain antecedents and
consequents.

The key challenge with respect to the above approadieignorance of uncertainty in the adaptation
reasoning proces¢ K S dzy O S NlidddptativRrulgs y | iyieRSedship functionr's OK I f £ Sy 3S &
system ability in making right adaptation decisions. Theetathallenge is described, in detail, etnext

section.

5.5.4. Overview of autonomous adaptation reasoning

In this thesis, lte autonomousreasoning process, discussed in Secidh? is realized using IT2 FLS. The
background chapter (i.e., Chapter 2) contains a moreaitkst description of IT2 FL$&gure5.34 shows a
seltadaptive software within which the reasoning modules are replaced with an IT2 FLS. The reference
model we borrowed is FORMBanny Weyns et al., 201Mased on this model, tHeaselevelsoftware

system is under the control dfie metalevel reasoner. In this thesis, we considemponent connectors

that are adapted by enodeswitchingmechanism (see Chapter 6). In the mddsael, we realized the IBM
reference model for autonomic systems called MAPEO Kephart & Chess, 2003)s depicted in
FHgure5.34, usersspecify the adaptation logic in the form oftifen rules and thenvironmentcomprises

the components that interact with the connector. The details of the autonomous reasoning are described
in Sectiorb.2.2
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Fgure5.34. Highlevel view of autonomous fuzzy reasoning.

We now describe the higlevel behavior of the autonomic controller that we have realized for connector
adaptation. The controller monitas the performance of theconnectorunder control as well as the
number of requests at certain observation intervals. These inputs, after smootaieged to the
reasoning module (i.e., the FLS). The reasoning module dérvappropriateconnectormode and feed

that to the execution module, which enacthe mode physically to the running system by throttling
operations executable on the runtime environment. The control loop is closed by starting the next control
loop after an appropriate time has been elapsed.(icontrol interval). In Sectios5.5and5.5.6 we
propose a method for constructing the fuzdyased adaptation reasoning mechanism and in
Sectionb.5.6.4 the reasoning logic behind it will be described.

In the remainder, we describe a method for designing the adaptation reasoning operating at the heart of
the selfadaptation mechanism.

5.5.5. Adaptation knowledge elicitation

In this researchfuzzy membership functios for adaptation rules (i.e., adaptation policiesjust be
derived from data thatvere collectedfrom a group otusers of the connector under studheprincipal
stages of thanethod that we describe here are initially proposeddrMendel & Wu, 2010; JM Mendel,
Karnik, & Liang, 2000; JM Mendel, 20@%)a generic methodology and adapted for fuzzy knowledge
elicitation inseveraldifferent application domainse.g.,(Jamshidi et al., 2014; Solano Martinez, John,
Hissel, & Péra, 2012; Solano Martinez, 201r2}his thesis, wextend and adapt this methodology for
adaptation knowledge elicitation.

In Section5.5.3 we explained that because words mean different things to differpabple they are
uncertain For the formulation of adaptation polieg we use linguistic words. As a restiltizzy set can
be adoptedfor a word that has thgotential to capture its uncertaintie$T2 FSare characterized by its
FOU and, thereforehavethe potentialto capture word uncertaintiesln this section, weexplain two
methods fordesigning T2 FS models fdinguisticwordsin adaptation policiesthe first for people who
are knowledgeable abouiuzzylogicand the second fonon-experts in fuzzy logic
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A number of different methodologies faollecing datafrom a group oexpertsand mapping that data
into the parameters of T1 MFhave been reportedin several works, e.g.(Klir & Yuan, 1%).
Unfortunately, none of thesapproachess able totransfer the uncertainties about collectivgord data
from a group oexperts into a T1 Mbecause T1 E8o not have enough degrees of freedomrepresent
this uncertainty.

In this chapter, all m#&aods require that:

1. A continuous scale isonsideredfor each variableFor the metrics that we choose for adaptation
reasoning most of the timea natural scale exist®.g. as invorkload response timeendto-end
latency; etc.

2. A vocabulary ofjualitative (linguisticsyvords is produced that covers the entire scale.

A notableissuewith the methodology we present helie whether or not data collected oone scale for

a specificapplication can be rescalazh a different scale for (i.e., transferred tahother application(J
Mendel & Wu, 2010)Theprobability elicitation literaturgS @3 @ >  h Q (2006) indicatSsithatlddtad
collection is sensitive to scale and is application (contdgfendent.

Foradaptation reasoninga designebegins by forming a vocabulary of applicatd@pendent words, one
that isthoroughenoughto ensurethat a person will feel linguisticalgomfortable irieracting with the
adaptation reasonerThis vocabulary musiclude subsets of words that eaekpert expectsogetherto
coverthe scalelet us sayrip 1 Redundant words and their coverage are not issues imtatiodology
although they are irportant issues when designing an adaptation reasoner. For exarifgieen rules
are usually only created fa small subset of words that covidre whole scalén this manneykeeping
the number of rules as small psssible.

5.5.5.1. Eliciting Adaptation Knowledge fradfnowledgeable Experts in Fuzzy

From a higHevel perspective, the method we describe here has the following steps:

1. The data reflecting the uncertainties about a word are colledteth a group of experts to form
the FOUs related to each individual lingigis

2. AnIT2 FS for a word is defined as an aggregation of FOUs that is related to the word;

3. The aggregated FOU is mathematically modeled.

Definition 31. Uncertainty about ajualitative wordregarding architecture adaptatiois of two kinds:
(1) intra-uncertainty, which isthe uncertaintya userhas about thequalitative word in an adaptatior
policy, and @) inter-uncertainty, which is thauncertainty thata group @ usershasabout thequalitative
word used in an adaptation policy

It is shown thatntra-uncertainty about ajualitative linguisticw , can be modeled using #ii2FSw 1 ,
where'Q pf8 it , see(J Mendel & Wu, 2010; JM Mendel, 2001)

An example ofigch an FOU is depicted fiigure5.35. The width of the FOU that is roughly provided by a
person is associated with how uncertain the person is about a specific qualitative linguistic. A thin FOU
means a person has a small amount of uncertainty, while a thick FOU means the perstarg@amount

of uncertainty regarding the linguistic.
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Figure5.35. FOU of person 1 for tHmguistic "Medium" regarding the workload

In principle, the FOUs could be extracted from a group of expertgrdctice, and specifically in the
domain of seHadaptive software, this may be very difficult to do because such an expert must be a fuzzy
expert and understand the concepts of FS, MF, and FOU. In the domain of software and specifically users
or administators, most experts are not knowledgeable about fuzzy concepts. For such a situation, we
describe another methodology in the next section to complement this. Here, it is assumed that it is
possible to obtain such a FOU.

'y L¢H C{ -OtetdindzNBEAYHARNRADNE ¢ KS NBriifaim FOU ¢captures fiirst i K I (1 K

and seconebrder uncertainties, see the definitions in the background chapter (i.e., Chapter 2). Based on
our experience from collecting information from experts regarding adaptatiorciesli they like the
guestions to be as simple as possible in order to provide their opinions. In a number of occasions where
we have asked experts to assign a weighting function to their drawn FOU, it was almost impossible to
collect appropriate data. Thencertainty that exists about the FOU is categorized as adidsr
uncertainty, and the uncertainty about the weight that might be given to each element of the FOU
constructing a three dimensional MiB,considered to be a secomdder uncertainty(Jerry M. Mendel &

John, 2002)Note in this thesis, the focus is entirely on the fostler uncertainty of a FOU. Even though

it is notknown how to collect data for secormtder uncertainty(J Mendel & Wu, 2010jhe reasoning

based on T2 FLSs is computationally expensidenat affordable for runtime analysis in sellaptive
software.

TheFOUgegarding the adaptation ruleare collected from a group @Xxperts It is important to collect
such FOUs from a representative group; for example, a spsoifiware applicationmay only involve
users, technical administrators, architects, designers and so on. An exampleQifthat is extracted
from three people (i.efy M & & ) is depicted irFigure5.36F 2 NJ G KS A ¥ 3 dzipanse O a
time. Theconstraints that eaclexpertmust follow when sketching their FOU are that the upper bound
cannot exceed, the lower bound must not be less than 0, the loveexd upper bounds cannot change
direction more than one time, and the FOahootextend outside of the [0, 10] (or some othasrmalized
boundary domain for the primaryariable. Each FOU modé¢he intra-uncertainty about a word. The
collection of FOUs modsgthe inter-uncertainties about a word.
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Figure5.36. FOUs from threexpertsregardingthef A y 3dzA 8 G A O da SRA dzY ¢

Definition 32. Inter-uncertainty about aradaptation rule linguistican be modeled by means of ¢
equallyweighted aggregation & I O K LIS N& 2cy & 'Q ¢ ghiNaRdt C { where

@ N af am hQ phorese

L v = e e (5.27)
gl & @) M cm P oTip

Suppose one begins by assuming that iatecertainty about a word can be modeldy means of a
gSAIKGSR F3aANB3IAFGAZ2Y 2F St Géght raPrdsersyaridgred af Matief Ch | =
associated with each person. This suggdbata degree of belief is known or can be provided for each
person, which may or mayot be reasonable. Consider the following three possibilities:

1. Allexpertsare equal andthe same weighshouldbe assignedo eachFOUthat is provided by each
person
2. Expertsare treated differently, since sonmexpertsmayhave more knowledgabout the meaning of
alinguistic than others. For instance, an architect may be more knowledgeable about the performance
of a system, and a system administrator may know moreualthe external environment of the
system.
3. Expertss NE GNBFGSR RAFTFSNByiltexr SEOSLIidegeddsonkhe A& L2
value of primary variableN &, that is, some subjects may beore knowledgeable about a word for
certain regions of the variabl®than other subjects.

Note Scenario®2 and 3require additional information as opposed to Scenarjocahd that additional
information will itself beuncertain, leading to evefurther kinds of uncertainty; hence, in thighesis
Scenaridl is focused on exclusively.

¢KSNBE NS aSOSNIt g¢grea G2 33aINBILGS | INRdZLI 2F SE
ddzOK Fa aGdzyA2yeédl BRYUBANASOHNNBYRBEISNYR2NAR G2 Tl OAfA
GKA&a GKSaAaz adzyA2y¢ Alke undshopdRatofpedeiveriie@@rnbnaliieNBsl 4 2 y & @
well as the differences across FOUs, wihgeintersection preserves only treommonalitiesin this way

the intersectionoperator abandons a lot ofisefulinformation. Aggregation byntersection leads to an

FOU that onlghowstotal agreement across akperts regarding the adaptation policiésa newS E LIS NJi Q &
FOUdoesnot intersect the existingggregated=OU, then the resulting FQubuld beempty. Second, the

addition operatordestroys the underlying requirement thitte FOU of the resulting FS must bertifp .
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Therefore, the secondary MFs@f can be expressed as:

T S (5.28)

Yo T o® I'&AQXB )

For examplethe three FOUslepicted inFigure5.36 for the linguisticd a S R AcdrYbé aggregated as in
Figureb.37.

A U= Miegun(X)

1 UMF("Medium")

0 - 10
Figure5370 | 33 NB 3L GA2y 2F GKS (GKNBS Ch!a NBIIFINRAy3a (GKS

The aggregate@#OU for the example iRigure5.36 is depicted inFigure5.38. Note that the aggregated
FOU is bounded from above Byl "@0 Q 'Q "G aindfrom below byd 0 "@) 'Q'Q "G, ds inFigures.38.
Regardless of how mamxpertsare asked to participate in data collectiadhe unionof their FOUs hae
lower and uppetbounds seeDefinition 23. As moreexpertsare added to thedata, the shapes of these
boundariesmay change.

A U= Miegun(X)

1 UMF("Medium")

LMF("Medium") L x
»
0 10

Figure5.38. Aggregated FOU regakdy 3 G KS f Ay 3dzAi aGA O daSRAdzYE @

Figure5.39 depicts a trapezoidal function approximation to the Ukt LMFof the FOU inFigure5.38.

characterized by thehree parametersthito ¢ @ As the aggregatedword fuzzy seto has an FOU
associated with it, nameD0 "% , see equation(5.28), we denote the aproximated fuzzy set by
and its associated FOU 10 ™% :
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e (5.29)

Note that the closer' @ ®& Q @ are to the* w®OE QY o over ®, the closerol "

approximatesO0l "% .
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Figure5.39. Trapezoidal approximation of the UMF, and triangular approximation ofah€éL 2 ¥ (G KS f Ay 3dzAiadA O «a

In summary the methodology starts off by extracting the FOUs from each expertdi.g), ), then the
union of FOUss calculated (i.ew ), and finallyan approximationof the linguisticfuzzy sef(i.e.,w) is
derived This approximationtilizesdata extractedfrom experts

The benefits of this methodology are as follows:

1 The union of the person FOUs (the data) establishes the shape of the FOU directly.

1 Allof the dataextracted from the expertare used sothat no information is lost.

9 Ifall uncertainty disappeafge., allexpertsprovide the same M&.e., aT1 FS), then the IT2 FS reduces
to a T1 F&odel.

However, this method has its own disadvantages. This methqdiresexpertsto be knowledgeable

about fuzzytheory. For examplejf the methodintroduces uncertaintiebecause theexpertsdo not
understandwhat an FOUB (KSy G KS YSi K2 R Qiaterndmye®witNthé 3 b 13 IEE D S ¢
uncertainties about the word, and thiistroduces another sourcef uncertainty As a result, we introduce

a more suitable methodology for extracting adaptation policy knowledge from a group of experts that in
general might not understand fuzzy theory.

5.5.5.2.  Eliciting Adaptation Knowledge from Experts who are not Knowlddgeduzzy

In this section, we describe a methodology for eliciting adaptation knowledge considering that the experts
may not know about the very detail of fuzzy logic and are not be able to suggest FOUs by themselves.
From a higHevel perspective, the ethod we describe here has the following steps:

Interval endpoint data about aradaptation policy linguistiis collectedfrom a group of experts.
Themean and standard deviation aestablished for theollecteddata

The mean and standard deviatistatistics are mapped inta parametricT1 fuzzy set

A blurring parameter is used to transform the T1 FS to the corresponding IT2 FS.

P wbhE
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The interesting point here is thahis approachis similar to statistical modeling inwhich first the
underlying probabiliy distributionis choserand then the parameters of that modate fitted using data
and a meaningfullesign method, for example the method of maximum likelihood.

5.5.5.2.1. Methodology for collecting interval exmbint data

The methodology is started by determiniaghormalizedscale anccreatinga vocabulary of words that
covers the entire scale. Then the following critivad stepsare performed (1) randomize thdinguistics
and @) survey agroup d expertsto provide endpoint data for thelinguisticson the normalizedscale.

To better describe the methodology, we start by explaining a concrete example of data collection for an
adaptation reasoning problem. In this example, two variables need tepmzified by qualitative
linguistics, i.e., workload armesponse time Linguistic variable representing the value of workload was
divided into five levelszerylow (VL) low (L),medium(M), high (H), andvery high(VH). Similarly, linguistic
variable epresenting the value aksponse timewere divided into five levelsnstantaneous(l), fast (F),
medium(M), slow (S),very slowm(VS). We also asked 10 experts to locate an interval for each linguistic
label for workload andesponse timen tip Tt iForthe labels, we received 10 different intervals from

the 10 experts. We then calculated the mean and deviations of the two entzbie5.5.

Table5.5. Data regardingNVorkload andResponse timibels.

Linguistic Means Standard Deviations
Starté) | End@p | Start@) | End @y
Very low 0 27 0 8.23
‘E Low 22 41.5 7.15 7.09
Fsc Medium 36.5 64 5.80 3.94
S High 61 82.5 4,59 6.77
Very high 78 100 6.32 0
o Instantaneous 0 7.2 0 5.20
£ Fast 6.1 20 4.07 5.27
£ | Medium 182 | 415 | 559 8.51
2 Slow 38.5 63.5 7.09 9.44
& Very slow 60 100 7.82 0

Becauseahe data thatwas requested for eadmguistic was a rangend each range is defined by ttveo
numbers i.e, start and endpoints, the surveyboiled downto sample statistics fothe two numbers,i.e.,
their mean and standard deviation. The two epdint standard deviationsepresent the uncertainties
with respect toeachlinguistic Note that for each linguidt, standarddeviations are not the same for the
start and end.

The data regarding workload anelsponse timen Table5.5 arerespectively visualizeid Figure5.40and

Figure5.41. For eachinguistic thereisa heavy solithox betweentwo points Thesolid boxis located at
the mean startand end for eaclinguistic Thehatchedboxto the left of the lefthandside of the solid
boxandto the right of the righthandof it eachis equal to one standardeviation, listed ifrable5.5 for

the mean start and ersj respectively.

! Note that we reordered the linguistics in order to reduce the threat of ordering effects. Moresgtgcexperts
cannotcorrelate their wordintervalends from one word to the nexthen it is randomized.
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Figureb.41. Response timknguistics with their intervals and uncertainties.

Based on the visualized dataRigure5.40, a number of observations can be made:

1. Thehatchedportions of the intervals for each label represdtstuncertainty.
f Ay 3dzh & G A TFagured.4aihkve telatively edqua dncedtainty r both end points,
while most of the linguistics have unequalaertainty for their engpoints.
3. There is no gap between thmeanvalues of the linguisticsimplying that the selection of linguistics
for the two parameters were suitable. If for a parameter there was a gap between the-uatan
regarding one or moreriguistics thereither another word should be inserted betwegmem or they
should be combined.
4. Expertsunanimouslyagree thatd @S NE f{Fgwré5400 &8 8§ R G A y & U IFiguiieb.41)S 2 dza ¢
start at zero, and there iglmost nouncertaintyabout this. The same observation can be made for
atz2goed

2. {2Y8

iKS

fAy3IdAadAaA0da axSNE KAIKE | yR

5. The 5 linguistics are appropriatelyvased by the intervalrip Tt 1t
6. The intervalbetween the mean start and en@se not ofequal size and there is more (or less) overlap
between somdinguisticsthan betweenother ones

7. ltis possible to cover thelp Tt interval with four labelskfy omittA y* 3

in Figure5.41) andthis is only possible because of linguisticertainties
8. Linguistic uncertaintys usefulbecause itets the 1ip 1t intervalbe coveredwith a smaller number
of labels than without it.
9. Linguisticanean different things to differengxperts
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Note that the interval endpoint data that are collected from a group ekpertsare randomdata
Consequently, for eadimguisticinterval the following four statistics can lsemputed: sample mean an
standard deviation ofhe left end,and, , andsample mean and standard deviationtbé right end
point, ®and, , seeTable5.5.

5.5.5.2.2. Methodologyfor datapruning

In this step, data that have been collected from group ofexperts (see Sectioh.5.5.2.) are pre-
processed in a way that the data are pruned by omitting unnecessary and unwanted data asotinen
statistics are computed for theemainingintervals.After data intervalsc®fto have been collected ém
a group of subjects’Q pheadE) for alinguisti two major stepsieeds to be done(l) pruningthe &
data intervals, and2) calculatingstatistics for the data intervakhat remain afterthe pruningstep.

Preprocessing the interval endpoint data ¢ involves four stagesifbad datapruning (2) outlier
pruning (3)tolerancelimit pruning and @)reasonableinterval pruning Because ofhe data pruning
some of thet interval data are discarded and tteeremaina £ intervals.

Stagel. Bad Data prumig. During data collection,ane expertsdo not pay enough attention to the
instructions and so provide useless resuftsr pruning this type of useless data, the following constraints
are used:

W pmT
W PTT (5.30)
@

S A4 4

If intervalends satisfyhe constraintsthen an interval is accepted; otherwise, it is rejected. After bad data
pruning thereremaing ¢ data intervals.

Stage2. Outlier pruning. Such processing usbexplots to identify and then eliminate outliersoutliers
are points that are unusuallijarge or smallAfter outlier pruning there remaina ¢aglata intervals
with the following data statisticsbh, (mean and ®ndarddeviation of thed ateft end-points),®h,
(mean and standard deviation tife & agight endpoints), andd h,  (mean and standard deviation of
the lengths of thed aintervals).

Stage3. Tolerance LimiPruning If a data interval®yfro and its length) satisfythe following conditions
(Walpole, Myers, & Myers, 201,10 is accepted, otherwise it is rejected.

Gy & O b Y
oFN @ Q I Q (5.31)

0y Q R 9

, where'Qis tolerance factor, which isdeterminedas explained ifWalpole et al., 2011)For instanceif
Q  o® X thenwe can say thatvith 95% confidencéhe given limits contain at least 95% of tagpert
data intervalgegarding adaptation knowledge

Afterthis stagethereremaina a ¢ data intervalswith the following data statisticgbh, (mean
and standardieviation of thed sdedt end-points),dh, (mean and standard deviation tie & saright
end-points), and h, (mean and standard deviation of thengths of thed amtervals).
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Stage4. Reasonablénterval PruningWeonly need to keepverlapping intervaldMore formally, if there
issuchay & dethat®d & @ forall’Q pfB fd sthen the interval is accepted otherwise it is
discardedAs a result, there finalllemaina data intervalsgg &  €).

Now we have the pruned data and we need to turn them to useful information for transformation to fuzzy
sets. D each of thex remainingdata intervals aprobability distributionis assignedThenstatistics are
calculatedfor each interval using the probabilitiistribution and the intervaknd-points. These statistics

will be used later in the next seoti. According tqDubois, Foulloy, Mauris, & Prade, 2004)iform
probability distributon is the most appropriate distribution when we only have incomplete knowledge
about the underlying data.

If a random variabl&is uniformly distributed in¢fto then (Walpole et al., 2011)

AQOd O ©j¢

i . a— (5.32
» @ W w]Whp ¢
For each of the data intervad) [t , data statisticSYf8 RY are calculated as follows:
Y ooaQodh (5.33)

These statistics are then used for probabitityfuzzy transformation in the next section.

5.5.5.2.3. Methodology for Probability to Fuzzy Transformation

The methodology for transforming the data to tyRduzzy sets is originally introduced (M Mendel,
2008)and then the enhanced version of it is presenteddnM. Mendel & Coupland, 2012)his method

is known as the interval approach (lA). In this section, we first briefly introduce this methodology and then
presenta more simplified methodology for the transformation of interval data to IT2 F3e.that these
methodologiesonly make use ofriangularT1 MF, lefshoulderT1 M-, and righishoulder T1 MF

1. Transformation using IA Approach

Stepl. Establishand ComputeFS Uncertainty Measureg\lthough many choices aravailable for
uncertainty measures of a T1 @8ir & Yuan, 1995)he mean and standard deviation of T1sk®e used
for this purpose seeTable5.6.

Tableb.6. Mean and standard deviation fohe T1 MFSIM Mendel, 2008)

Name Mean and Standard Deviation

GQ0E @ Oj¢

Symmetric triangle v e a—
w 0]

AQME ¢ Djo

Leftshoulder trapezoid v v e
P P W W Cw aQwe
L
AaQmeE O Qjo
P26 6w aoe -
Rightshoulder trapezoid R
W 0 w
w 0 &
a Q& 0 aQwe
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Step2. Transformations of the data interval into the parameters of T1 Ha&sparameters of a T1 FS are
calculatedby equatinghe mean and standard deviation of a T1 FS to the mean and standard dewiation
a data interval More specifically, the following equations need to be solved:

AQmeE aAQODHD (5.34)
” ” (I)
,whered Q& ¢ h, are calculated usingable5.6, andd Q& h, & are computed usings.32).

The resultig T1 FSs, denoteas’Y , are called embedded T1 FSse Background Chapter.

Step3. Compute an IT2 FS Using the UnidrEmbedded T1 ESEhe correspondindgT2 FSY can be
computed as

Y o oy (5.35)

, where'Y is the'@h embedded T1 FS derived in the previous step.

2. Transformation using the Blurring Parameter
Let us assume the mean values of the interval ends of the linguistits labedyand cwith standard
deviations, and, respectively. More specifically:
O aQWe
O GO (5.36)
” , @
In this methodolog, we only make use otriangularT1 MF, leftshoulderT1 MF, and righishoulder T1
MF. Triangular T1 MFs are constructed by connecting: & , hthx ® ofkhph o
, bt . Accordingly, trapezoidal MFs are constructed by connectihg:, fthdfp hafp ho , hr.

As discussed in Secti@n5.5.2.1 there are uncertainties associated with the ends and as a result the
locations of the MFs. For instance, one may imagine a triangular T1 N indd 18 2, hrt

© O he ® m&z, At.T1 MFs cannot capture these kind of uncertainties, while IT2 MFs
can handle them suitably. In IT2 MFs, the FOU can be obtained by specifying the UMF and LMF for each
linguistics. Let us considdrd blurring parametert | p. Then, we are able to construct the FOU. For
both the triangular and trapezoidal MFs, the locations of UMF and LMF are indicatallab.7.

Tableb.7. Locations of the main points of IT2 MFs.

Triangular Trapezoidal
a ® p | z,hm a & © p | z, hn
a © ®jchp o a © |,
i © p | z,Hm o1 @ |, P
a © p | z, M ai © p | z,hm
a 0 Qjchp a o ©w p | z, hm
i © p | z,m 0 a w0 |,
o1 @ |, P
ai © p | z,h
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If we choosé 11, then an IT2 MF will be reduced to a T1 MF. A blurring parametep implements
FSs with a maximum amount of blur and the widest FOUs. One may also imagine different blurring
parameters, let say and| for each ends, to derive an asymmetric blurring.

5.5.5.3.  Evaluation of Adaptation Knowledge Extraction Methodology

In order to evaluate the adaptation knowledge extractiomagaset was collected frord1 expert for a
vocabulary ob linguisics Thelinguisticavere randomizedn order to avoid the threats regarding effects.
For alllinguisticswe asked the following question:

dWhat are the endsf aninterval that you associate witkachlinguistic? (5.37)
Please provide the answena scale b0 to 1Q¢

All of the data werecollected according t&.5.5.2.1 were pruned according t6.5.5.2.2and were
processed and transformed into IT2 FSs according tonbheresented methodologies i5.5.5.2.3 Note
that the operation details of the data collection including the template for data gatheringrasented
in detail in AppendiA.

Table5.8 summarizeshe collected raw data from the 21 experts in the survegble5.9 summarizes how
many data intervalsemained ineach of the fourpruning stages.Table5.9 also gives the final left and
right end-point statistics thatwere used to establish the ea¢hA y 3 dEDE. THe€2 Staxistics are based
onthe & remaining data intervals after stage 4miining

Table5.8. Raw data for 5 linguistices.r.t. worklcad collected from 21 experts

Linguistics w.r.t. Workload
Experts| Very low Low Medium High Very high
P1 0 2 15| 4 35/65| 6 | 9 | 85| 10
P2 0 25 | 2 5 4 | 6 6 85| 8 | 10
P3 0 3 25| 45 | 4 |65| 6 | 8 7 | 10
P4 0 35 | 3 4 4 | 6 6 | 9 |85 10
P5 0 3 2 4 3 7 71 9|85 10
P6 0 2 15| 4 35/65|65| 8 | 75| 10
P7 0 3 25| 5 45/ 65| 6 | 8 8 | 10
P8 0 35 | 3 45 | 4 | 6 | 55| 7 7 | 10
P9 0 1 1 25 |25| 6 |[55[85| 8 | 10
P10 0 35 | 3 4 35| 7 | 65|75 7 | 10
P11 0 11 1 2 -1 4 7 8 8 10
P12 0 [0.001] 1 5 5 6 6 | 8 | 100| 100
P13 0 2 1 4 3 7 6 | 8 7 | 10
P14 0 1 1 |2001 2 4 4 | 11 9 10

2 All the experts that we asked for this experiment were PhD students in software engineering whose theses were
on topics related to software architaate, software evolution and se#fdaptive software. Note that the experts

were at different stages of their PhDs and located in different countries, including Australia, Canada, Austria, Italy
and United StatesTo enhance their knowledge abotipe-2 fuzy logic, separatdraining tutorials (each took
around 1 hour and through Skype&jere carried out before doing experiment. Thigtorial consisted of an
introduction tofuzzy theorytype-1 and type2 fuzzy set and membership function, the concept of HOW;, UMF,
embedded fuzzy sets and fuzzy logic systeiate that since they all have experience in wWased application
development, they have a good understanding of workload and response time concerns.
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P15 0 2 2 4 4 6 6 8 8 10
P16 0 4 3 5 5 7 6 9 8 10
P17 0 5 4 6 5 7 6 9 9 10
P18 0 6 4 7 3 8 6 9 7 10
P19 0 05 |05| 15 |15]85|85|95] 95| 10
P20 0 2 1 3 3 7 6 9 9 10
P21 0 1 05| 4 4 6 6 9 7 10

Table5.9. Remaining data intervals and theirean and standard deviation.

Pruning stages | Leftend | Rightend
s 000 | £ | @ | 4+ | a
Very low (VL) | 20| 20| 19 | 18| O 0 |247|1.19

Low (L) 21119| 19 |11|1.59|0.66|4.23| 0.61
Medium (M) | 20| 18 | 17 | 17| 3.85| 0.75| 6.47 | 0.45
High (H) 20| 20| 18 | 18| 6.14| 0.38| 8.47| 0.53
Very high (VH)| 20| 20 | 20 | 20| 7.98| 0.80| 10 0

Linguistic

Having applied the two transformation approaches introduced in Sebti®/.2.30 the derived statistics
of the data collection, two sets of different FOUs for the workload linguistics were deFRigute5.42
represents the FOUSs regarding the 1A approach, wWFidgire5.44 illustrates the FOs as a result of a
transformation with blurring parameteirigure5.43 illustrates the FOUs regarding the 1A approach, but
with their embedded T1 MFs. Natleat the linguisticsareorderedin the figuresso thatthe diagrams std
with left-shoulder FOUghroughoutinterior FOUsending withright-shoulder FOUNote the differences
between the interior FOUs, askilgure5.42 they are shaped with trapezoidal UMFs and triangular LMFs,
while inFigureb.44they are shaped with triangular UMFs and LMFs. Note that in this example the number
of linguistics for the workloads is quite low (i.e., 5 words) but the intemdpl Tthas been covered by
them. This shows that the number d@figuistics in this example is appropriate and we do not need to add
or remove existing words. However, if we need a more efficient reasoner, we can reduce the number of
linguistics to minimum level. For example, the FOUSigure5.42 can be reduced to the following sub
vocabularies:

6 > "N 6 i Feo "0 ¢ G “OR 6 oD Fo "0 & BORCH "OF 6 B0 oo -39
Similarly, the FOUs kigure5.44 can be reduced to the following swmcabularies:

6 i P> "0 6 D Fio "0 o > FicTis O (639

More specifically, each of the swmcabularies can be substituted as thesting words to cover the
interval between 1ip 1t In the reasoning part, we describe how this reduction will result in a more
efficient reasoning procedure.

Moreover, other potential scenarios may happen in different situations. For example, in onécsijuhe
designer may choose a smaller number of linguistics that cannot cover the whole interval. In this case, the
designer needs to add more linguistics to the existing vocabulary to accommodate this lack of words. In
other situations, the designer majoose more than enough linguistics. Agsult,some of them might

have very similar FOUSs. In this case, the designer needs to discard these redundant FOUs.
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Figureb.44. IT2 MFs of the workload linguistics resulting from the transformaiging blurring parameter (Bluing here is 0.5).

In order to compare the derived FOUs in an objective manner, we adopted some unigenaiasures,
which are introduced ifWu & Mendel, 2007) Intuitively, these uncertainty measures convey the
following characteristics of the FOU of a linguistic:

1 Thecentroidcalculates theenter of gravity for the FOU.

1 Thefuzzinesgentropy)is used to quantify the amount of vaguenésshe word represented by the
FOU

1 Thecardinalitymeasures the average of membership grades in the FOU.

9 Thevarianceof measure< h | cQmapactness, i.e. a smaller (larger) variance meéa@$OUis more
(less)compact.

f Theskewnesss an indicator ofi K S Gymmeri.This measurés smaller than zero whethe FOU
skews tothe right, andis larger than zero wheit skews to the left, and is equal to zero whitns
symmetrical.

For a more formal definitions and the formulas for calculating the \sahi¢hese measure please refer to
(Wu & Mendel, 2007)

By an examination of the uncertainty measurement datddtle5.10 concerning the FOUs created as a
result of the transformation methods, several observations can be made. The fuzziness of the FOUs results
from an |IA approach that is higher than the ones that resulted from the blurring approach. This means
that the vagueness of the linguistics represented by the FOU that is derived based on IA approach is
higher. Similarly, the values of variance of the linguistics represented by the FOU that is derived by IA
approach is higher. This is obvious as the FOUSgure5.44 are more compact than the ones in
Figure5.42. However, the cardinality of the former FOUs are lower than the latter ones. For the other two
measures (i.e., centroid and skewness), no specific differences can be observed.

175



Table5.10. Uncertainty measures of the IT2 FSs of the workload linguistics w.r.t. the two transformation approaches.

Transformation Linguistic Uncertainty Measure

Method Centroid | Fuzziness| Cardinality | Variance | Skewness
VL 1.7594 0.3650 0.2865 4.0249 8.6027

L 2.9056 0.4095 0.3489 1.5769 0.4944

1A M 5.0643 0.4073 0.3452 1.8448 -1.5161
H 7.3043 0.3982 0.3228 1.0712 -0.0784

VH 9.0226 0.3586 0.3045 1.2233 -1.6717

VL 1.5449 0.1360 0.8069 0.8596 0.1023

Blurring L 2.8883 0.3667 0.4796 0.6363 -0.0086
) 3 M 5.1333 0.3716 0.4794 0.6681 -0.0239
H 7.3583 0.3701 0.4823 0.4367 0.0131

VH 8.7825 0.1175 0.8309 0.5261 -0.0367

VL 1.5659 0.2074 0.7084 0.9640 0.3737

urri L 2.8899 0.3672 0.4253 0.6643 -0.0168
f’ “”'gg M 51349 | 0.3714 | 0.4253 | 0.6946 | -0.0489
H 7.3567 0.3668 0.4346 0.4516 0.0243

VH 8.7666 0.1850 0.7390 0.5692 -0.1315

VL 1.5561 0.3040 0.6304 1.4679 1.5235

BlurTi L 2.8847 0.3669 0.3731 0.7524 -0.0423
; “””;9 M 51305 | 0.3638 | 0.3724 | 0.7943 | -0.1488
H 7.3590 0.3671 0.3868 0.4966 0.0706

VH 8.7824 0.2741 0.6663 0.7896 -0.5138

There are also some other characteristics belonging to each of the transformation approaches. One of the
most prominent differences is the existenceaoflesign parameter in the blurring approach. The blurring
parameter is particularly useful for the designer of adaptive systems to embed more uncertainty into the
FOUs of linguistics. Therefore, this parameter can act as one of the design parametersyide more
flexibility to the designer of a fuzzy logic controller in order to design it in a way that better accommodates
environmental uncertaintie¢Sepulveda, Castillo, Melin, Rodrigiizaz, & Montiel, 2007)

In the design of fuzzy logic sgsts, it is necessary thathen all sources of uncertainty disappear, a T2
design must reduce to a Tlll. Karnik & Mendel, 1998} he blurring parameter provides a straightforward
mechanism for this reduction. If we changeto zero, then IT2 MF will be reduced to a T1 MF. On the
other hand, a blurring parametger  p implements FSs with maximum embedded uncertainty.

Note that forcing experts to understand the concept of a FOU cdytdiimits the knowledge elicitation
method to experts who either already know about fuzzy theory or are trained in fuzzy theory just before
the elicitation session. This can introduce methodological uncertainties into the elicitation method, and
as a resu| linguistic uncertainties are a combination of methodological uncertainties and actual linguistic
uncertainties. These cannot be distinguished from each other because no measure for the methodological
uncertainties is available as opposed to the lingaisteasures of uncertainties that we discussed earlier

in this section. Therefore, if a knowledge elicitation methodology does not need that an expert to know
anything about the concept of FOU or similar concepts in fuzzy theory, this is considerecaalapomt

for that method. Note that the knowledge elicitation approach introduced in Sediérb.2does not
require such expertize.
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5.5.6. Fuzzy logic system design for adaptation reasoning

In this section, we design and develdpde dfferent FLS40 perform the adaptation reasoningf a

componentbased system introduced in Sectiétb.2 The diference between theé=LSss the level of
uncertainty that we have embedded in their membership functiofisefirst FL9s a T1 FLSs thhas an
uncertainty oftt b, the second and the thirdT2 FLSs encompaas uncertainty ofu # andy m b
respectively. The design of tiMFsis based on thelicitation approachpresented in Sectio.5.5.2 In

this thesiswe propose an approach tmodel and minimize the effects ohcertainies in seHadaptive

software by using interval typ& FLSs

The objective of thisesearchis to study the feasibilitas well as the implicationsf the use of type?
fuzzy logic inreal world selfadaptive software in general and selflaptive software connectors in
particular. Mte thatthe optimization of thedesigned FLSs not consideredHowever, diferent levels of
uncertainty in theMFsare consideredThis choicallows udo evaluatelT2and T1fuzzy controllers under
comparable conditionNote that theinput and outputMFsare ddinedastrapezoidal andriangularMFs
for the two inputand one outpuffuzzy sets.

5.5.6.1. Rulebase design

In seltadaptive systems, quantitative parameters are often classified into two clasgésvironmental
variables(e.g., load)which are not under the control of the applicatid).Internal quality variable¢e.qg.,
performance), which indicate how well the application is functioning in the environment in which they
are embedded.n the running example, linguistic variables representing the value of input parameters
were divided into three leveldow (L),medium(M), high (H). The consequent (i.e., adaptation policy) was
divided into the architectural modes of the system (i.klle, Normal Effort, and Best Effortas in
Figure5.33). To design the fuzzy rules of the controller, we collected the data by performing a data
collection suvey among 10 domaiaxperts(see Sectiorb.5.5for more details about the methodology
and the domairexpertsbackgound). We used questions as follows to extract knowledge from experts:

IF (workload ishigh ANDperformance isow), THENsystem must switch tX). (5.40)

These experts were asked to choose a consequsintg one of the possible architectural modes. Not
surprisingly, different experts chose different modes for the same questions. The questions and conflicting
responses are summarized Table5.11. Note that in order to reducéhe threat of ordering effects, we
reordered the questions.
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Table5.11. Questions for adaptation policies and responses.

Rule Antecedents Consequent ,

C) \Cv(;);g Performance| Idle | Normal | Effort EBf'(faoSrE[ el ol
1 Low Low 1 7 2 0 [2.12779, 2.57019] | 2.34908
2 Low Medium 2 8 0 0 [1.838, 2.2477] 2.04386
3 Low High 9 1 0 0 [0.95005, 1.27015] | 1.11832
4 | Medium Low 0 2 7 1 [2.87412, 3.34652] | 3.10914
5 | Medium| Medium 0 4 6 0 |[2.58052, 3.07552] | 2.8273
6 | Medium High 0 5 5 0 | [2.49905, 2.9841] | 2.7408
7 High Low 0 0 2 8 [3.95168, 4.14648] | 4.04402
8 High Medium 0 0 4 6 [3.69036, 3.97016] | 3.82634
9 | High High 0 1 5 4 | [3.34757, 3.70242] | 3.52216

We also asked the experts to locatechdinguistic label for both antecedents and consequents in the
interval v . For each linguistic labels, we received 10 intervals from the 10 experts. We then calculated
the mean and deviations of the two ends Tiable5.12. Note here, for simplicity, we assume that the
linguistics for both antecedents have the same quantification.

Table5.12. Data regarding antecedents and consequent labels.

Linguistic Means Standard Deviations
Starté) | End§p | Start@y) | End @y
8,  Low 0 1.87 0 0.51
Q g Medium 1.92 3.43 0.98 0.83
< High 3.93 5 0.41 0
‘g Idle 0 1.64 0 0.62
=1 Normal 1.32 2.95 0.39 0.91
@ Effort 2.37 3.87 0.72 0.88
5 Best
O Effort 3.64 5 0.22 0

5.5.6.2. Inputmembership functions design

Theinputfuzzy ses (regarding workload and performan@g composed byhe 3 membership functions.
Themembership functions ardistributedin the normalizeddomain of the fuzzy s«i.e., in the interval
v ) as illustragéd in Figure5.45 and Figure5.46 respectively for the uncertainty level Tt landy 11 b
(i.e., blurring parameters®hr). Note that for transformation of the data presented Tiable5.12 to
these MFs, the methodogy described i%.5.5.2.32 have been used.
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5.5.6.3.  Output membership functions design

The output fuzzy set is composed the 4 membership functionsegarding the architectural modes (see
Figureb.33). Themembership functions ardistributedin the normalizeddomain of the fuzzy sdt.e., in
the interval i ) as illustrated irFigure5.47. Note that for transformation of the data presented in
Table5.12to these MFs, the methodology describeddaction5.5.5.2.3have been used.
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5.5.6.4. Adaptationreasoning process using the designed FLS

The overall view of the autonomous controller for adaptation reasoning is shoviAgime 5.34. As
illustrated, the controller covers both desigime and runtime. Duringlesignrtime, the aim is to design a
fuzzy controller, specify its rulease (see Sectidn5.6.]), and derive appropriate MFs (see Secbdn 6.2

and 5.5.6.3. At rntime, while the controller starts operating faronnector selfadaptation, it keeps
monitoring quality and environmental data that may affect Aomctional requirement satisfaction. The
controller continuously adjustthe system configuration with respeto runtime data that may affect
changes in theconnectorbehavior. The key mechanism for decision making at runtime is the fuzzy
inference process. In the following, we discuss each phase in turn and describe the relevant activities.

Designtime. The appoach starts at desigtime when the architecture of the fuzzy controller is designed
through a feedback loop. The key point here is to performgueputations of costly calculations &low

a runtime efficient adaptation reasoning based on fuzzy infeeeirhe main reason is that fuzzy controller
need depends on a costly calculation of tyeluction algorithm(N. N. Karnik & Mendel, 2001it) order

to produce appropriate control actions. Unfortunately, IT2 FLSs, in the traditional design, can hardly satisfy
the execution time constraints mmally imposed by runtime analyses because cobtly centroid
calculations, whiclare proportional to the number of rules in the rulgase. In particular, the excessive

use of centroid calculations at runtime leads to unsatisfactory execution time. Weiseillss the details
concerning the computational complexity in the evaluation section.

The rules in this work are in the form of muihiut singleoutput:
YJO'D QIO®ME ROE Q QIORYO0OQI0 (5.41)
Because the preferences of users may not be similar, many adaptation rules in the mindsahagdne

conflicting. In this step, rules with the same if part are combined into a single rule. For each response that
we received from the users, we have:

YJO® QOGO E QOE Q 'QIORY006 QM (5.42)

, Whereo is the index for the available responsésorder to combine these conflicting rules, we use the
average of all the responses for each rule and use this as the adiofrthie rule consequentNote that
as indicated ir{5.41), the rule consequents are IT2 FSgwever, when the type reduction is used, these

IT2 FSs are replaced by their centroids in the computation, so we represent thereralsity o or
crisp values whed @ . This leads to rules that have the following form:

'Y dJF (workload @) is"™O, AND performance index() is"O), THEN (targe

A (5.43)
mode () isO ).

, whered is defined as:
) — (5.44)

, hered is the centroid of IT2FSBh 6 plgfoft , andd is the weight associated withth consequent
of the &th rule (cf.Table5.11). The centroid of the four IT2 FSs are as follows:
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Therefore, eacld  (seeTable5.11) can be computed with the Equatidb.44). For instance)
which is associated to rule number 4 (Eable5.11) is calculated as:

m O ¢ O x O p 0

o) Th&T QU (5.46)
T x p X TIpE& T QU ¢

To sunmarize, we transfornthe rule base with IT2 MFs as consequents to a rule base with crisp
consequents (cfTable5.11) to enable runtime efficient adaptation reasoning.

Runtime When the approach moves to runtime, its activities are inspirethbyMAPEK loop shown in
Fgure 5.34. The quality data collected through monitoring must be smoothed and normalized (simply
transform to an appropriate scale) that can be used to feed the fuzzy controller. This normalization in
general depends on the scale that rule antecedents are speciie example of suctransformation can

be foundin our recent publicatiorfJamshidi et al., 2014)

Let us imagine the normalized vatuegarding the workload and performance indarew (& w

o® respectively, see the solid lineskigure5.45. Forw  ¢&®, two IT2 FSs regarding the linguistios

0 ¢ and’0 0 Q'QQwith the degreesTin® ¢ T and 1@ v d®o ¢ p are fired. Similarly, fo6

o®, two IT2 FSs regarding the linguisti®s 0'QQ"Qd&md 'O "O'(XTwith the firing degrees
T8 w T Y x and i@ v p are fired. Consequently, four rules are firéd:d,"ORO RY ¢, "ORO h
'Y d,"OR0 RY d,"ORO , seeTable5.11. The firing intervals arthen computed. For instance, the firing
interval (O) associated to the rul& is:

MY w a

W T U WTR WT W VOoT

_ . (5.47)
QT wat W TBOC PO PYX UT® T p O

By following similar procedure, the other firing intervals a@: T v v, 10 TP p wiO
& p v. By using centerof-set type reducefnote that the typereducer that we usdereis called
centerof-setsas given iefinition 33), the output can be obtained:

®CBID  © dd o dDoD PB0 0 doBT X L L (5.48)

Definition 33. Thecenter-of-set type reductioris computed as:
B Q ey
—— who

o
B Q (5.49)

, where"Q N "Oiis the firing degree of ruldandw N 6.5is the centroid of the IT2 FO (cf. Definition
30). Note o are computed by the KM algorith@. N. Karnik & Mendel, 2001)
The defuzzified output can then be calculated:
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. g BWoTodtY L L
® cBoR P c X C®aoTuU (5.50)

Similarly, we can computé cwho for all the possible normalized values of the input parameters
(owho v 1w ). The resulting hypesurfaces® Qo K "Qof  corresponding to the

output of the designed IT2 and T1 FLS for adaptation reasoning are sh&iguiie5.48 and Figure5.50
respectively. Note thaf " o P mv forany ¢ fto . Due to the space limitations, we have not
discussed the T1 reasoning process, but the calculations are similar except that in the calculations we use
the T1 cettroid @ instead ofthe IT2 centroid® , see the last two columns Fable5.11.

5.5.6.5.  Fuzzy logic control surfaces

The designedfuzzy logic systenfior adaptation reasoninds completely déned by its membersp
functions(see Section8.5.6.2and5.5.6.3 and fuzzyrules (see Sectiorb.5.6.]). Having performed the
reasoning process for all input values (i.e., throughbetdomain of input fuzzy setshe control surfaces
defined by Equation(5.26) are illustrated inFigure5.48 (for uncertainty leveb 1t I Figure5.49 (for
uncertainty level Tt JpandFigure5.50 (for uncertainty leveit b i.e., control surface for TELS)These
figures reveal that the higher the uncertainty level is, the larger the confidence interval would be.

Architectural modr-;_

il
il !
&

i

0 o

Figure5.48. Output control surface of the I'FLS for adaptation reasonifg 1) (a), confidence interval (i.e%ﬁi;) (b) and
their differences (i.ep ) (c)
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